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TPYJOB. I TaBHBIN peAakToOp HAy4YHO-TEXHUUYECKOro cOopHUKa « TexHuka paguocBs3ny, KypHajia U
cOopHHKa Hay4HBIX Tpy1oB «MH(popMmalus 1 0€300acCHOCThY.
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YIPABJIEHUE UHOOPMALIMOHHBIMU PUCKAMH CJIOKHOM CETH
HA OCHOBE METOJIA CTOXACTHYECKOT'O HMHUTAIIMOHHOT'O
MOJIEJIUPOBAHUSI
(YACTH 1)

A.O. Kanamnuxos, E.B. Auukuna

B pa60Te paccMaTpuBacTCA MNOAXOA K YIIPABJICHHUIO I/IH(i)OpMaLII/IOHHHMI/I pUCKaMu CIIOXKHOM ceTn
Ha OCHOBE€ METOJAa CTOXaCTUYECKOT0 MMUTALIMOHHOTO MOACJIUPOBAHUA.

KiroueBbie cioBa: KpuThueckas WH(GOpMaUWOHHAs WMHQPACTPYyKTypa, CJIOXKHas CeTb,
yhpaBiieHue, WH()OpPMALMOHHAS 0E30MAaCcHOCTh, WH(POPMAIMOHHBIA PUCK, CTOXAaCTHYECKOE
UMUTALMOHHOE MOJICIIUPOBAHNUE

BBenenmne JKU3HEIEATEIIbHOCTH CTpaHBbI Tpedyet

['oBOpst 0 COBPEMEHHOM IIEPUO/JIE PA3BUTHS
Poccun HEBO3MOXKHO HE 0OpaTUTh BHUMaHHE HA
HOBOE€ MAaruCTpaJIbHOE HAIIPABIICHUE, CBSI3aHHOE
C TIPOHUKHOBEHUEM YUPpOGuIX MexHOI02Ull

MPaKTUYECKH BO BCE obnactu
JKU3HEACSATEIbHOCTH  CTpPaHbl. Y TBEPXKICHUE
[IpaButenscTBOM Poccuiickoit  ®denepanuun

mporpaMM 1o peanu3anmu  HarmoHabHBIX
MPOEKTOB B Takmx cdepax, kak: mnudposas
IKOHOMHKA, HayKa, oOpasoBaHue,
3/IpaBOOXPAaHCHHE, CO3/IaHMe eMHOM
WH(POPMAIMOHHO-TEIIEKOMMYHHUKAIIMOHHOM
WHQPACTPYKTYpPBl H psjia JPYTHX CO37acT
OCHOBY Uil pa3paboTKH, peaju3alud |
BHEJIPCHUSI HOBBIX IH(POBBIX TEXHOJIOTHIA
MPAaKTUYECKH BO BCE o0mactu
’KA3HEIESITEIIbHOCTH TOCY1apCTBa.

B TOXKE BpeMsl, TIOBCEMECTHOE
UCIOJIb30BaHUe NMU(POBHIX (MH(YOPMAIIHOHHBIX )
TEXHOJIOTUA HMeeT U OOpaTHYIO CTOpPOHY,
KOTOpast 3aKJII0YAETCS B TOM, YTO OJTHOBPEMEHHO
C TIOJOXHUTEIBbHBIM 3()()EKTOM OT BHEIPEHUS

yKa3aHHBIX TEXHOJIOTUH CTPEMHUTENBHO
BO3pacTalOT  PHCKH, KOTOpBIE C  OTUMH
TEXHOJIOTUSIMHU CBSI3aHBI  —  yughposwle

(ungpopmayuonnvie) pucku. B cBoro ouepensp,
BO3pacTaHue POJIM WHPOPMAIIMOHHBIX PUCKOB B

KanamaukoB Anapeit Onerosuu — UITY PAH, n-p
TEXH. HAYK, [JIABHBII HAYYHBIA COTPYIHUK, 3aM.
pyxoBoautens BHOLL, e-mail: aokalash@ipu.ru
Anukuna EBrenus Bnagumuposna — UIITY PAH,
HAyYHBIH COTPYIHUK, e-mail: janet0584@mail.ru

pa3paboTku 3P (HEKTUBHBIX MOJCICH U METOIOB
ynpaeienus amu [1].

JlaHHOE OOCTOSITENILCTBO HE OCTANIOCH Oe3
BHUMaHUsI CO CTOPOHBI BBICIIAX OPTaHOB
rOCYIapCTBEHHOTO  YIpaBIEHUSA, O  4YeM
CBHJICTCIILCTBYET, C TOM YHCJE, NPUHATHE
®denepanpbHoro 3akoHa «O  Oe30macHOCTH
KPATHYECKON WH(pOpMaAITHOHHON
uH}ppacTpykTyphl Poccuiickoit ®enepanumy [2].
B pamkax YKa3aHHOI'O 3aKOHa  BCe
uHpopMarmorHele cucteMbl (mamee — HC),
HH()OPMAITHOHHO-TEJICKOMMYHUKAITAOHHBIC
cetu (namee — MTKC), aBTOMaTu3mpoBaHHBIE
CHUCTEMBI YIpaBIieHUS, (PYHKIIMOHHPYIOITUE B
chepe 3ApaBOOXpaHEHUS, HAYKH, TPAHCIIOPTA,
CBSI3H, DHEPIeTHKHU, OAHKOBCKOHW M (PHHAHCOBOM

chepax, TOILJTUBHO-PHEPrE€TUYECKOTO
KOMILJIeKca, B 00JIacTU aTOMHOW DBHEpIuH,
000pPOHHOI, PaKEeTHO-KOCMHUYECKOM,
TOPHOMOOBIBAIOIIEH,  METAUIyprHUecKod U
XAMUYECKOUN MMPOMBIIJIEHHOCTH,
NpUHAAJIeKAIINEe Ha TMpaBe COOCTBEHHOCTH,

apCHAbl HJIM Ha HWHOM 3aKOHHOM OCHOBaHWH
rocyaapCTBCHHBIM OpraHaM, rocyaapCTBCHHBIM

YUPEKACHUSAM, POCCHUCKUM  FOPUAUYECKUM
JIUIam u (unn) WHIMBUTy AIbHBIM
NpEeANPUHUMATENSAM, a TaKXke pPOCCHHCKHE

IOpUANYECKHUE JTHIAa U (WIIM) WHIWBUIYaIbHBIC

HHOOPMALIUA U BE3OIIACHOCTb. 2019, T. 22, Bun. 1



A.O. KAJTAIIIHUKOB, E.B. AHUKNUHA

NpEeANPUHUMATENTH, KOTOPble O0ECIeYnBaIOT
B3aUMOJICUCTBUE YKA3aHHBIX CHCTEM WIIH CETEH
OTHOCSITCS K o0BeKTaM KpUmu4ecrkou
uHpopmayuoHHol ungpacmpykmypol
Poccuiickoti @eodepayuu (nanee — KU PD).

B cocta KU P® Bxoast o6wextsr KUU
P®, a Takke ceTu 3MEKTPOCBSI3U, UCIIOIb3YEMBIE

JUISL  OpTaHHW3aIlid  B3aWMOJICHCTBUS  TaKHX
00OBEKTOB.
Heob6xoaumo OTMETHTD, 4TO BCE

nepeynciacHubie Belmie 00bekThl KU PO B
CBOEHW CTPYKTYPHOU B OPraHU3alliOHHON OCHOBE
MIPEACTABIISIIOT COOOM CIOKHBIE CETH Pa3TUIHON
npupoasl:  mexnonoeuveckue  (ACY  TII,
«IpOMBINUICHHBI ~ WHTepHery u  1ap.),
Kkubepghusuyeckue (ceHcopHsie cetr, « MHTEpHET
Bemie» u ap.), kubepnemuueckue (UC, UTKC,
Wutepuet u ap.), coyuanvrvie (OTHOKIACCHUKH,
BKonrakre, Facebook u ap.).

MaremMaTH9YecKoe  OIMHMCAHHWE  CIIOKHBIX
ceTell pa3NMuUHON TPUPOABI HMEET MHOTO
00IIero, 4To TMO3BOJISIET HWCIIOH30BATh C¢/IMHBIC
MOAXOABl K MOJICTHPOBAHUIO CTPYKTYPHI U
JTUHAMUKH CETH, PCIICHHIO 3aja4d aHajau3a,
MPOTHO3UPOBAHUS U YIPABJICHUSI, B TOM YHCIIE,
B cepe obecnedyeHUST WX OC30MACHOCTH. DTH
3a/1aud  SBISIFOTCS aKTyalbHBIMHA JJIsl  ceTei
pasIUYHOW  MPHUPOJBI, WX  YHHBEpCcaIbHAs
MareMaTudeckas IIOCTaHOBKAa U pellIeHUue
(BKITFOUAs ero AITOPUTMHIECKYIO "
MPOTPaMMHYIO peanu3aIuio) MIO3BOJISIFOT
TTO/IXO/TUTH K BOITpOCaM yIIpaBIICHUS
0e30MacHOCTBIO CIOXKHBIX CeTel C eAUHBIX
METOJ0JIOTMUECKUX ITO3UITHM.

Heobxomumo OTMETHTH, dYTO MpoIlecce
obecnieuenust 6e3onacHoctt KUU PO u KU
PO B ETIOM NpeJICTaBIsIeT coboit
KOMILIEKCHYIO, ~ MHOTOTPaHHYIO  TIpoOJieMy,
BKJIIOYAIOIIYI0 B ce0si MHOTO pa3InuHBIX
HAayYHBIX W TEXHUYCCKUX 3aJlad, W3 KOTOPBIX
3amaya  ympaBleHUs UH(pOpMAITMOHHBIMU
pUCKaMH SIBJIICTCS OJIHOH W3 KJIFOYEBBIX (CM.,
Hampumep, [3-11] u moxpobuyro 6ubHnorpaduo
TaM Xe).

OaHUM U3 BO3MOKHBIX BAPUAHTOB PEIICHUS
poOJIeMBbl  yIIpaBjiIcHUS HWH(OOPMAITHOHHBIMHA
pUCKaMH OOBEKTOB, O0Opa3yIOIIUX CIIOXKHBIC
CeTH, SBJISCTCS TOJXOJl, OCHOBaHHBIM Ha
METOAX CHIOXACMUYECKO20 UMUMAYUOHHO20
MoOeniuposanusi W HWMEHHO eMmMy  OyJer

MIOCBSIICHO nanpHelee
HacTosinie padoThl.

COACPIKaAaHUC

AnaropuTm ynpanjeHusi HHPOPMATNOHHBIMHA
PUCKAMHU CJI0KHOH CeTH

Paccmotpum, crenys, B ocHOBHOM, [3, 4]
OOIyI0  IOCTAHOBKY  3a/auyd  YyIpaBJICHHS
WH(POPMAITMOHHBIMU PUCKAMU CJIOKHOM CETH.

Bynem cumrate, 9T0 IMEETCS Ynpasiaiouuil
yeump, BOOOIIE TOBOpPS, HE 00S3aTEIHHO
SIBISIIONITANCS  3JIEMEHTOM  CIIOKHOW CEeTH U
epynna 00vekmos, OOBETUHEHHBIX B CETh,
KaXIblii W3 KOTOPBIX, B CBOIO OYEpPE/ib, HMEET
CETEBYIO CTPYKTYpy. B KkauecTBe 00OBEKTOB
1o J00HOTO Poja MOTYT BBICTYIIATh, HAIPUMED,
UC ¢unmanoB xopmopaiuii, peruoHaIbHBIX
CTPYKTYp OpPraHOB BJIACTH WJIH 3HAYUMBIC
00bexThl KU P®, a B kKauecTBe yIpaBIsSIOMIETo
IIEHTpa, B YKa3aHHBIX CIIydasiX, KOPIIOpaTHBHBIM,
BEJIOMCTBEHHBIN Hu I'naBHEbI IIEHTP
l'ocynapctBeHHON — cucTeMbl  OOHApyXKeHUS,
NpEeAYNPEeXKICHUS U JIUKBUIAIIUU TOCIIEICTBUAN
KoMIbtoTepHbIX atak (nainee — ['ocCOIIKA).
Jlanee, (ecniu »9TO0 He OymeT BHI3BIBATH
HEOJHO3HAYHOCTH B ITOHWMAaHHWH) TOBOPSI 00
YIOPaBISIONIEM IeHTpe OyJeM Ha3bBaTh €ro
MPOCTO — YyeHmp, a TOBOps 00 OOBEKTE CeTH,
MPOCTO — 0OBEKM.

[lycth 3a7aHa cioXkHast CeTh S, COCTOSIIIAs
W3 MHOXECTBa OOBEKTOB, U HEKOTOPBIH
YOPaBISIFOIIMI ~ IEHTp,  KOTOpBId  Oynem
0003HauaTh A.

Benem cnenyromye 0603HaUECHHUS:

e {s;,...,S,} — MHOXeCTBO OOBEKTOB, W3

KOTOPBIX COCTOUT CETh S;

e N={1,..,n}

e p; >0, i €N — yposenv donycmumozo

unopmayuonnozo pucka (MPHSMIIEMBIH

ymepd OT  pealm3aldd  BO3MOXKHBIX

MH(POPMAITHOHHBIX YTIPO3), YCTAHOBJICHHBIN

HEeHTpoM A, 1uis i-ro oObeKTa ceTu S,

ep? >0, iEN — yposeno mexyuezo
ungopmayuonnoco  pucka (ymepd oOT
peanmzanuu BO3MOYKHBIX

WH(POPMAITMOHHBIX YTPO3 A0 MNPUMEHEHUs
KaKuX-Tu00 JTOTOJIHUTEIBHBIX KOHTPMED)
IUTSL i-TO 0OBEKTa CeTH S

e p° >0, i €EN — yposenv ocmamounoz2o
unpopmayuonnoco pucka 1 i-ro o0beKTa
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VIIPABJIEHUE UHO®OPMAILIMOHHBIMU PUCKAMMU CJIOXXKHOUM CETU HA OCHOBE METO/IA...

ceTd S, KOTOPBIi HUKAKUMU KOHTpPMEpaMu
HE MOXET OBITh YCTPAHEH;

e 7z; 2 0,i € N —3as6ra na pecypc ot i-ro
00bEKTa, TPEAOCTABISIEMbI IIEHTPOM Ha
peaTu3amuio 3¢ PEeKTUBHBIX Mep,
HEOOXOJMMBIX JUISI CHIDKCHHUS TEKYIIETO
ypOBHS HMH(POPMAIIMOHHOTO pPHCKa O
JIOTTYCTAMOTO YPOBHSI,

o 7 ={zy,...,2,} — 6exmop 34460k Ha
pecypcol OT BceX 00bEKTOB ceTu S,

o C=C(Z) — obwuit obwvem pecypca,
KOTOPBIA, C y4YeTOM BEKTOpa 3asBOK Ha
pecypchl, MOXET BBIJICIHTH IICHTP Ha
peaTu3aIuio 3¢ PEeKTUBHBIX Mep,
HEOOXOJMMBIX JUISI CHIDKCHHUS TEKYIIETO
ypOBHS HMH(POPMAIIMOHHOTO pPHCKa O
JIOITYCTAMOTO YPOBHS IS BCEX OOBEKTOB
ceTu S (B JaJlbHEHIIIEM, OyneM
npeAnojararb, 4Yro WMeeTcs Je(UIIHAT
pecypeca: Y=, 2; < C(Z) (B TPOTHBHOM
cllydae, 3a/1a4a CTAHOBUTCSI TPUBUAIBHOMN );

e c/(C)=0, ieN — obwem pecypca,
6blOe/IeHHbLI YeHmpoMm Ha i-i OOBEKT ceTH S
s peammzari - 3QQEKTHBHBIX  Mep,
HEOOXOAMMBIX [IJISI CHUDKEHHUS TEKYIIEro
ypoBHST MH(POPMAITHOHHOTO  pHUCKA  JIO
JIOTTYCTUMOTO  YPOBHSI JUIsL  yKa3aHHOTO
00beKTa;

e c*(C) = (ci(C),...,c;(C)) — eexmop
pacnpeoeiienuss  pecypcog IS BCeX

o0bekToB cetu S (IpU 3TOM, Kak ObLIO

cKasaHo BbIie, )i, ¢; (C) < C(Z)).

B pamkax moaxopaa, npemasioKeHHOro B [3-
4], anroput™ ympaBlieHHS WHOOPMAITHOHHBIMA
pUCKaMH  CJIOXXKHOM ceTh OyaeT HuMeTh
CIIENYIOIUN BUI:

1. Jlnst kaxxaoro oobektacetu s; € S, i € N,
IIEHTP YCTaHABJIWBACT YPOBEHH JIOMYCTHMOTO
uH(pOpMAIMOHHOTO prcka p; = 0;

2. Jlnsa xaxxaoro oobekraceTu s; € S, i € N,
myTeMm ITPOBEICHHS CIIEIUAIbHBIX
MEpONPHUATHH, OTIPEICIISTFOTCS : YPOBEHB
TeKyInero WH(MpOpMaIMOHHOTO pHCKa pl-o =>0u
YPOBEHB OCTATOYHOT0 HH(OPMAITMOHHOTO pHCKa
pi-

3aMeTHM, YTO:

® ¢CIIM JIII HEKOTOPOIo OOBEKTA CETH

Sj € S, j € N, BBIIOJHEHO HEPABEHCTBO:

p] < pj, TO JONOIHUTENBHBIX Mep IO
CHWKEHHIO UH(OPMAIMOHHBIX PHCKOB JIJIs

YKa3aHHOTO OOBEKTa CETH IMpeIlpUHUMATh
HE HYXHO, TIOCKOJIbKY YPOBEHB TEKYIIEIro
UH(OPMAITMOHHOTO pHCKa YK€ MEHbIIE,
yeM YPOBCHDb AOITYCTUMOT'O
UH(}OPMAIMOHHOTO PUCKA;

e cCiIM Il HEKOTOPOro O0OBEKTa CeTu
S; €S, j €N, BBLINOJIHEHO HEPABEHCTBO:
0 < pj < p;°, TO JKOOBIE JIOTIOTHATENLHbIE

MEpHl 10 CHIDKEHUIO HH(POPMAIMOHHBIX

PUCKOB U YKa3aHHOTO OOBEKTa CeTH

OynyT Oecroyie3Hbl, MOCKOJIBKY B 0ObeMe

peCypcoB, HMEIOIUXCS Yy [EHTpa IS

peaM3anid  yKa3aHHBIX Mep, CHHU3UTh

YpOBEHb  TeKyliero WH(OPMAIMOHHOTO

pUcCKa 0 JIOMYCTUMOTO YPOBHS  He

MPEJICTABIISICTCS. BOBMOYKHBIM U TPEeOYIOTCS

JIOTIOJTHUTEJTBHEIC OpraHu3aIMoOHHbIC

MEPOIPHSITHS

® eCIIM JUISI HEKOTOPOTO O00BeKTa CeTH

S; €S, j €N,, BbIIOJIHEHO HEPABEHCTBO:

0 < p° < p; < p). 10y neHTpa, B 06BEME

UMEIOIIUXCS PECYPCOB, €CTh BO3MOXKHOCTD

myTeM 3(QQEeKTHBHOW peanu3aiui Mep Mo

CHIDKCHUIO  MH(POPMAIIMOHHBIX  PHCKOB,

CHHU3UTh YpOBEHB TEKYIIETro

WH(OPMAITMOHHOTO PUCKA 00BEKTa CETH JI0

JIOITYCTAMOTO YPOBHSI.

Bynem cuntath, 4TO NOJyYCHHBIC 3HAYCHHSI
OTICHOK TEKYIIUX u OCTaTOYHBIX
UH(OPMAITHOHHBIX PHCKOB CTaHOBSTCS
W3BECTHEI IIEHTPY.

3. Jlns xaxaoro oobekracetu s; € S, i € N,
C y4eToM 3HaueHwuit {p;, p.°, p/°} onpenensercs
3asgBKa Ha pecype z; =0, u dopmupyercs
BEKTOD 3asBOK Ha PECYpChl OT BCEX OOBEKTOB
cetu S: Z ={zy, ..., 2y}, KOTOpPBI CTAHOBHUTCSI
W3BECTHBIM IIEHTPY;

4. llentp, ompenenser oOmui oOBEM
pecypca C =C(Z) u, B COOTBETCTBUH C
HEKOTOPBIM, 3apaHee ONPeeIIEHHBIM TPABHIIOM,
pacrpesensieT pecypc MEeXIy BCEMH O0BEKTaMH
cetu S: ¢*(C) = (c;(C), ..., c;(C));

5. Vopapnstolue  CTPYKTYpbl  OOBEKTOB
ceth S, B 00beMe MOJIyUeHHOTO pecypca
c;(C) =0, i € N, makcumainbHO 3((HEeKTUBHO
PeaTU3YIOT MEPbI, HEOOXOTUMBIX JIJISI CHUYKCHHSI
TEKYIIero YPOBHS WH(OPMAITMOHHOTO PHCKA IO
JIOTTYCTHMOTO YPOBHSI JUIsl YKa3aHHOTO 00BhEKTa;

6. lleHTp ocymiecTBISIET MOHHTOPHHT W
KOHTPOJIb 32 3()(PEKTHBHOCTHIO MCIIOJIb30BAHUS
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A.O. KAJTAIIIHUKOB, E.B. AHUKNUHA

oObeKkTaMu ceTd S TOIy4YeHHOTo o0bema
pecypcos.

3amMeTUM, UYTO TIPUBEJICHHBIA  BBIIIE
QITOPUTM  YIpaBIeHUS  HHPOPMAITHOHHBIMA
pucKaMu peanoiaraet peryisipHoe
MOBTOPEHHE W, (PAKTUUYCCKH, MPEICTABISICT

co0oll MUK ymnpaBlieHHUs WHOOPMAITHOHHBIMHU
PHUCKaMU CIIOXKHOM CETH.

Amnanus ajaropuTMa yIIpaBIeHUS
MH(pOPMAITMOHHBIMHA PUCKAMH ITOKA3bIBACT, YTO
KaK YIpaBJIsSIOMUi IeHTP, TaK U YIPaBISIOIINe
CTPYKTYPBI OOBEKTOB CIIOXHOM CETH peIarorT,
B0OOIIIE TOBOPSI, pa3TUYHBIC 3a/1a4H.

Tak, K OCHOBHBIM 33JladaM I[EHTPa MOXKHO
OTHECTH:

® ONpEIEICHHE  YPOBHS  JIOIYCTHMOTO

MH(POPMAITMOHHOTO pHCKa IS  KaXJI0To

o0BeKkTa ceth S

e ornpejesieHue o01Iero oobema pecypeca Ha

peanu3anuio 3P PEKTUBHBIX Mep,
HEOOXOIUMBIX JJII CHHXEHHSI TEKYIIero
ypOBHSI MH(POPMAIIMOHHOTO  pHCKA  JIO
JIONTyCTUMOTO YPOBHSI AJISI BCeX OOBEKTOB
ceTu S,

® pacrpenelieHHe, B  COOTBETCTBHHM C
HEKOTOpBbIM,  3apaHee  ONpeeIEHHBIM

MIPaBHIIOM, OOIIEro o0BbeMa pecypca MEexX 1y
BCeMH OOBEKTaMU CETH S

® OCYIIECTBJICHHE MOHHUTOPUHTA 7
KOHTPOJTb 3a 3¢ (PEeKTUBHOCTHIO
WCMONB30BaHUS  OObeKTaMH  ceth S

TOJIYY€HHOTO 00BeMa pecypcoB.

B cBoro ouepenb, K OCHOBHBIM 3ajadyaM
VIOPABISIONIAX CTPYKTYp OOBEKTOB ceTH S
MOKHO OTHECTH:

® OIIpeJIeIICHUE YpPOBHEM TEKYIIETO

0CTaTOYHOTO UH(POPMAITUOHHOTO PUCKA;

e OTpe/IeTICHNE 3asBOK HA pECypchl |

(dopmMupoBaHUe 00IEro BEKTOpa 3asBOK HA

0T BceX 0OBEKTOB ceTH S

e MakCUMaNbHO d((deKTuBHAL, B 0ObeMe

MOJIyYEHHOTO pecypca, peau3aius Mep,

HEOOXOAMMBIX [IJISI CHHIKEHHUS TEKYIIEro

VpPOBHS  MHQPOPMAIMOHHOTO  pPHCKA  JIO
JIOTTYCTUMOTO YPOBHSI JJIT BCEX OOBEKTOB
cetu S.

[Ipu 3TOM, KJIFOUYEBBIMH NapamMeTpamu, JJis
pelIeHus] YKa3aHHBIX 3a/1a4 SIBJISIFOTCS: YPOBEHb
JIONTYCTUMOTO HMH(OPMALMOHHOIO pUCKa (1mar
1), ypoBeHb TeKymero HH(PpOPMATMOHHOTO

pucka (mar 2) u 3asiBKa Ha pecypc oT 00OBbeKTa
(tmar 3).

[IpoGemsl hopMupoBaHus 001IETO OOBEMaA
pecypca u ero 3(p(PEKTUBHOTO pacrpee/ICHUS
MEKIY O0BEKTaMU CETH S C YIETOM MOTYYEHHBIX
OT HMX 3asiBOK (1ar 4) mopoOHO PacCMOTPEHBL,
HanpuMmep, B [3, 4]. Tem He meHee, 3amaun
OTIpe/IeIICHHS 3HAYCHHWH KITIOUEBBIX MTapaMeTpoB
aNropuT™Ma ympaBleHUs HUHOOPMAIMOHHBIMU
pUCKaMH, a TaKXe KOHTPOJTb 3a
3¢ (HEKTUBHOCTBIO HCTIOIB30BaHUS OO0BEKTAMU
ceTy S MOJIydyeHHOro odbema pecypca (mar 6)
MIPEACTABIISIET OMPeIeTICHHBIC TPYTHOCTH.

B Toxe Bpems, oueBHAHO, YTO 0€3
3 (HEeKTUBHOTO pEIeHUsT YKA3aHHBIX BBIIIE
3aJ1a4 rTOBOPUTH 00 3P PEeKTHBHOCTH YITPABICHUS
WHQOPMAITMOHHBIMA pPUCKaMH B IIEJIOM HE
TIPUXOJTATCSI.

B paborax [3, 4], B yacTHOCTH, TTOKa3aHO,
YTO OCHOBHOM TMpoOJeMO MpH yIpaBlIeHUN
WH(pOpPMAITHOHHBIMUA pUCKaMH SIBJISIETCSI
peam3anusi MakCUMalbHO J((EKTHBHBIX, B
o0BeMe MOIYYeHHOTO OT IEHTpa pecypcea, Mep,
HEOOXOAMMBIX TS CHYDKEHUS TEKYIIETO YPOBHS
WH(POPMAITMOHHOTO pHUCKa JO0 JIOMYCTUMOTO
ypoBHS sl Bcex o0BbekToB cetu S. Ilepeiinem
Termepp K OoJjiee AETATbHOMY PACCMOTPEHHIO
YKa3aHHOU 3a7a4W.

O0600meHHbIH AJATOPUTM BbIOOpaA HanboIEE
3¢ deKTHBHBIX Mep MO CHUKEHHIO
HH(POPMALIMOHHBIX PHCKOB

Bynem  cuurtaTh, dYTO  YIpaBJISIONIHE
CTPYKTYPbl OOBEKTOB CETH S OCYIICCTBIISIIOT
peanu3anuo Mep, HeOOXOMMBIX TSI CHIDKCHHUS
TEKYIIEro YPOBHS HH(POPMAIIMOHHOTO PUCKA JIO
JIOITYCTAMOTO YPOBHSI HE3aBUCHMO JPYT OT
JIpyra.

OnpenenuM, I KaXJA0ro W3 OOBEKTOB
cetu S:

¢ HaO0op WH(POPMAIIMOHHBIX YTPO3, KOTOPHIE

MOT'YT OKa3bIBaTh JCCTPYKTUBHBIC BIHSHUS

na oonext: U = {Uy, ..., Uy };

e HaboOp 0a30BBIX TUIIOB MepP, HEOOXOAUMBIX

JUISL ~ CHHDKCHHS  TEKYIIero  YpPOBHS

HH(OPMAITHOHHOTO PHCKA JI0 JOIIYCTHMOI'O

yposusi: K(U) = {K,(U), ..., Ky(U)};

® Ul KaKA0oro u3 Oa30BBIX THUIIOB Mep,

HA0Op BO3MOXXHBIX MEXaHHU3MOB JUISI WX
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peanu3aImu: T(K;) = {Tli, s If,(Ki)},
i=1,..,N;
¢ YPOBEHD JIOIYCTHMOT'O

WH(POPMAIMOHHOTO PHCKA P

e 00’bEM BBIICTIEHHOTO pecypcea C™.

3aMeTHM, UTO  HCIOJb30BaHHUE  JUJIA
peanu3anuu 0a30BBIX TUIOB Mep pPa3IMYHBIX
MEXaHU3MOB Oy/1eT, BOOOIIIE rOBOpPSL, IIPUBOIUTh
K Ppa3IM4HbIM, C TOYKH 3pEHHUS CHH)XEHHUs
nH(GOPMAITMOHHEBIX PUCKOB, Pe3yJIbTaTaMm.

[Ipennonoxum, YTO yHOpaBistoen
CTPYKTypoii oObeKTa ceTh S, ¢ yderom
OrpaHHYeHH Ha 00BEM BBLAECIEHHOIO pecypca
OBLJIO II0JICOTOBJIEHO HECKOJBKO BapUaHTOB

peanu3anuu  0a30BBIX ~ THIOB  Mep  C
WCTIOJIb30BAaHUEM  PA3IMYHBIX  MEXaHU3MOB.
O603HaUNM yKa3aHHbIe BapUaHTHI

P ={P,,...,P,} 1 mocTpoUM aIropuT™M BBIOOpPA
Hanbosee 3P (PEKTUBHOTO U3 HUX.

3ametuM, HYTO OIEHKa JPPEKTUBHOCTH
YKa3aHHBIX BapUAHTOB MOTYT OCYIIECTBISTHCS
WCXOJISl U3 COBEPINECHHO PA3TMYHBIX MPHUHITHIIOB
(cm., HarpuMmep, [5-14]). B nanHoli paboTe, MBI,
ciaenys W3JIOKeHHOMY B [3-4] momxoay, B
KadecTBe KputTepus 3S(PPEKTHBHOCTH OyaeM
paccMarpuBaTh Pa3sHOCTh MEXIY PpacdeTHBIM
YpOBHEM WH(OPMAITHOHHOTO pucka
KOHKpeTHOro BapuaHTa p(P;) ¥ 3alaHHBIM
YPOBHEM  JOMYCTUMOTO  HH(POPMAIIMOHHOTO
pucka p*: H(P) = p(P;) — p".

Od4eBHTHO, YTO TIPH YKA3aHHOM KPUTEPHUHU
3 PEKTUBHOCTH BapUaHT P; Oyner
«¢pdexTuBHee» Bapmanta P;, ecim Oyuer
BBINIONIHEHO HepaBeHcTBO: H(P;) < H(F;).

Heo0X0auM0O OTMETHTh, YTO pacueTHOE
3HaUeHHe YPOBHA WH(OPMAIMOHHOTO pHCKa
3aBHCHT HE TOJBKO OT KOHKpeTHOTo Habopa
MEXaHHU3MOB, PEATU3YIONIMX 0a30BbIE THITHI MEP
10 CHUYKCHUIO WH(POPMAITHOHHBIX PUCKOB, HO U
0T caMHX HH()OPMAIIMOHHBIX PHCKOB, TOYHEE, OT
TOro Habopa HH(POPMATMOHHBIX YTPO3, KOTOPHIC
pean30BaIkCh MPU BBIOpaHHOM Bapuante. M
MTOCKOJIbKY, BO3HUKHOBCHHWE W  peallu3arius
WH(OPMAIMOHHBIX YIPO3 MPEACTaBISET COOOM,
BoOOIllE  TOBOPSl, HEKOTOPHIA  CiydaiHBIN
mporecc, TO W 3HAUYEHHE  KpUTEpHUs
3¢ (HEKTUBHOCTH JUISI OJJHOTO W TOTO IKE
BapHaHTa, OyIyT UMETh pa3Hble 3HAUYCHUS TPU
pa3IMUHBIX —peanu3anusax HH(POPMAIMOHHBIX

yIpo3.

Taxum oOpazom, mporiecc BOZHUKHOBEHUS U
peannzanuu UHOOPMAIIMOHHBIX YIPO3, MOKHO
paccMarpuBaTh KakK  OPOIecC  pear3alriu
HEKOTOpoi (BoOOIE TOBOpPS, MHOTOMEPHOI)
CIIy9aifHOM BEJTMYMHBI V ¢ HEKOTOPOH (yHKIIHEH
pacnpenenenus F,.

Hcxomst u3 ckazaHHOTO BHIIIE, LI BHIOOpa
Hanbomee 3 PEeKTUBHOTO BapHaHTa pealu3alliu
Mep M0 CHUIKCHUIO WH(POPMAITMOHHBIX PUCKOB
MpeACTaBIsIeTCS 1enecoodpa3HbIM
WCIOJIb30BATh IOJXO0JI HAa OCHOBE METOJOB
CMOXACMU4eCcKo20 UMUMAYUOHHO2O
MOOENUPOBAHUSL.

Jlnist peanuzanu yKa3aHHOTO MOAX0/a HaM
HEO00XOUMO UMETh:

® MOJCIIb I/IHCI)OpMaHI/IOHHBIX yrpos
U = {Ul, ey UM},
L (bYHKHI/IIO pacnpeaciIcHus

WH(POPMAITMOHHEIX yIpo3 F,;

® MOJIC)Ib OOBEKTA CETH;

® MOJIeTh 3alUTBl  O0BEKTa CETH TpHU

WCTIONb30BAaHUKM  KOHKPETHOTO  BapHaHTa

MEXaHU3MOB Oe3onacHocTH P;;

® MOJIeTb OIECHKH PACUCTHOTO  YPOBHS

UH(GOPMAIIMOHHOTO PUCKa AJ11 KOHKPETHOTO

BapuaHTa MEeXaHU3MOB OezomacHocTH p(F;).

[IpenmonokuM, 4TO BCE YKa3aHHBIE BBIIIE
YCIIOBUSI BBIMOJIHEHBI, TOT/A JUIT  KaXIOTO
BapuanTta P;, MOXeT ObITh creHepupoBaH HabOP
peamsanuii  CiIy4allHOM  BEJIMYUHBL V  C
dyHKIMCH pacnupejiesieHust F,:

J

Vi={vi1,...,v."(l)}. Jiis  xaxaoro v, j=

l
1, ,n(l), p] (PL) u
obosnaunm: &) = H(P,) = p;(P,) — p*.

Takum 006pa3zoM, MOKHO CUHTATh, YTO IO
pe3yJbTaraM MMHTAIlMOHHBIX 3KCIIEPUMEHTOB,
Ka)XJIOMy BapuaHTy P; comnocraBisitorcs Habop
peamsanui HEKOTOPOH OJTHOMEPHOU

HaiaeM 3HAQYCHHUC

CIIy4JaifHOM BeJIUYHMHBI X; = {Ei],j =1, ,n(L)}
OOo3HaUMM  MHOXKECTBO  TaKuX  HaOOpOB
T={;i=1,..,L} u nonpoodyem
HCIIOJIBL30BATh  IIOJIyYCHHBIA CTATUCTUYECCKUMI
Martepual s BeIOopa Hanbosee 3 PEeKTHBHOTO
BapHaHTa peaJM3allid MEp 10 CHIDKEHHUIO
UH(OPMAITHOHHBIX PHCKOB.

3ameTuM, UYTO (AKTHYECKH, KaKIOMY
BapuaHTy P;  comocraBieHa — HEKOTOpas
OJTHOMEpHasi CiydyaiiHas BeiqumuuHa ¢&; ¢
(ymkumelt pacnpenenenus  Fy, W, Takum
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0o0pazoM, TOBOpS O CpaBHEHWU BapUAHTOB MBI
JTOJIKHBI TOBOPHUTH 0 CpaBHEHUH
COOTBETCTBYIOIIUX CIIYYAHBIX BETUUUH. Takum
obpazom, OyjeM CcuuTaTh, YTO €CIM CIydaiiHas
BEJINYMHA ¢, «menbmme» (<) ciaydaifHOMH
BEJIMYMHEI ¢, TIPU [ # j, TO BapHaHT P; «Ty4mie»
Bapuanta P;.

Cy1miecTByIOT paznuYHbIe CIIOCOOBI
CpaBHEHUS CITy4allHbIX BEJIUUYMHBI, HAIPUMED, B
pabore  [13] paccMOTpeHBI  ClEayroIIue
CIIOCOOBI:

- CpaBHEHHE TIO0 CTOXaCTUYECKOMY pOCTY,
xorma: & <* &, ecmu Fy, (x) = Fy,, anst moGoro
X3

- CPaBHEHHE [0 HW)XXHEH rpaHu HOCUTENS
pacmpenenenus: & <2 &,, ecnu: a, < a,, IJe
a; — CyIlIeCTBeHHAsl HWXHSSI I'paHb MHOXECTBA,
SBJISIIOIIETOCS  HOCHTENIEM  pacupeieleHust
CITy4ailHO#M BeTW4HHEI &;, rie [ = 1,2.

B  obGomx  ciywasx — ymopsiioueHHE
CAy4yaiiHOW  BEJMYMHBI  OCHOBBIBacTCS  Ha
COOTHOINCHUH UX (PYHKITHH pactpe/eieHusl.

[IpuBeneHuble BBIIE OTHOIICHUS MOXKHO
IMPUMEHSTh 110 OTAEIBHOCTH WJIM BMeECTE, B
MOCJIeTHEM cirydae uMeer MeCTO
JIBYXKPUTEPHATBHBIN BBIOOD.

ATNBTEpHATUBHBIM CHOCOOOM  CpaBHEHHSI
CIy4yallHbIX BEIIMYUH SIBIISIETCS UCIIOJIH30BAaHUE
HexoToporo (Qynknuonana F(F;), KoTopwid
oTpeJieieH Ha Kiacce (pyHKIMH pacmpenencHus
ciaydaiiHoi BenuuuHbl Fr. Ilpu sTom, MOXKHO
cuutars |3, 4, 14], 4ro:

& < &, ecm T(Fgl) < T(Ffz).

PacemoTpum IpUMeEDp [IOCTPOEHUS
MoA00HOr0 (YHKIMOHANA, YIOBIETBOPSIONIETO
HEKOTOPBIM  «pa3yMHBIM», C TOYKU 3pEHUs
aHajii3a PUCKOB, TpeOoBaHusM [3, 4, 14].

O6o3HaumM I = {FE} MIPOCTPAHCTBO
Gynxkimi pacnpenenenus, tae Fr — Qynknms
pacupeneneHus HEKOTOpPOH CIy4aiHoOU
BEJTHYMHBI £.

B cooTBeTcTBUM ¢ M3JI0KEHHBIM BBIIIE
OyleM TmoJyiaraTh, YTO peau3aluu clydaiHoi
BENTUYHMHBI ¢ TMPEACTaBISIOT cO0OM 3HAYEHUS
HEKOTOpOH (PYHKITMH prcKa (T.€. XapaKTepu3yIoT
BETTUUHHY yiepba oT peannzanuu
HH(POPMAITMOHHBIX PHCKOB). B 3TOoM ciydae,
MpEACTaBlseTCs Pa3yMHBIM  CUHTaTh, YTO
«IydIne» TO pacupeneiieHue Fg, mpu KOTOPOM

MCHBIITHE 3HAYCHUS pHucKa (ymepba)
peanu3yroTcsi ¢ OOJIBIMAMH BEPOSTHOCTIMH. A
cpenu GyHKITHH pacrpeiencHus c
OJIMHAKOBBIMHA  «CPETHUMH»  3HAYCHUSIMH
CUMTaTh OOJiee MPEANMOYTUTEIBHON (YHKITHIO
pacmipesieneHus ¢ 6oyiee «CTabMIHLHBIMY PHCKOM,
TO €CTh C MEHBIITUM «pa3z0OpoOCOM» €ro 3HAYCHHUI,
MOCKOJIBKY B OTOM  ClIly4ae BEpOSITHOCTH
peanu3aiuy OOJIBIIHNX PUCKOB (yIepOa) HHKe.
Takum oOpazoM, pedb HJIET O BBEJICHUU
HEKOTOPOTO OTHOIINCHUS WPEANOUYTCHHS > B
MPOCTPAHCTBE 3 = {Fg}, rne  pysknun
pacnpeienenns Fy, cpaBHUBAIOTCA MEXLY COO0M
Ha OCHOBE HEKOTOPBIX XapaKTePUCTHKAX IIEHTpa
u pazdbpoca. BriOOp Takux XapaKTepUCTHK,
BOOOIIIEe TOBOPSI, HCOAHO3HAYECH, & TPOCTEHIIINMHU
W3 HUX SBISIOTCS MaTeMaTHYECKOe OXKHUJIaHUE U

mucnepcust  (IpU YCJIIOBUHM,  YTO  OHHU
CYIIECTBYIOT).
dopmanuzyem TIpUBEJICHHBIE BBIIIIE

TpeOOBaHUS B BUJIE CICAYIONHX akcuoMm [4, 14]:

Axcuoma l:ecm F,G € J, mpuuem JUIst
moborox F(x) < G(x), 0 F > G.

Axcuoma 2: ecmu F,G € 3, ipudeM F u G
— (QYHKIMH paclpeieicHHs] CHUMMETPHYHO
pacrpefencHHbIX CIYYaHBIX BEIHYUH ¢ OOIIMM
HEHTPOM cCUMMeTpud my u F(x) < G(x) npu
x<my F(x)>G(x),npux>my moF = G.

Axcuoma 1 OIHMCBIBAET TaK Ha3bIBAEMOE
CTOXaCTUYECKOE  JOMHUHHPOBAHHE  IIEPBOTO
MOPSIKA.

Axcroma 2 yTBEpPXK/IaeT, 94TO €CITH UMEIOTCS
JIBE CAMMETPHYHO PACIpeIe/IeHHbIE CydaiHbIe
BEJMYHHBI C OOIIUM IICHTPOM, TO IPEATIOUYTCHHE

OT/JAeTCsl  paclHpeiesieHuI0 C  MEHBIINM
«pazdopocom».

Takum 00pa3oM, BO3HHUKAET BOIMPOC O
cymectBoBannn  Qynkunonana F(Fy), rnme
Ff € 3. llomoxxurenbHBId OTBET HA JAaHHBIA
BONpoc JaH B paborax [4, 14], rne

paccMaTpHUBarOTCs JIMHEHHBIE W KBaJpaTHUHBIE
(GYHKIIMOHANBI W CQOPMYITHPOBAHBI YCIIOBHS,
KOTOPBIM OHM JIOJKHBI YAOBIETBOPSTH, YTO OBl
BBIIIOJIHSITACH aKCUOMBI 1 1 2.

Jlis muHEeWHbIX (YHKIIMOHAIOB BUA

F(Fe) = ]u(x)Fg(dx)

CIIPaBEJIMBO CIICIYIOIIEe YTBEPKICHHE:

HHOOPMALIUA U BE3OIIACHOCTbD. 2019, T. 22, Bun. 1

11



YITPABJIEHUE UHO®OPMALIMOHHBIMU PUCKAMM CJIOXKHOU CETH HA OCHOBE METO/IA...

YrBepxkaenne 1 [4, 14]: nycts  u(x) €
CZ(]R{) 6u(x) >0, a2 u(x)

BBIHOJ'[HSIIOTCH aKCI/IOMI;I 1u?2.
JIst KkBaJIpaTHYHBIX (DYHKITMOHATIOB BH/IA:

#(7e) = [[ weeFeanray)

CIpaBEAJIMBO CIIE/IYIOLIEE YTBEPKIACHHE:
YrBep:xkaenne 2 [4, 14]: mycts u(x,y) €
]:RZ' au(xry) > O
oax T 7

< 0 mgna x € R, Torga

C3(R?), mpuuem aua (x,y) €

2 2
du(x,y) > 0, %u(x,y) > 0, 2%u(x,y) <0,
dy dxdy dx2
% u(xy) d3u(x,y) Puxy)
— ) = —_— — < TOT'
ay2  — 0, ox29y — O o9xdy? — 0, rorna
BBIMTOITHSIIOTCS akCUOMBI Al u A2.
Chopmynupyem  Temepb  00OOIICHHBIH

aNropuT™ BEIOOPA Hambosiee 3P (PEKTUBHBIX MEp
M0 CHIYKEHHUIO HH(POPMAIIMOHHBIX PHUCKOB.

1. Jlnsg HaGopa cirydaliHbIX BEMYHH &;, [ =
1, ..., L, BBOIUM OTHOIIIEHHE «KMEHBINEY (<), IpU
9TOM CUHTAEM, UTO €CIIH ClTydaiiHas BeJimunuHa ¢;
«MEHBIIE» (<) CIyJalHOH BENWYMHBI &, NPH
[ # J, To BapuanT P; «iy4ine» Bapuanra P;.

2.Ha wmuoxectBe X ={X;,i=1,..,L}
yCTaHABIUBaEeM YaCTUYHBIN MOPSLIOK
OTIpe/IeTM MHHHAMANBHEIH 3neMenT MM = &,
TaKoii, uro E™" < & j (ans moboro i # j). Ecom
TaKoro dJeMeHTa He CYIIECTBYET, WJIH OH He
€/IMHCTBEHHBIM, TO B OINPENECISIEM «HUXHAN
kmace» I € {1, ..., L} mHOXecTBa X (oapoOHee
cM. [4, 14] u 9acTh 2 HACTOSINEH CTaThH).

3. BeiOupaem B kadyectBe 3()PEKTHBHOIO
BapuanTa P; unu nmoamuoxectso {P;, i € I}. B
MOCIIETHEM CclTydae HeO0OXOIUMO TPOBEIACHUE
NaIbHEUIINX UCCIIEOBAHMIA.

3akaoueHue

B  mepoii wactu  paboTrhl  ObUIH
paccMOTpeHbI 001ast  popMaTbHAsI ITOCTAHOBKA

3alaud  yOpaBlIeHUs  WHQPOPMAIMOHHBIMU
pACKaMU  CIIO)KHOW  CeTH U QJITOPUTM
yOpaBieHus: HMH(QOPMAIMOHHBIMH  PHUCKaMH
CIIOKHOW ceTh. bbutn  cPopMyITHpPOBAHBI
OCHOBHBIE 3aJauyd IIEHTpa M YIPABISIOUINX
CTPYKTYp  OOBEKTOB  C€THM, a  TaKxke

chopMyIMpOBaHa TjaBHas 3ajada IEHTpa IpU
yIpaBlIeHUH WH)OPMAIMOHHBIMH pPUCKAMHU —
3¢ (heKTHBHOE pacIpeie/ieHue pecypca MEXIy
00BEKTAMH CIIOXKHOM CETH.

OnpenerneHbl  KIIOYEBBIE  MapaMeTphI
aJrOpUTMa YIpaBJICHUS HHPOPMAITHOHHBIMU
pucKaMHu ¥ COPMYJIHPOBAHBI 3a7add 10 WX
OIIpEICTICHHUIO.

ITokazaHo, 4YTO OCHOBOW ISl pEIICHUS
yKa3aHHBIX 3a7a4 JOJDKHA SIBIIATHCS OIICHKA
3 (HEKTUBHOCTH peaTH3alliyd MEp 110 CHUKCHHUIO
WH(OPMAIMOHHBIX PUCKOB B COOTBETCTBUHU C
BBIJICJICHHBIM Ha OOBEKT CIIOKHOM  CeTH
00BEMOM pecypea. A Takke Ha OCHOBE MOJIX0JIa
C WCIIONB30BAHUEM METOJ]a CTOXaCTHYECKOTO
AMUTAIIMOHHOTO MOJICITMPOBAHMS, TPEIIOKEH
00O0OIIEHHBI aJITOPUTM  BBIOOpAa BapuaHTa
Haubojnee 3P(HEKTUBHBIX Mep IO CHIKCHHUIO
nH(OPMAITMOHHBIX PHCKOB.

Jlanee, Ha 0Oase yKa3aHHOrO TOJXOJa
MIpeIIoiaraeTcs MOCTPOCHHUE Habopa
AJITOPUTMOB JJIT PEUICHUS TEePECUHCICHHOTO
BBIIIIE HaOopa 3agad, 0 4eM MOJApoOHO OyneT
CKa3aHO BO BTOPOM YacTH JaHHOU pabOTHI.
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The paper considers the approach to information risk management of a complex network based

on the method of stochastic simulation.
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YIIPABJIEHUE HHO®OPMALIMOHHLIMYA PUCKAMH CJIOKHOM CETH
HA OCHOBE METOJIA CTOXACTHYECKOT'O MMUTAIINOHHOT O
MO/JIEJIMPOBAHMUSI
(YACTH 2)

A.O. Karamaukos, E.B. Aunknna

B pabore paccMaTpuBaeTcs MOAX0A K yHpaBJIeHUIO HHOOPMALIMOHHBIMK PUCKAMU CJI0XKHOHN ceTH
Ha OCHOBE METOJIa CTOXaCTHYEeCKOT0 UMUTALIMOHHOTO MOJETUPOBAHUSL.
Kuirouessie ciioBa: kputuueckas HHQopMaLoHHas UHPPACTPYKTYPA, CI0KHAS CETh, yIIPaBJIeHHE,

uHpOpPMAIMOHHAsT 0E30TaCHOCTb,

MOOCIINPOBAHUE

BBenenne

B niepBoii wactu pabotsl [ 1] aBTOpaMu ObuH
paccMoTpeHbI 00111as U popmasibHasi TOCTAaHOBKA

3aJa4d  ympasieHWs  HWH()OPMAIMOHHBIMH
pUCKaMu  CJIOKHOH CeTH W aITOPUTM
yIpaBicHAss WHOOPMAITMOHHBIMH  PHUCKaMH
cloxkHOM cet. b chopMynrpoBaHBI
OCHOBHbIE 3aJlauM IIEHTpa M YIPaBJISIOUINX
CTPYKTYp  OOBEKTOB  CETH, a  TaKxke

chopMyJiMpoBaHa TJIaBHas 3ajada [EHTpa IpU
yInpaBlicHHH WHPOPMAITHOHHBIMH PHCKAMH —
s (peKTHBHOE pacIpelielicHue pecypca MEXIy
00BEKTaMH CII0XKHOM CETH.

Boiaenenbl KIIIOUEBbIE napameTpbl
ajqropuT™Ma ympaBlieHus HHGOPMAIMOHHBIMU
pUCKaAMH: VpogeeHs 00Nnycmumo2o

UHPOPMAYUOHHO20 PUCKA, YPOBEHb MEKYUe2o
UHPOPMAYUOHHO20 puUCKA W 00beM 3as6KU
pecypc om 0bvekma cemu U CHOPMYITHUPOBAHBI
3aJIaud 10 UX OIPEIICIICHUIO.

[lokazaHO, 4YTO OCHOBOW JUIsi pELICHUS
yKa3aHHBIX 3aja4 JOJDKHA SIBJISIThCS OICHKA
3 (HEKTUBHOCTH peaTH3aIlii Mep 10 CHIKEHUTO
UH(POPMAITHOHHBIX PHUCKOB B COOTBETCTBHU C
BEIJICICHHBIM Ha OOBEKT CIOXKHOM  CEeTH
00BeMOM pecypca. A TakKe Ha OCHOBE TIOJX07a
C WCIIOIb30BAHWEM METOJ[a CTOXACTHYECKOTO
UMUTAIIMOHHOTO MOJICIMPOBAHUS, MPEJIONKEH

KanamnukoB Auapeii Onerosuy — UITY PAH, n-p
TeX. HAYK, [JIaBHBII HAy4YHbII COTPYAHUK, 3aM.
pykoBoaurens BHOLL , e-mail: aokalash@ipu.ru
Anukuna Esrenus Bnanumuposna — UITY PAH,
HAY4YHBIN COTpYAHHUK, e-mail: janet0584(@mail.ru

WHPOPMAIMOHHBI  PUCK,

CTOXaCTUYECCKOEC HMUTALMOHHOC

00O0OIIEHHBI  aITOPHTM  GblOOpA  BaApUAHMA
naubonee s¢hhexkmuenblx Mep NO CHUICEHUIO
UHGDOPMAYUOHHBIX PUCKOS.

Jlanee, Ha 0a3e yKa3aHHOTO MMOJIXOJa
Ipeanoaraercs MIOCTPOEHUE Habopa
AITOPUTMOB JIJII PEIICHUS, TEPEUUCTICHHOTO
BBIIIIE HaOOpa 3a7ad, 0 4YeM MOoJApoOHO OyAeT
CKa3aHO BO BTOPO YacTu JaHHOU pabOTHI.

AJaroputM BriOopa Haubo.1ee
3¢ ¢eKTHBHBIX Mep M0 CHUKEHHIO
HH(POPMALMOHHBIX PUCKOB

Kak yxe roopumock B [1], mpoOieme
BEIOOpa Hambosee AP(PEKTUBHBIX Mep, IO
CHUKEHHIO WH(}pOPMAITHOHHBIX PHUCKOB,
HAaIlpaBJICHHBIX Ha HEUTpaIu3anuio
JNECTPYKTUBHBIX  BO3JCHCTBHH CO  CTOPOHBI
Pa3THIHBIX WH()OPMAITMOHHBIX yIpo3,
MOCBAIIEHO Oonbinoe 4yucio pabot (cMm.,
Hanpumep, [2, 3] 1 moapoOHyI0 6ubIHOrpaduo
tam ke). llpu »sTom, mnpemsaraemble I
pelmeHus  yKa3aHHOW  3aJauyd  TOAXOMbI
OTJIMYAIOTCSl KpaltHUM paszHooOpaszueMm. B Toxe
BpeMms, HEO0OXOIUMO OTMETHUTb, 4TO
OOJBIMUHCTBO W3  YKa3aHHBIX  IOJXOJIOB
MPaKTUYECKU HE YUUTHIBAIOT TO
00CTOATENIBCTBO, YTO MPUMEHEHHE JIIOOBIX MEp
MO0 CHIDKCHHIO HMH(POPMAIMOHHBIX  PUCKOB
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OPOUCXOJAUT B YCIOBUSIX  CIIy4aifHOTO
BO3JICHCTBUS PA3TUYHBIX (AKTOPOB, K UYUCTY
KOTOPBIX, B IEPBYIO OYEpe b, OTHOCSITCS U CAaMH
WH(OpPMAIIMOHHBIE  YTPO3BL PaccmoTpum
JIAaHHBIN acTeKT OoJiee moAPOOHO.

[Ipu opraHuzanuu Mep 1O CHIDKCHHIO
HH(POPMAITHOHHBIX PUCKOB JIJIS IFOOOT0 00BEKTa
3aIUTHl HEOOXOJIUMO YYUTHIBATH, BO-TIEPBBIX,
HAIAYME OINPEJICICHHBIX MH(POPMAIMOHHBIX
yTPpO3, KOTOPBIE MOTYT OTHOCHUTCS K CJISTYFOIIUM
OCHOBHBIM KJIaccaM: BHEITHWE W BHYTpPEHHHUE,
clay4aiiHele W TIpeJHaMEpEeHHbIE W, HaKOHEIl,
€CTECTBEHHBIC W MCKYCCTBEHHBIE, & BO-BTOPHIX,
HaJH4He YSI3BUMOCTEH caMOTo 00BhEeKTa 3aIIHTHI,
KOTOpBIE H TIO3BOJSIIOT ~HWH()OPMAITHOHHBIM
yrpo3am peanu3oBarbes. HHpopMalMoHHbIe
yTpo3bl Il OOBEKTa 3alfUThl MOTYT OBIThH
(dbopManu30BaHbl B MoOeU Yepo3, a YI3BUMOCTH
BELIBIIGHBI BO BpeMsl TPOBEJICHHUS ayJuTa
uH(popMaIIMOHHON 0e30MacHOCTH H  TaKXKe
(GopMaTu30BaHBl B BHAC MOOeNIU 3AUUMbL.
Takum oOpazom, kak UHPOPMAITHOHHBIE YTPO3HI,
TaKk W YSI3BUMOCTH SIBISIOTCS (paKkTopamu B
OTIPEJICTICHHOM CMBICIIe JeTePMUHUPOBAHHBIMU
U ynpapisieMbiMA. OJHAKO, TO YTBEPXKICHHE
MOXHO OTHECTH JTUIIH K caMOMy (aKTy Haluyus
imi’| omcymcmeust TeX 120131 WHBIX
WH()OPMAITMOHHBIX YIPO3 W/WIU YS3BUMOCTEH,
MIOCKOJIBKY ~ IIPOLIECC  BO3HUKHOGEHUSI |
peanuzayuu AHGOPMAIMOHHBIX YTPO3 SBISETCS
UCKJIFOUUTENBHO citydaiHbiM. Ciay4yailHBIM ke
OylneT SBISTBCS W pe3ylbTaT BO3JICHCTBUS
HH(POPMAITMOHHBIX YIpo3 Ha OOBEKT 3aIHTHI.

JlarHOE OOCTOSITENILCTBO MPUBOIUT K TOMY,
YTO PE3yNIbTaT ONEHKH dPPEKTUBHOCTH OJTHUX U
TE€X e Mep MO CHIKEHHUI0 MH(POPMAIMOHHBIX
PUCKOB OyIeT pa3inueH, B 3aBUCUMOCTH OT TOTO,
Kakol  Habop  WH(OPMAIIMOHHBIX  YIpo3
pean30BaNICs B JAHHOM KOHKPETHOM ClTydae.

Takum oOpa3oM, OO0 MOAXO K OICHKE
3¢ peKTUBHOCTH Mep o CHUIKCHHIO
WH()OPMAITMOHHBIX PHUCKOB, MPETEHAYIOMUN Ha
OOBEKTUBHOCTH, JIOJDKEH B paBHOW CTENCHH
YYUTHIBATH BO3/IEHCTBHE HA OOBEKT 3aUTHI KaK
JTETCPMUHUPOBAHHBIX, TaK W  CIydalHBIX
(haKTopOB.

Kak mokazano B [1, 3] B KauecTBe Takoro
MOAX0/1a MOTYT OBITh PACCMOTPEHBI METOJIBI HA
OCHOBE  CTOXAaCTHYECKOTO0  HMMHTAIMOHHOTO
MOJICIUPOBAHUS,  KCIOJIB3YIOIINE  JaHHbIE,
MOJTyYeHHBIE Ha Pa3IMYHBIX dTallax peaan3aIiiu

AITOPUTMA  YIpaBIIeHUS HWH()OPMAITHOHHBIMH
puckamu (moapooHee, cm. [1, 2, 3]).

Cytb YKa3aHHOT'O OAXO0/1a, JUTSL
paccmaTpuBaeMoil B JaHHOM cTaThe 3aaauyd,
3aKJII0YaeTCsl B MOCTPOCHUU NapaMeTpUUYECKOU
MOJIENTH HU3ydaeMoro oObeKTa (CM., Hampumep,

[4-8]), B  KOTOpOW 4YacTh IIAPaAMETPOB
paccMaTpUBAalOTCs, KaK «ciydaiiHble» (B 00meM
ciy4ae, MHOT'OMEpHBIE) BEJINYHHBI c

W3BECTHBIMU (B OOIIEM cliydae, pa3THYHBIMH)
pacrpesieieHUsIMA BEeposITHOCTEW. B KkadecTBe
KpUTEpHS OIICHKH, B 00IIIEM cllydae, BRIOUpaeTcs
HEKOTOPBIA  (DYHKITHOHAT, 3aBUCSIMANA  OT
3HAQUEHUNW  KaK  «CAy4yalHBIX», TaKk W
«JIETCpPMHUHUPOBAHHBIX» MapameTpoB. Jlaiee, B
pamkax WMHUTAIHOHHOTO IKCIIEpUMEHTA
TEHEPUPYETCS HEKOTOPOE KOJNUECTBO 3HAUCHH I
«CIydalHBIX» MapaMeTPOB U PACCUUTHIBAIOTCS
COOTBETCTBYIOIHE 3HauYeHUs (DYHKIHOHANA,
KOTOpble,  (aKTHUECKH,  TaKKe  MOXHO
paccMarpuBaTh, Kak pealH3alfio HEKOTOPOi
OJTHOMEPHOM CIy4dalHON BEITWUYHHBI.

Jlanee, B pamkax NOpPEeI0KEHHOIO BBIIIE
moaxona OyIyT peaqu30BaHbl — QJITOPUTMBI
8b1O00pa sapuanma naubdojiee IhphexmueHsvix mep
MO CHUICEHUI0 UHMOPMAYUOHHBIX PUCKOG, A
TaKXe, TOCTPOSHHBIC HAa €r0 OCHOBE aJITOPUTMBbI
oTpe/IeNIeHuUs KJIFOUEBBIX napameTpoB
VIpaBJieHusT WH()OPMAIIMOHHBIMH  PUCKaMH:
VPOBHSA OONYCIMUMO20 UHDOPMAYUOHHO2O0 PUCKA,
VPOBHI MeKYule2o UHGOPMAYUOHHO20 PUCKA T
00vbeM 3a56KU HA pecypc.

[lepetimem Temepr HEMOCPEACTBEHHO K
pEIleHnI0 YKa3aHHBIX 3a7a4 W i Hayvaja
HallOMHUM  HEKOTOpBIE  OMpEJACIICHHS |
pe3yJbTaThl, TOJIy4YeHHbIE B [1].

[lycTh 3amana cioxHast ceThb S, cocrosiast
U3 OOBEKTOB, B CBOIO OdYepelb, HMEIOIUX
CJIOKHYIO CETEBYIO CTPYKTYPY U HEKOTOPBIHA
yopaBisiomuii nieHtp 4. bygem cuutath, 4TO
VIPaBISAIOMAE CTPYKTYPBI OOBEKTOB  CETH
OCYIIECTBIISIFOT PEATU3AIUIO Mep MO CHUXKEHUIO
WH()OPMAITMOHHBIX PUCKOB HE3aBHCHMO JIPYT OT
apyra.

Onpenenum, 7151 KaXA0T0 U3 00bEKTOB CETH
S:

¢ HabOp UHPOPMAITMOHHBIX YIPO3, KOTOPHIE

MOTYT OKa3bIBaTh JICCTPYKTUBHBIC BIIMSHUS

Ha oonekt: U = {U4, ..., Uy };

e HaOOp 6a30BbIX TUIIOB MEP, HEOOXOTUMBIX

JUIE  CHWKCHHUS  TEKYIIeTOo  YPOBHSA
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VIPABJIEHUE UHO®OPMAIIMOHHBIMU PUCKAMM CJIOXKHOM CETU HA OCHOBE METOJIA...

HH(POPMAITMOHHOTO PHCKA JIO JIOIYCTUMOTO
yposrsi: K(U) = {K;(U), ..., Ky(U)}:;

® I KaXJ0ro w3 0a30BBIX THUIIOB Mep,
HaOOp BO3MOXKHBIX MEXaHU3MOB ISl HX

T(K) ={T4, ..., Iff(Ki)}’

peanu3aluu:

i=1,..,N;

® YPOBEHb

nH(OPMAITMOHHOTO PUCKa p*;

e 00’bEM BBIICTICHHOTO pecypcea C™.

[Ipenmonoxxum, 4YTO AN HEKOTOPOTO
o0BeKTa ceTu S, ¢ y4eTroM OrpaHHYEHUN Ha
00BeM BBIJIEJIEHHOTO pecypca, OBLIO
MOJITOTOBJICHO HECKOJIBKO BapHaHTOB
peanm3zanpu  0a30BBIX ~ THUIOB  MeEp  C
WCIOJIb30BAaHUEM pPa3IMYHBIX MEXaHW3MOB W
0003HaAYUM yKa3aHHBIE BapHAHTHI
P={P,.., P}

B xadectBe kpuTepuss >(G(HEKTHBHOCTH, B
cooTBeTcTBHH ¢ [1, 2, 3] Oymem paccMarpuBaTh
pa3HOCTh ~ MEXKJIY  pacueTHbIM  YPOBHEM
HH(}OPMAITMOHHOTO pHcKa KOHKPETHOT'O
Bapuanta p(P;) ¥ YypOBHEM JOIyCTUMOTO
WH(OPMAITMOHHOTO PUCKA P*, YCTAHOBICHHOTO
IIEHTPOM JIJIs1 JAHHOTO O0BEKTa CeTH S

H(P) = p(P) — p".

JOIIYCTUMOI'O

Takum oOpa3zom, BapuanT P; Oyzaer
«3¢pexTupHee» BapuaHTta P;, ecau Oyner
BBIIIONIHEHO HepaBeHcTBO: H(P;) < H(P;).

Kak Obuto ckazano  Beime, Oyaem

paccMaTpuBaTh TPOILIECC BO3HUKHOBEHUS W
peamm3zanu  WH()OPMAIMOHHBIX  YIpo3, Kak
mpollecc peanu3alid HEeKOoTopol  (BooOiie
rOBOpPSl, MHOTOMEPHOM) Clly4aifHOW BEIMYUHBI V
C HEKOTOpO# QpyHKITHEH pactpeeieHus F,.

Jlayree penIioioKuM, 94TO TaK)Ke M3BECTHBI
HeoOXoAWMBIE [IJIS pealu3alii TOoAX0/Ja Ha
OCHOBE METOJIOB CTOXaCTHYECKOTO
MMHUTAIMOHHOTO MOJICTTUPOBAHUS:

e Monenb  WH(POPMAITHOHHBIX
U={U,.., Uy}

e (yHKIHIO
WH(pOPMAITUOHHBIX YTpo3 F,;

e Mojenb 00BEKTa CeTH;

e MOJENb 3alllUTHl OOBEKTa CEeTH TpH
WCITOJIH30BAaHUHU KOHKPETHOTO BapuaHTa
MEeXaHU3MOB Oe3onacHocTH P;;

e MOJENb OILEHKH pacyeTHOro YPOBHS
WH(OPMAITMOHHOTO pPUCKA JUISI KOHKPETHOTO
BapuaHTa MeXaHu3MOoB Oe3onacHocTa p(P;).

yrpo3

paciupeaciICHUuA

Jns kaxnoro BapuaHTa P;, creHepupyem
Ha0oOp peanu3anuil CIy4YalHOW BEIHYHMHBI V C
byHKIIEH pacrpeeneHus E,:

— {1 n(i) joo =
V; = {vi s s U } Hns  xaxporo v;, j=

1,..,n(0), pj(P) wm
oGosnawnm: &) = H(P;) = p;(P;) — p*.

Takum  obpasoM, 1m0  pe3yJbTaraMm
AMHUTAIUOHHBIX  DKCIIEPUMEHTOB,  KaXIOMY
BapuaHTy P; comocraBiseTcs Habop peanu3anuii
HEKOTOPOH OAHOMEPHOW CIy4YallHOW BEJTWYMHBI

HarigeM  3HadeHue

X = {Eij,j =1, ,n(l)} MHOXECTBO TaKUX
HabopoB obo3HaunM: X = {%;,i = 1,...,L}.
Kaxnomy Bapuanty P; comocTaBieHa
HEKOTOpasi OJHOMEpHAs CIyJaiiHas BeHIrHa &;
¢ (QyHKOHEH pacrpeaeiieHUs Fe, wu, Takum
00pa3oM, CpaBHCHHUE BAPHAHTOB MOXET OBIThH
CBEJICHO K CPaBHEHUIO COOTBETCTBYIOIIHUX
Cly4yallHbIX BeJIMYMH. byneM cuurarh, 4To eciu
ciaydaifHasi BeJIWYMHA & «venbmmey (<)
CIIy4aliHOM BEJMYMHBI &, TIPU [ # j, TO BApHAHT
P; «tyudmie» BapuanTa P;.
O0600MIeHHBIN aTOPUTM BbIOOpA Hanbojee
() PEKTUBHBIX Mep o CHHDKCHHIO
UH(POPMAITMOHHBIX PUCKOB UMeeT Bu [1]:
1. Jlns Habopa cCiy4allHBIX BEIUYHH ¢,
i=1,..,L, BBOAUM OTHOIIIEHHE «MEHBIIIE
(<), m©pu DITOM CUHTaeM, 4YTO €CliU
cilydaiiHass BeNW4YMHA §; «MEHbIIE)» (<)
CIy4aliHOH BeNWuYMHBI §;, OpH i # j, TO
BapuaHT P; «iyuine» Bapuanra bP;.

2.Ha w™noxkectBe X =1{X;,i=1,..,L}
YCTAHABJIMBAEM  YACTHYHBIA  IOPSIOK
OIIpeIEIIUM MUHHMMAJIbHBII AJIEMEHT

EMin — £ Takoi, uro &M < & (mns
moboro i # j). Ecnu Takoro sieMeHTa He
CYIIIECTBYET, WJIK OH HE C/IMHCTBCHHBIN, TO
B OIpeneisieM «HIKHUH kiaccy [ C
{1, ..., L} mHOXecTBa X.

3. BeiOupaem B kadecTBe 3(PPEKTHBHOTO
BapuanTa P; umi noamuoxectso {P;, i € I}.
B  nociaenHem  ciydae  HEOOXOJIUMO
MPOBEJICHUE NATBHEUIITNX UCCIIEIOBAHUN.

Tenmepr anroput™M BbIOOpa  HamboJjee
3¢ (PeKTUBHBIX Mep mo CHI)KCHHTO
UH(POPMAIMOHHBIX  PHUCKOB  MOXET HMMETh

CIIEAYIOIINN BUN:

Aaroputm 1:

16

HHOOPMALIUA U BE3OIIACHOCTb. 2019, T. 22, Bun. 1



A.O. KAJTAIIIHUKOB, E.B. AHUKWUHA

0. Ilycmb__3adansl: otHOeHUe (<),
P={P,.., P} ,Z={Z, ... 2.}
1.Anak =1 0o L denrams:
N(PY) = k. N(Z) = k;
2. llycmb: m == 1,1 :=2;
3. Ecau: ¥, < %,
mo: TIepexo/1 K miary 4;
uHaue: N(B,) =1, N, =1,

N(Pl) zmaN(ZZ) =m;
4. Ecau: 1 < L — 1,
mo: | := | + 1 u nmepexoy K mary 3;
UHaue: TIepexo/l K mary J;
Alyemb: m = 1,1 =2,k =1,
6. Ecau: ¥, < %,
mo: TIepexo/1 K mary §;
unaye: k := k + 1 u nepexon x mary 7,
7.Ecau: | <L —1,
mo: | =1+ 1 u nepexoy K mary 6;
UH@Ye: TIePexXo]l K 1ary 8;
8. Ecu: k =1,
mo:. P, 3¢ € {P 1};
unayue: P, € {Py, ..., P }.

AnroputmM 1  TO3BOJSIET, HCHOJB3YIO
MOJTyYeHHBIH B pPE3yJbTaTe CTOXAaCTHYECKOTO
UMUTAIIMOHHOTO  MOJICJTMPOBAHHUS  MaTepHal
BBICTSITH OJMH WM HECKOJIBKO BapHUAHTOB
3 PEKTUBHBIX Mep o CHIDKCHHIO
UH(POPMAITMOHHBIX PUCKOB.

|9}

AJITOpHTMBI OIIPe/ieIeHUs] 3HAYCHH I
0a30BbIX KOHTPOJIbHBIX IAPAMETPOB
ynpasJieHus] HHGOPMAIIHOHHBIMH PHCKAMH

B neproit yactu Hacrosiei cratbu [1] Obu1
puBeIeH ANTOPUTM yIpaBIeHUS
HH(POPMAITMOHHBIMA PUCKAMH CIIOXKHOW CETH W
JAaHBI ~ OTpeJieleHUs] 0a30BBIX KOHTPOIBHBIX
rmapaMeTpoB.

Hanmomuaum HekoTophle u3 HUX [1]:

o {s,,..,5,} — MHOXeCTBO OOBEKTOB, W3

KOTOPBIX COCTOWT CETh S;

e N={1,..,n}

e p/=>0,i€N — ypogenv donycmumozo

unghopmayuonnoco pucka (TPUESMIIEMBIHA

ymepd OT  peanu3alldd  BO3MOXHBIX

HH()OPMAITMOHHBIX YIPO3), YCTAHOBJICHHBIN

HEeHTpoM A, 1Jis i-ro 00BbeKTa ceTH S,

. ,OlQ >0, i€N — yposenb mexywezo

ungpopmayuonnoco  pucka (ymepd ot

peanuzanuu BO3MOMHBIX
WH(POPMAITMOHHBIX YIPO3 J0 MPUMEHEHUS
KaKuX-Tu00 JTOMOJIHUTEIHHBIX KOHTpPMEp)
IUTsL i-TO 00BbeKTa ceTH S

e p°=0,i €N —yposeny ocmamounozo
unpopmayuonnoco pucka s i-ro 00beKTa
ceTd S, KOTOPBI HUKAKUMHU KOHTpMEpamMu
HE MOXKET OBITh YCTpaHEeH;

o 7z, >0,i €N —3aae6xa Ha pecypc OT i-TO
00BeKTa, TPENOCTaBISIEMbId I[EHTPOM Ha
peanu3aIuio 3¢ HEeKTUBHBIX Mep,
HEOOXOJMMBIX JUISI CHHXKCHHUS TEKYIIETO
YpOBHS HH(POPMAIMOHHOTO pHCKa J0
JIOTTYCTHUMOTO YPOBHS,

o 7Z={z,..,2,} — 6exkmop 3ai60K Ha
pecypcwbl OT BceX 00BEKTOB CETH .S;

o C=C(Z) — obwuii obvem pecypca,
KOTOPBIH, C yYeTOM BEKTOpa 3asBOK Ha
peCypChl, MOXET BBIACIUTH I[EHTP Ha
peanu3aIuio 3¢ HEeKTHBHBIX Mep,
HEOOXOAMMBIX JUISI CHUXKEHUS TEKYIIETo
VpPOBHS  MHQPOPMAIMOHHOTO PHCKa  JIO
JIOTTYCTUMOTO YPOBHSI JJiI BCEX OOBEKTOB
ceTu S (B NaJbHEHIIIEM, Oynem
npeAmnojaratb, YTo UMeeTcs JePUIUT
pecypea: i, z; < C(Z) (B mpOTHBHOM
cilydae, 3a/1a4ya CTAHOBUTCS TPUBHAJILHON );
o ¢/(C)=0, i€EN — ob6wem pecypca,
6blOeIeHHbLI YeHmpoM Ha [-i OOBEKT ceTH S

st peamm3animi - 3(P(EKTHBHBIX — Mep,
HEOOXOTUMBIX JJII CHUKECHUS TEKYIIEero
VpPOBHS  MHQPOPMAIMOHHOTO PHCKa  JIO
JIOTyCTUMOTO ~ YPOBHS  JJII  YKA3aHHOTO
00beKTA;

o ¢*(C)=1(c(C),..,c;(C)) — eexmop
pacnpedenienuss  pecypcog IS BCeX

00BeKkTOB cetu S (MpuU 5TOM, Kak OBUIO

CKa3aHo BhIIIE, Y, ¢/ (C) < C(Z)).

Kak yxe ToBOpHIIOCH BHINIE, KIIFOYEBHIMH
napaMeTpaMu yIpaBlieHUs HHHOPMAITHOHHBIMU
PHUCKaMHU SIBIISTFOTCSL:

® pogens

UHPOPMAYUOHHO20 PUCKA,

® )YpPOGeHbL MeKYUe20 UHPOPMAYUOHHO20

pucka;

® 3a56Ka HA pecypc.

HauneMm ¢  mocTpoeHHs — airopurMma
OTpesieNieHusl 3asBKA Ha pecypc (maiee, s
KpaTKoOCTH, OyaeM ymoTpeOJiaTb TEpMUH —
3asBKa) OT HEKOTOPOTo 00bEKTa ceTh S.

00NYCMUMO20
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VIPABJIEHUE UHO®OPMAIIMOHHBIMU PUCKAMMU CJIOXKHOM CETU HA OCHOBE METOJIA...

Kak crmegyer W3 TPHBEICHHOTO BBIIIEC
OTIpe/ieTICHHs] 3asiBKH, JUISI BBIYMCICHHS €€
3HAYCHHS HEOOXO0IMMO UMETh HH(POPMAITUIO KaK
00 ypOBHE JOIMYCTUMOTO pPUCKA P*, KOTOPBIA
[IEHTpP YCTaHABJIUBAET /Il O0BEKTa CeTH .S, TaK U
00 ypoBHE TeKyIero nH()OPMAIIHOHHOTO PUCKA,
OIpeIeNSIEMOro JJIs YKa3aHHOTO 00EKTa CETH.

[TockombKy, UL OmpeeNieHUs] 3HAYCHHSI
3asiBKH MBI TIPEAIOIaracM UCIOIb30BaTh METOT
CTOXaCTHYECKOTO AMUTAIIHOHHOTO
MOJICJIMPOBAHMS, TO B Ka4yeCTBE YpPOBHS
TEeKyIero WHGOPMAIIMOHHOTO pHUCKa OyJieM
paccMaTpuBaTh ~ BBIUMCISIEMOE  BO  BpeMs
MIPOBEJICHHS] HMMHUTAITHOHHBIX JKCIICPUMEHTOB
3nauenne p(P). Takum oOpazom, 3asBKa OT
o0bekTa S mpejcTaBisieT coOOH IOTYyYEHHYIO
METOJIOM  CTOXaCTHYECKOTO HMHUTAIIMOHHOTO
MOJICTTHPOBAHHS OTICHKY MHUHHMAaJTBHON
CTOUMOCTD BapHaHTa MeP MO CHUKCHHUIO YPOBHS
TEKYIIero WHQPOPMAIMOHHOTO PHCKA JTAHHOTO
o0BeKTa bi (o) YPOBHSI JIOITYCTHMOT'O
WH(OPMAITMOHHOTO PUCKA, YCTAHOBICHHOTO JJIS
JTAHHOTO OOBEKTA IIEHTPOM, U HIKE.

Kax 6pu10 mokxazano B [1], BooO1ie roBops,
3HAUCHHE 3assBKU MOXET MPUHUMATH 3HAYCHUS
oT  Hyus  (ecid  YpPOBEHb  TEKYIIETro
nH(OPMAITMOHHOTO pHCKa 00BhEeKTa CeTH S ykKe
MEHBIIIEe, qeM YpOBEHB JIOITYCTHMOTO
WH(OPMAITMOHHOTO PUCKA, YCTAHOBICHHOTO JIJIS
JTAaHHOTO O0OBEKTa IEHTPOM) /10 OECKOHEUHOCTH
(mpu mr0O0M 0O0BeMe BBIICJICHHOTO pecypca
CHU3UTH YPOBEHH TEKYIIEro HH(HOPMAIMOHHOTO
pucka 70  JOMYCTHMOTO  YPOBHS  HE
MIPEJICTABISICTCST BO3MOXKHBIM). B 3T0# CBsI3H,
JUTSL TPOCTOTHI TATBHEUIIIETO U3JI0KEHUs, Oy1eM
CUHTATh, YTO:

- CYIIECTBYET HEKOTOPOE MAKCUMALLHO
603MOJCHOe JUTSI JTaHHOTO O00BeKTa ceTH S
3HAUCHHE 3asBKH, KOTOpPOe MbI  OyjeMm
0003HAYATD Zpq s

- 3agBKM Ha pecypc oOBeKkTa cetu S

oepyres u3 KOHEYHOTO Habopa,
YAOBJIETBOPSIOLIETO CIEYIOINUM
OT'pPaHUYIEHUSIM: {21,725, ..., 25|00 < 2, < 2, <

v < Zn < Zmas)-

Auroputm 2:

0. Hycme _3adanst: {z,,7,,...,zZy|0 < z; <
Zy < < Zy < Zimax}s P
1. dycmo:n =1,z = 0;

2. Bvibupaem: {Pln, . P,fl(n)}, 1€ BapUaHThI
p i=1,..,Ln), yIOBJIETBOPSIIOT
OTPAHUYCHHIO HA PECYPC Zy;

3. Hcnonawvzyem: Anroput™m 1 js HaOopa

BapUAHTOB {Pln, - Z‘(n) ,

nOJIyUaeMm: ;ﬁb € {Pln, ) L”(n) ;
4. Ecnu: H(P) = p(P,) — p* <0,

mo: TIepexo/i K mary 6;

UHaue: TIepexo/l K mary 3;

5.Ecaiu:n <N -1,

mo: n :=n+ 1 1 nepexos K mary 2;
UHaye: TIepexo]l K mary 7,

6. Boroupaem: z = z,,n < N;

7. Boioupaem: z = z,,n = N.

[lepeitnem Teneph K pacCMOTPEHHIO 3a4a4d
OTIpe/ICIICHUS YPOBHS JIOITYCTHMOTO
WH()OPMAITMOHHOTO PHUCKA, KOTOPBIH IEHTP
yCTaHaBIMBAET MJis1 00OBbEKTOB CETH S.

[Ipexne Bcero, HEOOXOAUMO OTMETUTH, UTO
3a HCKIIOYEHHEM CIIy4aeB, KOrja JaHHBIA

MoKa3aTellb YCTAaHABIMBAaeTCA IIEHTPOM Ha
OCHOBE T€X WM HWHBIX HOPMATHBHBIX
TIOKYMEHTOB Hay4YHO OOOCHOBAHHBIM BBIOOD
3HAYCHUS YPOBHS JIOITYCTHMOTO

WH(POPMAITMOHHOTO pHCKa MPENICTaBIseT coOo
3HAYUTEIHHYIO TPOOIIEMY.

Jlannas mnpoGiaema oOycloBIeHA, BO-
MEPBBIX, KaK ATO TOBOPHJIOCH BBIIIE, TEM, UTO
pe3ynbTar oleHKH 3P PEKTUBHOCTU OJTHUX U TeX
K€ Mep 10 CHIDKEHWIO WH(OPMAITMOHHBIX
PHUCKOB OyIeT pa3inyeH, B 3aBUCUMOCTH OT TOTO,
Kakoii  Habop  WHQOPMAIMOHHBIX  yIpo3
pean30BaNICs B JAHHOM KOHKPETHOM cllydae.

Bo-Bropeix, cama mo cebe mporeaypa
KOJIMYECTBEHHOM OIEHKH HHGOPMAIMOHHBIX
PHUCKOB T000T0 CJIO)KHOTO o0BeKTa
npeAcTaBisieT coO00H CIOKHEHTITYIO 33124y .

Hakonern, B-TPETBHUX, 3a peaKumM
HCKITIOUYCHHE, HEBO3MOKHO 3apaHee
KOJIMYECTBEHHO OIEHUTH, HACKOIEKO H3MEHHTCS
YPOBEHb TEKYIEro WH(OPMAIMOHHOTO pHUCKA
TIPH T€X WJTM WHBIX BIOXKEHHSIX pecypca.

OgauM U3 MmyTedl pelieHus YyKa3aHHBIX
BBIINIE TMPOOJEM TaKkKe SBISIETCS IOAXO] Ha
OCHOBE METOJI0B CTOXaCTHYECKOTO
AMUTAIIAOHHOTO MOICTUPOBAHHUSI.

[lepen Tem, kak TMepelTH K MOCTPOCHHUIO
ANTOPUTMA OIEHKH YPOBHS JIOITYCTHMOTO PHCKa
UL 00BEKTa CeTH S, BBICKQXEM HECKOJIBKO
o01ux cooOpaxeHui.
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Bo-nepBbIxX, HeCMOTpsl Ha TO, KaK MPaBHUIIO,
(dhopmanu3oBaHHAs 3aBHCAMOCTD YPOBHSI
TEKYIero WHGOPMAIIMOHHOTO PHCKa OT 3arpar
Ha MEpOIPHUATHS HA €ro CHIDKCHHE HaM
HEU3BECTHA, TEM HE MeEHee, KaK TOoKa3alu
MHOTOYHCIICHHBIS HACCIIeI0BAHMS (cm.,
Hampumep, [2, 3] u moapobHyro 6ubanorpaduio

TaM JK€) 93Ta 3aBHCHMOCTH MOXKET OBITh
NpEICTaBIeHa B BHUAC  IOJOXKUTEIBHO
OIIPE/ICIICHHOH, yObIBaro1en dyHKIHIH,

HUMEIOIIEeH OTIUYHBIN OT HYJIS MPEAEI, KOTOPBIH,

(aKTHYecKH, TPEeACTaBIsieT COO0OW YpOBEHB
OCTaTOYHOTO PHCKA.
Bo-BrOpeIX, CymMMmapHble 3aTpaTbl Ha

oOecrieueHue MEpPOINPHUITHH MO  YHIpPaBICHUIO
WH(OPMAITMOHHBIMI PUCKAMHU 3aBHCST, KaK OT
3aTpaT Ha MEpONpUSATHUS IO  CHH)KEHHUIO
WH(OPMAITMOHHBIX PHCKOB, TaK W OT TOTO
yiepOa, KOTOpPBI NPUHOCHT  peau3alius
YKa3aHHBIX PHCKOB.

VYuuThIBask WU3JI0)KEHHOE BBIIIE, HETPYJHO
MOKa3aTh, YTO 3aBHCHMOCTH OOIMHX 3arpar Ha
yhOpapieHre HWH(OPMAIMOHHBIMH PHCKAaMH OT
3aTpaudBaeMbIX Ha 3TO pecypcoB Oynaer
NpeJCTaBIATh €000 BOTHYTYIO (YHKLIHIO ¢
€IMHCTBEHHBIM MHHHMYMOM B TOYKe, T/
JIOCTUTAeTCsl PAaBEHCTBO MEXIY 3aTpaueHHBIMU
Ha CHIDKCHHE HWH(POPMAIIMOHHBIX  PUCKOB
pecypcaMu W TOTEpPsIMM  OT  pealn3aluu
WH(OPMAITMOHHBIX PUCKOB (MouKa pagHosecust)
(cM. pucyHok 1).

Anamm3  rpaduKoOB, TIPUBEJCHHBIX Ha
pucynke 1, ToKa3pBaeT, 4YTO  LEHTPY
00BEKTUBHO HEBBIT'O/THO yCTaHABJINBAaTh

YPOBCHBL JOIIYCTHUMOI'O PHUCKA KaK BBIIIC, TaK H
HHXC TOYKH PAaBHOBCCHA, IMOCKOJIBKY B oboux

CIlydasix  3TO TIPHUBOAMT K  YBEJIHUYCHUIO
CyMMapHBIX 3aTpar Ha obecrnieueHne
MEPOTPHSITHN 1o YIIPaBJICHUIO
WH(OPMAITMOHHBIMHI PUCKAMHU.

Takum  oOpa3oMm, 3Ha4YeHHE  YPOBHS
TEKyIero WH(OOPMAIMOHHOTO  pUCKa  JUIA

00BEeKTa CeTH S B TOUKE DPABHOBECHS MOXKET
CIIy’KHTb OILIEHKOM HJisi YpPOBHSI JOILyCTUMOTO
HUH(}OPMAIMOHHOTO PUCKA JAHHOTO 00BEKTA.
JI1st nocTpoeHus aIropuTMa OleHKH YPOBHS
JIONyCTUMOTO pUCKa st o0bekTa ceTH S
BOCTIOJIB3yeMcsl Mo (uKanmeii anroputma 2.

Yposenb
JIOIy CTHMOTO

Yposenb
TEKyIIero pucka

R vposens

OCTAaTOYHOTO pHCKa

YpoBens pucka / O6mue ¢punancoBbIe 3aTPaThI

3arparbl Ha KOHTPMEpPBI

Puc. 1. 3aBucrMocTh OOIIMX 3aTpaT Ha yNpaBJieHNE
WHPOPMAMOHHBIMK prcKamH [3].

Aaroputm 3:

0. Iycmo 3adanvt: {z,,2,,...,zy|0 < z; <
Zy < <zy < Zmax};

1. Iycmb:n =1, p* = 0;

2. Bvibupaem: {Pln, . P,fl(n)}, 7€ BapUaHThI
p i=1,..,Ln), yIOBJIETBOPSIIOT
OTPaHUUICHHIO Ha PECYPC Zy,;

3. Hcnonawvzyem: Anroput™m 1 jisi HaOopa

BapUAHTOB {Pln, - Z‘(n) ,

noayuaem: P}y € (PP, ..., Pl }:
4. Ecnu: H(PY) = p(P,) —p* <0,
mo: TIepexo]1 K miary 6;
uHaye: p* = 7, ¥ Mepexo/ K 1mary 5;
5.Ecau:n <N -1,
mo:n :=n+ 1 u nepexoA K mary 2;
UHaue: TIepexo/l K mary 7;
6. Botoupaem: p* = z,,n < N;
7. Botoupaem: p* = z,,n = N.

3akIoUYeHue

Bo Bropoi#i wactu paboThl ObUI IpOBENEH
aHanqW3  3aJadd  OUEHKH 3P PeKTUBHOCTH
peanmzanuu Mep o CHIDKEHHIO
WH(POPMAITMOHHBIX PUCKOB B COOTBETCTBHH C
BBICTICHHBIM Ha OOBEKT CIIOKHOH  CEeTH
o0beMoM pecypca. B wactHOCTH, OBLIO
MmoKaszaHo, 4To J000H TOMXO0J K OIEHKe
a3 peKTHBHOCTH Mep o CHIDKCHHIO
nH(OPMAITMOHHBIX PUCKOB, MPETCHIYIOMUN Ha
OOBEKTHUBHOCTh, JODKEH B paBHON CTEMEHU
YUHATHIBATh BO3JICHCTBHE HA OOBEKT 3aIUTHI KaK
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VIIPABJIEHUE UHO®OPMAIIMOHHBIMU PUCKAMMU CJIOXKHOM CETU HA OCHOBE METOJIA...

JICTEPMUHUPOBAHHBIX, TaK M  CIy4alHBIX
¢daxTopoB. Mcxoas U3 3TOr0 B KauecTBE TaKOTO
0JIX0/1a OBLTH PacCMOTPEHBI METOIBI HA OCHOBE
CTOXaCTHYECKOTO UMHUTAIUOHHOTO
MOJICIIAPOBAHUS,  HCIOJB3YIONIHE  JIAHHBIC,
MOJTyYeHHBIC Ha Pa3IMYHBIX dTalaX peajn3anuu
QITOPUTMA YIPaBICHUS WHGOPMAIMOHHBIMU
pHCKaMHU.

B pamkax mpe/ioKeHHOTO Moaxona ObuTr
pean30BaHbl AITOPUTMBI 6b100pa GapuarHma
Haubonee IPHeKMUBHbIX Mep N0 CHUICEHUIO
UHpOPMAYUOHHBIX — PUCKOS, a TaKxKe,
MOCTPOCHHBIE Ha €ro OCHOBE allTOPHTMBI
OIIpeIeIICHHS KITFOUYEBBIX napameTpoB
yhpaBJieHHs HHQOPMAIIMOHHBIMH  PHCKAMHU:
VPOBHS O0NYCMUMO20 UHPOPMAYUOHHO20 PUCKA,
VpOGHS meKyuje2o UHQOPMAYUOHHO20 PUCKA T
00veM 3a6KU HA pecypc.

Taxoke TIpu peICHUH 3aJ1a49u OTPEICICHUS
YPOBHS IOIYCTHMOTO WH(POPMAIIMOHHOTO PHCKa
OBLJIO IOKA3aHO, YTO 3aBUCUMOCTH OOLIUX 3aTpaT
Ha yIpaBieHne HHPOPMAIUOHHBIMHU PHUCKAMH OT
3aTpaunBaeMbIX Ha O3TO PECypcoB OyneT
NPEJCTaBIATh CO00 BOTHYTYIO (YHKIHMIO C
C/IMHCTBCHHBIM MHHMMYMOM B TOYKe, TJIC
JIOCTHTAETCSl PAaBEHCTBO MEXKIy 3aTpadyeHHBIMHU
HA CHW)KEHHEC HWH(POPMAIMOHHBIX  PHCKOB
pecypcaMH M TOTEpSIMH OT pealHn3aluu
WH(OPMAITMOHHBIX PUCKOB (MOYKa pasHosecsl).

Otkyna OBUT chenaH BBIBOJ, YTO ILIEHTPY
00BEKTUBHO HEBBITOIHO yCTaHaBIIUBATh
YPOBEHb JOMYCTHMOTO PUCKA KaK BHIIIE, TaK U
HU)KE TOYKH PABHOBECHSI, MOCKOJIBKY B 00OHMX

cllydasx 3TO TIPUBOJUT K  YBEIUYEHHUIO
CYMMAapHBIX 3aTpar Ha oOecrieueHue
MEepOnpUITU 1o YHOPaBICHHUIO
WH(OPMAITMOHHBIMHA PHCKAMH.
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The paper considers the approach to information risk management of a complex network based on
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OB OIIEHKE d®®EKTUBHOCTU AJI/IMTUBHONI POJIEBOI MOJIEJIN
KOHTPOJIA 3SAHIMINEHHOCTU CUCTEM

A.O. Kanamnankos, A.JO. MakcuMoBcKui

B craree s mupokoro kiaacca UHGOPMALMOHHBIX CUCTEM NpeloKeHa aiJuTHUBHAs MOJAENb
KOHTPOJIA 3alIWIIEHHOCTH, MPENINoNararas COBMECTHOE MPUMEHEHHE MOJACHCTEMBI BHYTPEHHETO
KOHTPOJIA CHUCTEMBI M BHEINHEro ayaura. Ha OCHOBaHMHM yKa3aHHOM MOJenu pa3padoTaHbl
peKOMEeHAK N0 BbIOOPY MapamMeTpoB MOACUCTEMbl BHYTPEHHEr0 KOHTPOJISI CUCTEMbl M BHEIHETO
ayauTa, a TakKe ONTUMH3ALUH padoT 10 MoAAepKaHUIo 6e30MacHOro (h)YHKIMOHMPOBAHUS CUCTEMBI.

KnroueBbie ciioBa: OLIEHKA 3alIUIIEHHOCTH, YIpaBieHne 0€30MacHOCThIO, Ay AUT 0e30MacHOCTH,

agaUTUBHAS MOJIEIb
BBeaenue

OreHka 3anUIIEeHHOCTH HHPOPMAITMOHHOM
CUCTEMBI SIBJISIETCS. OTHOW M3 BaXKHEUIIUX 3a/1a4
Ha TIPOTSHKEHUHM BCETrO JKW3HEHHOTO IHKJIA €€
CYIIECTBOBAHUS OT JTama pa3padoTKu [0
yTUau3auu.  Pasymeercs, TpPUHIMOBI U
METOJMKH OIICHUBAHUS MOTYT OTJIHYaThCH,
UCXONd W3 TIelled, YCIOBMM HW  3Tama
(YHKIIMOHUPOBAHUSI CUCTEMBIL. [[puMeHnTeTHHO
K CHCTEMaM, OTHOCSIIUMCS K KpPUTHYECKOMH
HHPOPMAITMOHHOW HH(pacTpyKType (manee —
KWN), B pabotax [1-5] npeioxkeHbl HOAXOABI K
MOCTPOEHUIO  MapaMeTpUUecKux  Mojeneit
OTICHKH YPOBHS nH(pOpPMAITHOHHON
6e3omacHoctn  00bekToB KMUM m  puckoBoro
norennuasia KMM B nemoM, ¢ ITOMOIILIO

KOTOpPOH, B YAaCTHOCTH, C HCIOJIb30BAHUEM
MEXaHHU3MOB KJIaCTEPHOTO aHanmsa,
paszpaboraHa MOJIEIb YIIpaBJICHUSI

nHpopMmarmonHoir 6e3onacHocteio KM  Ha
OCHOBE BLISIBJIIEHHS €€ aHOMAaJIbHBLIX COCTOSHUM,
BO3HHUKAIOIINX o BO3JIEICTBUEM
KOMIIBIOTEPHBIX ~ arak, a TaKXke MOJCNb
0€30MMacHOCTH, TO3BOJISIIOIIAS  JIaTh  OIEHKY
PHUCKOBOTO  IOTEHIHAa  HH(POPMAITHOHHO-
TEXHOJIOTHICCKON HHPPACTPYKTYpPHl OOBEKTOB
KMM B d4actu  BbIXOJAa  KPUTUYECKHUX
TIEPEMEHHBIX COCTOSHUSI 3a IKCILTyaTaI[dOHHBIE

Kanamunkos Anapeii Onerosud — UITY PAH,

JI-p TeXH. HAYK, TJIaBHBII HAYYHbINA COTPYIHHUK,

3aMm. pykoBoaurens BHOLI, e-mail: aokalash@ipu.ru
MakcumoBckuii Anexcanap FOpbesuu — UITY PAH,
KaH[. (u3.-MaT. HAyK, CTApIIUil HAYYHBIH COTPYIHUK,
e-mail: maximay62@ipu.ru

Ipeaenbl ¢ UCIOIB30BAHUEM METOIOB BEHBIET-
aHaJm3a.

[IpennokeHHbIE B ATUX padoTax MOAXOJbI
YCIIOBHO Ha30BeM «MaTpUIHBIMY». BMmecTe ¢ TeMm,
B Psijie IPAKTHYECKUX CIIy9acB HEOOXOJUMBI, C
OIHOH  CTOPOHBI, MEHee  «IJI00ATbHBICY
MOXO/IbI, TIOTOMY YTO YPOBEHb M O0OBEM YI'PO3
He conoctaBuMbl ¢ KUW, u, ¢ npyroit ctopoHsbl,
OpTaHU3aIUU-TIOH30BATEIII0 CUCTEMBI HYKHBI
OTIpe/IeIEHHBIE TapaHTHUH IO ONEPATUBHOCTH
BOCCTAHOBJICHHSI €€ paboTOCIIOCOOHOCTH, €CITh
TeKyllee TMOJOXKEHHEe TO0 TeM WM HWHBIM
IpUYHHAM MPEICTaBIISIETCSl HeOe3omacHbIM. [
pellleHns] ATUX 3a/lady B CTaThe MpeIoXKeHa

HCIIPOTUBOPCUMUBAA MOJCIIb KOHTPOJIA
SAIUIICHHOCTH, ITpCAliojiararonrasad COBMCCTHOC
[IPUMCHCHHC HOACHUCTEMBI BHYTPCHHETO

koHTpoJs (nanee — [IBK) cuctembl u BHEIIHEro
ay/ura.

Onucanue MOJAC/IH OICHKH 3AallIHNINCHHOCTH
CHCTEMbI

I[Iycte C — cucrema, cocrosimas u3z N
anemeHTOB. lIpeamomaraercs, uro cucrema C
(QYHKITHOHUPYET B OINPEIACICHHOM BPEMEHHOM
nuamazoHe.  llpu 5ToM JAMCKPETHOCTH WU
HETIPEPHIBHOCTL BPEMEHHU IS JTaJIbHEHIIIEero
W3JIOKEHUSI HE SBISIIOTCS  CYIIECTBCHHBIMH.
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Kaxnaplit  smeMeHT  cUCTEeMBl  e€;  HMEeT
HJICHTH(PUKATOP i, 1<i<N, "
xapakrepusyercs coctossHueM S(i,t) B MOMEHT
BpEeMEHH (TaKT pabOThI CHCTEMBI) [ .

CocrostHus s(i, t) AIIEMEHTOB e;
NPUHUMAIOT 3HAYCHHs] W3 JeHCTBUTEIHLHOTO
yrcnoBoro wHTepBaia [0,1], mpu sTOoM ecim
9JIEMEHT e;  He (YHKIHOHHPYET B MOMEHT
BpeMeHH [ , TO monaraeM, uto S(i,t) = 0. Byaem
cuurartb  cucreMy C  paboTocrnocoOHOM
(6e3omacHO (YHKITHOHUPYIONICH) B MOMEHT
BPEMEHH /, €CITU BBIITOJIHEHO YCIIOBHE

Se(® =¥ s, 0) < 1 (1)

[Ipu sTOM, B iporiecce (HyHKITHOHUPOBAHUS
CHCTEMBI, COCTOSIHHSI DJIEMEHTOB MOTYT OBITh
W3MEHEHBI OJIHAM U3 TPEX YUaCTHUKOB:

1. I[IBK cucrembl B  mpoilecce
(YHKIIMOHUPOBAHUS DIIEMEHTA €;;

2. AyIuTopoM CHUCTEMBI HpPU NPOBEIACHUHU
MEPONPHITANA MO KOHTPOIO TPABHIBHOCTH
AKCIUTyaTallAX dIEMEHTA €;, a TaKXKe [0 OICHKE
YCTOHYHBOCTH JTAHHOTO JJIEMEHTa K paHee He
W3BECTHBIM  HETATUBHBIM  BHENTHUM  (WJIH
BHYTPEHHHUM ) BO3JICHCTBHSIM;

3. AJMMHHCTPAaTOpoM CHUCTEMBI IIpH
3allyCcKe CHCTeMBI W TIOCIe  YCTpaHEHHs
HEJIOCTAaTKOB W  HAPYIICHWM, BBISBICHHBIX
AyIuTOpOM, WIH TEPEHACTPONKH DIIEMEHTOB
CHCTEMBI, Ha OcCHOBaHWH NaHHBIX [IBK.

Ponn ygacTHHKOB Tporieypsl TPHUCBOCHBI
omeHoK cocrtossHAs  S(i,t) oSlIeMeHTa e,
OIHMCHIBAIOTCS CIIEAYIOIIHM 00pa3oMm:

1. IIBK mpucBamBaeT 3JIEMEHTY €; OLIEHKY
cocrostaust C (i, t) , KOTOpasi IPUHUMAET OJTHO U3
r 3HaueHud 0<¢; <¢, <..<¢,<1. Ilpu
stom 3amuck C (i, t) = 0 O3HAYaET, YTO HIEMEHT
e; W €ro TeKyllhe HACTPOUKH IOJHOCTHIO
COOTBETCTBYIOT KOHCTPYKTOPCKOM
JOKYMEHTAIIHH.

2. AyadaTop TpPHCBAaWBAET DJJEMEHTY e;
omenky d(i,t), TPUHUMAIOIIYIO OTHO U3 k
nedcTBUTeNnbHBIX 3HaueHudl 0 < d; < d, <..<
dy = 1. [Ipu 3TOM TpeTaraeTcs, 4To 3HAaUCHUE
C(i,t), He MOoxeT OBITH MeHblIIe olleHKH d (i, t),

TO €CTb OIlleHKa AyJdTopa  «CTPOKE»
pe3ynbTara, nonydeHHoro IIBK, u 3Hauenus
COCTOSIHUSI, YCTAHOBJIEHHOIO TIpPU  CTaApTE

CHCTEMBI WJIM IIPOCTOE dlIeMenTa. [ToaTomy, ecin
[0 MTOTaM ayamTa okaxercs, 4ro S(i,t) = dg,
TO OTO PABHOCHJIBHO HENPHIOIHOCTH DJIEMEHTA

e, K JaJbHEHINEH OKCIIyaTallud B TEKYIIEM
COCTOSIHUH.

3. Texymmue COCTOSHHS D3JIEMEHTOB e;,
KOTOpBIE B COOTBETCTBUU ¢ (1), MO3BOJIAIOT
OLICHUTh 0e30MacHOCTh  (DYHKIIMOHUPOBAHUS
CUCTEMBI B IIEJIOM, C YYETOM IYHKTOB 1 m 2,
BBIUKCIISIETCA 1O (popmyte:

s(i,t) = c(i,t) +d(i,t).

ITpu ostom, momaraem s(i,t) =1, ecmm
c(i,t) +d(i,t) > 1. Tem camMbIM JOCTHTAETCS
HEIPOTUBOpEUYUBOCTh pe3ysbraroB  [IBK u
Aymura B ClIyda€ HX OJHOBPEMEHHOIO
nposeneHus. llpu 3ToM oneHka Ge3omacHOCTH
(YHKIIMOHUPOBAHUSL CHUCTEMBI SIBJISIETCS HE
JUHEHHON (yHKIMEH BBHUJLYy YCIOBHUSI «CTPOrOU
ouenku» Ayauropa c(i,t) < d(i, t).

be3s orpanuueHust oOmHOCTH  Oyaem
CUMTaTh, 4YTO OIEHKAa JAEWCTBHUIl mepcoHana
(monb3oBaresieil) CUCTEMBI  BKJIIOYAETCsl B

onenku [IBK u Aynuropa.

4. AIMUHHMCTPATOpP CUCTEMBI B HAYAJIbHBII
MOMEHT BpeMeHH (g 1pocTothl, t = 0)
NpUCBAaWBAaeT BCEM OJJIEMEHTaM  3HaueHUe
cocrostaus s(i,0) = 0,1 < i < N. Kpome Toro,
AIMUHUCTPATOpP TaKXe MOXKET TPUCBOUTH
3nauenwue S(i,t) = 0, eciy B MOMEHT BPEMEHH !
JJIEMEHT €; W €ro HacTPOMKU MOJHOCTBIO
COOTBETCTBYIOT SKCILTyaTallMOHHOM
JTOKYMEHTAIlUH. JTO COOTBETCTBYET CHUTYallWH,
Korja AJMUHHCTPATOp HMeEeT (WU MOXKET

IPEIbSIBATH) rapaHTum, 9TO
(YHKIIMOHUPOBaHUE JTAaHHOTO AJIEMEHTA
COOTBETCTBYET TpeOOBaHMUSIM
BKCHHyaTaHHOHHOﬁ JOKYMCHTAIlUU HIIN

BIEMEHT B [JaHHBII MOMEHT BpEMEHH HE
(YHKIIMOHUDYET.

CueHnapum BOCCTAHOBJIEHUSA
(YHKIIMOHHPOBAHUS CHCTEMBbI PH
HApPYIICHUH YCJIOBHS 0e30nacHoii
IKCILIYyATALUH

Curyauus, xorma Sc¢(t) =1, cuurtaercs
onacHo# (aBapuiHON) B TOM CMBICJIE, YTO HET

rapaHTaii  mpenackazyemoro  (6€30macHoOro)
(GYHKITMOHUPOBAHUSI CHCTEMBI
Paccmorpum BOTIPOC OTITUMU3AITAT

KOHTpOJIs 32 GYHKITMOHUPOBAHUEM CUCTEMBI (' B
paMKax ONMCAaHHOM MOJENU € TOYKU 3PEHUS
BBINIOJIHEHUSI CHCTEMOW B IIEJIOM WM €€
KOMIIOHEHTaMH (anemMeHTaMu ) CBOMX
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(YHKITHOHATBHBIX 3aj1a4 c y4eTOM
OTPaHUYCHHU, HAJIAaraeMbIX CUCTEMOM KOHTPOJIS,
HACTIONB3Ys] B KadyecTBE METPHKH  yIIepO
(M371epKKH ) PYHKIIMOHATHHOCTH, BOSHUKAIOTITH
pH HEOOXOIUMOCTH MpeKpamarh
HCITOJIE30BAHUE DJICMCHTOB CUCTEMBL, COCTOSHHS
KOTOPBIX CYMMAapHO OOJIbIIIe UJIA PaBHO 1

Jlanubiii Boripoc OyjieM paccMarpuBarh B
paMKax ABYX 0a30BBIX CIICHApHUEB JCHCTBHIA
AJIMUHHUCTpATOpa CUCTEMBI:

1) B caywae Sc(t)=1 cucrema
OCTaHABJIMBAECTCSI, M B TEUYECHHE HEKOTOPOTO
BPEMEHU T MPOBOJIATCS pabOTHI 110 MPUBEICHUIO
Bcex oJyieMeHToB ¢€;,1 <i < N, cucremol B
0e30I1aCHOC COCTOSIHAC, TO €CTh OOCCICUYNTD
WM, KaK MaKCHMYM, BBIIIOJHEHHE YCIOBHS
s(i,t+1)=0, rne 1<i<N, wm, KaK
MHHUMYM, peaJU3aIliN YCIOBUS

Sc(t+1)=Ys(i,t+1) < 1.

B ob6omx cioydasx 3To moTpedyeT 3aTpart,
MIPOTIOPIIMOHAIBHBIX BeTHUnHE TN ;

2) B cucteme C BeIaensercs nmoacucrema C ',
COCTOSIIAs U3 DJICMCHTOB ¢  HHJCKCAMH
U1 s Jm(e)} CyMMa COCTOSHUE KOTOPBIX

Scr(®) = Ys(),t) < 1,

A OCYIIECTBISICTCS BpPEMEHHAs SKCILTyaTaIlds
noacucremsl C' 10 Tex mop, moka He OyayT
BO3BpAIlleHbI B TpeOyemoe (WM JOMyCTUMOE B
COOTBETCTBHHM ¢ YyciaoBueM (1)) ocTtaabHBIE
cocTosiHHSA. B d9acTHOCTH, B KadecTBEC TaKoi
noacucteMbl C MOXeET BHICTYHATh pe3epBHAs
noacucTeMa cucTeMul .

OueBHIHO, BTOPOH CIIEHApUH SBISETCSA KaK
OoJiee TMOKUM — cUcTeMa HE BBIXOJUT U3 CTPOSsi
[ETUKOM, TaK U MEHee 3aTpaTHbIM, MOCKOIBKY
npu BpeMeHHOU moTepe N-m(t) >IeMEHTOB

3aTpaThl Ha BOCCTaHOBJIECHHE 0€30IMaCHOTO
(GYHKIIMOHHPOBAHUS ~ CHCTEMBI  CTAHOBSTCS
MpOMOpIHOHanbHEl  BenwunHe — T(N-m(t))

(npez[nonaraeM, YTO BPEMCHHLIC 3aTpaThbl Ha

MPUBCJICHUE  COCTOSTHUH  JJIEMEHTOB K
MpUEMIIEMBIM 3HAYCHHSIM OTJINYAIOTCS
HE3HAYUTEJIHHO).

BepOﬂTHOCTHbIe MOA€C/IN OIICHKH
3AIMMUIMECHHOCTH CUCTEM

C meapro 0Oojice  JIETAIBHOIO aHAIN3a
ONHMCAHHBIX CIEHApUEB, BKJIIOYAs  OIECHKY
I‘paHI/IH ux HpI/IMeHeHI/IH, BBCJICM pS[I[
NPEANOIOKEHHH O BEPOSTHOCTHOM MOJAETH

B MOMCHT

npucBoeHus: 3HaueHuit  S(i,t)
BpEMCHH 1.

1) I[IBK npucsauBaer 3JeMEHTY €; OLICHKY
coctostausl C(i,t) CIy4aifHO B COOTBETCTBHHU C
HEKOTOPBIM  paclpe/Ie]ICHUEM  BEpOSITHOCTEH
P(c(i,t) =c4) =py. Ilpu >TOoM namHHOE
pacupejiejieHUE SIBIISIETCS CTAllUOHAPHBIM U HE
3aBUCUT HH OT HWHJIEKCa i, HU OT MOMEHTa
BpeMeHU /. JlaHHOe NpenoioKeHre OCHOBAHO
Ha IIPEANOI0KEHUN 00 anpruoOpHO
«OJUHAKOBOM»  HCIIOJIb30BAaHWU  3JIEMEHTOB
CUCTEMBI U HE3aBUCUMOM HJIU CJ1a00 3aBUCUMOM
XapaxkTepe HempeIHaMepeHHBIX OIMHOOK IpU
WCIIOJIB30BAHUU DJIEMEHTOB CUCTEMBL. B TO ke
BpeMsl JJaHHOE MPEeNNoIOKEeHHE MoApa3yMeBaeT
[IEPUOJINYECKYI0  KOPPEKTUPOBKY  3HAuYCHUM
c(i,t) = ¢4 U COOTBETCTBYIOUIUX BEPOATHOCTEH
Pg> B TOM YHCIE, 110 PE3yJIbTaTaM ayjuTa Kak
cucteMbl C, TaKk M CXOJHBIX C HEW CHCTEM.
O6o3HauuM  y  ciay4yailHyl0  BEJIMYHHY,
OPHHUMAIOIIYIO 3HAYEHHME C; U3 MHOKECTBA
{c1, €2, -, €} € BEPOATHOCTBIO Py .

Cnenaem psig 3aMed4aHuii O MOMEHTax
CIIydJaHOW BeJMYHMHBI . MareMarndeckoe
oxunanue E = Ey cioydaiiHOM BEJIWYHHBI 7,
paBnoe E = }c;,p4, O4EBUIIHO, B COOTBETCTBHH
¢ ycaoBueM 0<¢ < ¢, <..< ¢, <1, mne
HPEBOCXOUT 1. Jlnst HCKJIFOUEHUSI
TPUBUAJILHOTO cllydass OyaeM I[ojaratb, 4TO
E>0. C gpyroli CTOpOHBI, BBINOJHEHUE
ycioBus (1) oszmauaer, ytro NE < 1. Takum
obpazom, 10 gaHHBIM, mnojydeHHbIM [IBK,
paboTOCTIOCOOHBIMU ~ OKaXyTCsS, B CpPEIIHEM,
N(1-E) AJIEMEHTOB CHCTEMBI, 4TO
NpeACTaBIsIeTCsT  JAONMYCTUMBIM, €Clld  3Ta
BeJIMYMHA JoctaroyHo Osms3ka Kk N. CreneHb
Takoi OJNM30CTU, XapaKkTepuzyemasi BeTHUMHON
& = (1-E), MOXeT paccMaTpHUBaTbCs, KaK OJHUH
n3 napaMmetpoB HacTpoiiku [IBK. B otHOmMEHNM
mucnepcur Dy crmydallHOR BeIWYMHBI y  C
YUEeTOM HEpPaBEHCTBA (Cg)2 < Cg4 CUIPaBE/UIHBEI
CJIE/IYIOLIUE BhIPAYKEHUS:

Dy < Ycgpy- E* = E- E* < 1.

Janee umeem: Dy > 0, nmockoneky E # 0 u
0<g < <.<c¢ <1

3ameuanue 1. JlaHHBIE OIIEHKM HE TOJBKO
XapaKkTepU3yrT TOUYHOCTH pe3ysibTaToB [IBK, HO
W IpEJCTABISIET UHTEPEC TAKXKE JUISl pa3BUTUS
MPEAIOKEHHOTO BhIIIE TOAX0/1a B cliydae, KOora
pacnpeeneHus BEPOSATHOCTEH
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P(c(i,t) = ¢4) = py pasIu4HBl [JI Pa3HBIX
3JeMEHTOB e; MpH (PUKCHPOBAHHOM BEKTOpe
3HaUeHUH ¢; < ¢ <...< C,.. B 3ToM ciyuae
MIPU AOCTATOYHO OONBIIOM yHcie N 3]IeMEeHTOB
CHUCTEMBI OKa3bIBAIOTCS BBITIOJTHCHHBIMHA
ycaous Jluagebepra (cm. [5, c. 354]) nnsa
HOPMAIBHON aNmpOKCHMAIIUU  PaCIPE/ICIICHUS
nangbeix [IBK cymmapHo mo Bced cucteme C:
Ve(t) = X c(i,t).

3ameuanne 2. Oynkmus V- (t) mokaspBaet
«Bkmagy [IBK B 3navenume Sq(t) u Moxer

CIIY’KHTh moKasaTejaeM «BHYTpPECHHE»
samnmienaoctd  cucremMbl  C. DTO  MOXKET
OKazaTbCA MOJIE3HEBIM I OLIEHKH
3ANTUINCHHOCTH CUCTCMBbI B CI/ITyaHI/II/I

OTCYTCTBUS AyAUTOpA.
Takum oOGpa3om, B paMKax IIPe;UI0KEHHOU
MOJeIH OLEHKH 3alIUIIIeHHOCTH MPU CO3JJaHUU U

MPOBEJICHAM  TEMATUYCCKUX  HCCIICIOBAHMUSIX
CHUCTEMBI B 4YacTH pa3pabOTKHM U HACTPOUKHU
mapamMmeTpoB [1BK MOTYT OBITH

c(OpMYyITUPOBaHEI CIETYIOIINE PEKOMEHIAINH:

1) paspaborarh 1EpedYeHb COCTOSIHUM
3JIEMEHTOB CUCTEMBI (TP HEOOXOAUMOCTH, JJIs
KaXJIOTO  2JIEMEHTA),  YIOPSJAOYEHHBIM 10
CTETIEHH KPUTHYHOCTH (C TOYKH 3pEHUs
6e3ormacHocTd (PyHKITMOHUPOBAHUS DIICMECHTA U
CHUCTEMBI B LEJIOM), U MPHUCBOUTH KaXIOMY
COCTOSIHUIO 2JIEMEHTA II0KA3aTellb U3 MHOXKECTBA
{fci,co sl tie 0 <1 < 3 <..< ¢, £ 1

2) omnpenenuTh (TEOPETHYECKH H/WIK
OKCIEPUMEHTAITHHO) IpUeMIIEMbIE c
SKCIUTyaTallMOHHOW TOYKM 3pEHHUsl 3HA4YeHUs
napametpoB & = (1-E) ©, COOTBETCTBEHHO,
P(c(i) = ¢g) = py:

3) Ha OCHOBaHMHM ONBITA DJKCIUIyaTaluu
NEPUOANYECKHA KOPPEKTHPOBAaTh MapaMeTphl:
{Cl; C2, -"JCT} n P(C(l) = Cg) = pg;

4) wu3MeHsiTh, IPU HEOOXOJUMOCTH, 110
pe3yibTaTaM ayjuTa mapaMmeTpel: {Cq,Cy, ..., Cr}
u P(c(i) = ¢4) =pgy.

I[TyHKT 4) oTpakaeT CHUTyaluio, Korjga B
X0J1e ayiuTa ObUIM OOHAPYKEHbI HEKOPPEKTHBIE
WJIM HEeaKTyaJlbHble HACTPOIKU mapaMeTpoB.

JleiicTBUTENIBHO, OJIHA W3 33ja4 ayJuTa —
OLICHUTh CTENEeHb YCTOMYMBOCTH 3JIEMEHTOB
CHUCTEMBI M CHCTEMBI B IEJIOM B CYIICCTBCHHO
U3MEHUBIIUXCA  YCIOBHSIX, KOTOpble  HE
VUATBIBAIUCH ~ TpH  pa3pabOTKEe  CHCTEMBI
(Hanpumep, A7 HHPOPMALIMOHHBIX CHCTEM 3TO

MOT'YT OBITH OOHApY’KeHHBIC (ONyOIMKOBAHHBIC)
VSI3BUMOCTH «HYJICBOTO JIHSI» TIPOTPAMMHOTO
oOecriedyeHus, TPOPBIBHBIE METOABl aHATH3a
KpUNITOTpaQUIECKUX AJITOPUTMOB H TIPOTOKOJIOB
U T.I1.). Pe3yapTaTel 3TOrO HANpaBJICHUS ayaUTa
MTO3BOJISIIOT, B TOM YHCJIC, OMPEJICISITH BHIOOD
CTpaTeruu IeHCTBII AJIMUHUACTPATOPA CHCTEMBI

10  pe3yJibraTtaMm, IIOJIyYCHHBIM COBMECTHO
Aynutopom u 11BK.

OneHka d(i,t), IpHCBanBaeMast
Ayjuropom COCTOSIHHIO JJIeMEHTa €,

XapaKkTepU3yeT, B OCHOBHOM, JOOPOCOBECTHOCTD
MOJIb30BATENSl (IKCIUTyaTaHTa) 3TOTO 3JIEMEHTA.
DTO COOOpAKECHHUE TTO3BOJISICT BOCIIOJIB30BATHCS
BeposTHOCTHOM  mogensto  [IBK ¢ Ttoif
IIOIPABKOM, YTO B KayeCTBE BEPOATHOCTCH
P(d(i,t) = dg) = q,4 BEICTYNAIOT OIEHKH 3THX
nokaszatelield, OCHOBaHHble Ha (PAKTHUUECKHUX
JIAHHBIX ayJUTOPCKHUX MpoBepok. O6o3HaunM o
CIIy4JaHyIO BEJTUYUHY, MPUHUMAIOIIYIO
3HAYCHUE dg n3 MHOXecTBa {dq,d,,...,d;} ¢
BEPOATHOCTBIO (4. BylmeM cuurath, 4TO B
(PMKCUPOBAHHEIH MOMCHT BpEMCHU t
pacrpeneneHne 3TOW CIydallHON BENWYHWHBEI HE
3aBUCUT OT WHJIEKca 1. B orHOmenun
3aBUCUMOCTH CIyYalHBIX BEIUYHH Jy U O
OTMETHM, YTO TPU YCIOBUHU «CTPOTOTO ayIUTa»
OHHM, OYEBHJIHO, SBISIIOTCS  3aBHCHMbBIMHU.
OxnaKo, eciy yCIOBHE «CTPOTOCTH ay/IUTay HE
sBIsieTcsl 00sI3aTeNbHBIM, TO 3TH CIy4ailHbie
BEJIMYMHBI MOTYT OKa3aThCs HE3aBHCHMBIMHU.
Huxe Mb1 paccMoTpuM 00a 3TUX crydasl.

O6o3naunM /4 MaTEeMaTUYECKOE OXKHUIAHUC
ciydaiiHo¥ BeynmuuHbl J. OueBmpno, A4 < 1.
JUIsl MCKITIOUEHUST TPUBHAIHLHOTO CIIydasl TAaKKe
Oynem mnomarath, uto A > 0. Ilo anamorum ¢
MOAMYHKTOM | HECIIOKHO MOJIYYUTh OIEHKY st
mucneperu 6: D6 < A- A2 < 1.

3ameuanue 3. Dbbuio Obl  HEBEPHBIM
MoJiaraTh, YTO MapaMeTphl 3TOTO pacipereIeHus
HC 3aBUCSAT OT BPEMCHH, IMMOTOMY HYTO TaKOe
MPEANOTIOKEHNE obeclieHuBaeT CMBICIT
BHEIITHETO ay/IATA.

3ameuanue 4. AITUTUBHOCTh (PYHKIIHH
Sc(t) mo3BossieT Mo aHaoruy ¢ pyHKIwen Ve (t)
OTPENENUTh (PYHKITHIO:

Ac(t) = Sc(t) - V() = X d(i, 1),
KoTOopasl oOTpakaeT «BKIam» AyauTopa B
3HaueHue S (t) ¥ MOKET CIYKUTH IMOKa3aTeneM
5p(HEKTUBHOCTH  «BHEITHETO» KOHTPOJIS B
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OIICHKY 3allMINEHHOCTH chcTeMbl C' B MOMEHT
BpEMEHU /.

Ha ocHOBaHWH W3JI0XEHHOTO B paMKax
paccMaTpuBacMoON MOJICNIA IS [TapamMeTpoB,
XapaKTepU3yIOIMUX JEHCTBUS AyAHTOpa MOTYT
OBITH chOpMyITUPOBAHBI CIIeTyFOIINE
PEKOMEH Al H:

1) pa3paboraTh TepedYeHb IOKa3areeh
(OTICHOK) COCTOSIHHM 2JIEMEHTOB CHUCTEMBI (IIpH
HEOOXOJUMOCTH, JUISI KaXIOTrOo 3JIEMEHTa),
YIOPSAOYCHHBIN 10 CTETIeHH KPUTHYHOCTH (C
TOYKH 3peHUs Oe3omacHOCTH
(YHKIIMOHUPOBAHUS DIIEMEHTa W CHCTEMBI B
1IEJIOM), W TIPUCBOUTH KAXKIOMY COCTOSHHUIO
JJIeMEHTa  TIOKa3aTellb u3 MHOJKECTBa
{dy,dy,....,d;}, 0<d <dp, <--<dp <1,

2) MOJIyYnTh HA OCHOBAaHWUHU (DaKTHUECKUX
pe3yJIbTaTOB ay/JUTa OJIHOTHITHBIX CHCTEM U UX
3JIEMEHTOB OLCHKH JUUIS 3HAYCHUN BEPOSITHOCTEN
P(d() = dg) = q4;

3) HAa OCHOBAaHHMH OIbITA MPAKTUYCCKOTO
MPUMEHEHUST TIEPHOMYECKA KOPPEKTHPOBAThH
napametpsl  dq,d,,...,d W  BEpPOATHOCTH
P(d(@) = dg) = q4:;

4) B psizie ciydaeB MpoIlerypa MPUCBOCHHUS
OIICHOK COCTOSIHHSIM  DJIEMEHTaM  CHCTEMBI:
s(i,t) = c((i,t) +d((i,¢t) MOXKET OBITh
JIOTIOJTHEHA YCIIOBHEM «CTPOTOCTH ayIauTay: JJIs
mo0bIX I U ¢, umeet Mecto: ¢((i,t) < d((i, t).

[lepeiimeM K OIlGHKE CPEIHETO YHUCIIA
DJIEMEHTOB, COCTOSIHHSI KOTOPBIX HE TIO3BOJISIOT
WCIIOJIb30BaTh 3TH 3JIEMEHTHI i 0€30MacHOro
(yHKIIMOHUPOBaHUS CUCTEMEI C.

B pamMkax cHemaHHBIX IIPEANTONIOKCHHAN
cocrossane S(i,t) odJleMeHTa e; B MOMEHT
BpPEMEHU [ SIBIISIETCS CIy4YailHOW BEIUYHHOU
o(i,t) = y(i,t) + 6(i,t), mpuuem ciaydaiiHbe
BenmwunHbl Y (i, t) u &6(i,t) pacnpeneneHsl Tak
Ke, KaK U Y U 0 COOTBeTCTBeHHO. [loaTomy miist
MOMEHTOB CjIy4aiiHo# BenwuwmHOW o (i, t) mIs
He3aBucUMBIX Y (i,t) u 6(i,t) chpaBeIUBBI
CJICTYIOIIUE OTEHKHU:

0 < Eo(i,t) = E+ 4 < 2
0 < Do(i,t) < E-E? 4+ A- 4% < 2.

Ouenum BTOpoit MoMeHT M? = M?0(i,t)
ciyvaitHoil BenmuuuHOM o (i,t) TpU yCIOBUHU
«ctpororo ayautay. CripaBelsTIBBI PAaBEHCTBA:

M? = Z(Cg + dj)ngqj

g']
= D (e + 24
glj 2
+ (d;)*)pg4;
= Z(Cg)ngqj
g.]
+ Zz cgdjpgqj
g'j

ChHExE
g’j

U3 KOTOPBIX IIOJIydaeM C YYE€TOM YCIIOBHUA

«CTPOTOTO ayJIaTay @, t) < 6@, t))m
OTPaHUYECHU I Ha  3HA4YCHUA C1,C2y cn) Cp
u dq,dy, ..., d; caeayronme COOTHOIICHHS:
M? < 2 CgDgqj + ZZ(dj)ngCIj
9. g.j
+ z djpgq]' <E
g.J
g.j
= E+3A
Otcrola ToJiydaeM  OIEHKH  BTOPOTO

MOMEHTA W JUCHEPCUU CIyYAWHOW BEIMYWHBI
o(i,t) B oOmem ciyuae:
M?a(i,t) <4

Do(i,t) < E+34- E?-2EA- A*? =
E(1-E-24) +A4(3- 4) = D".

[ToaToMy cpenHee U AUCHEPCUS 3HAYCHHS
byukun Sc(t) HaxomsaTes B npeaenax ot 0 10
ND*. Tlpu »TOoM, eciM 3a CUeT HaCTPOMKHU
nmapametpoB [IKB MOYKHO  OO€CIICUHTh
BBIIIOJIHEHHE  HEpPaBEHCTBA  JJISL  CPEJIHEro
3HadeHus: Qyukiuun  Ve(t) <1, 10
JOCTHKCHUSI  BBITIONHEHHSI  YCIIOBHSL  JUIS
cpennero 3HaueHus QyHKimH Sc(t) <1 B
YCIIOBUSIX «CTPOTOCTH ayJuTa» HeOoOXOAUMO
TIIATeNbHOE UCIIOJTHEHHE TpeboBaHMi
Aymutopa. JlanHoe cooOpaxeHHe MOXET OBIThH
UCIIOJIK30BAaHO TpH  BEIOOpE  mapameTpoB
di,dy, ..., dy c Y4ETOM OIICHOK
COOTBETCTBYIOIIMX 3HAYCHHUSIX BEPOSTHOCTEH

41,92, -, qk-
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3ameuanue 5. JlaHHBIC OICHKH MMO3BOJISIOT
WCTIOJIb30BATh MPH JIOCTATOYHO OOJIBIIIOM YUCIIS
N, HOPMaJIbHYIO aImpoOKCUMAITHIO
pactipeniencHust 3HaueHuM GyHKIUu S (t) u ee
cmaraeMbix Vi (t) u A (t) naxe B ciydae, Korja
pacmpejie/icHUs] CIyYallHBIX BEIMYAH ) WU O

pasIUYHBI IS Pa3HBIX DJJIEMEHTOB €; TIpH
(PMKCUPOBAHHBIX BEKTOPax 3HAYCHUH
€1,Cyy e, Cp U dq,dy,...,dg. DTO TIO3BOJIIET
MPEIIOKHUTh rpaJauio CTereHel
3aIUIICHHOCTH CUCTEMBI, UCXONd W3
JIOTTYCTHMBIX 3HAYCHUH KBaHTHUJICH

pactipeniencuus 3HaueHud GyHKIMU S (t) u ee
cmaraeMbix Vi (t) u A (t). DTO MOXKET OKa3aThCs
MOJIE3HBIM  TIpH  pa3paboTKe  BHYTPCHHHX
pErIaMeHTOB 3KCILTyaTalldd CHCTEMBI.
3ameuanue 6. Pesymbrarel paboTel [6]
TaKKe MOJITBEPIKIAOT KOPPEKTHOCTh
HOpMaJIBHOﬁ armmpoKcuMalu JJIA
pacnpenencHus 3HaYeHHH QyHKUA Sq(t), a
Takke ee cimaraembix Vo(t) m Aq(t), xoropas
MOJKET OKa3aThCsl IOJIC3HOW Tpd  aHalln3e

a¢ppexTuBHOCTH  OOJEE  CIIOXKHBIX,  YeM
NPUBEJICHHBIC  BBINIE, MW  BEPOSTHOCTHBIX
MoOJeJeii M CIIEHapueB  BOCCTAHOBJICHUS

6e301acHoro (HYHKITHOHHPOBAHHUS CHCTEM.

Jlnis  BepositHocT  P(t)  Ge3omacHOTO
¢yHKIMOHUpOBaHUsT cuUcTeMbl (' B MOMEHT
BpEMEHHU ¢ crpaBeyinBa Gopmyna:

P(t) = P(zia(i, H<1) = P(ziy(i,t)

< )P 860 <
(1-2v@ ).

Ecmu Vo (t) < 1, To u3 yenosuu y(i,t) <
6 (i, t) moydaem, 4ro:

P@) = PG ) -y(i,b) =
1=-Ve(®).

Tem campIM B pamkax paccMaTprBacMOMN
MOJIEIA MBI TOJNYYHJIA €IIe OJHY OIICHKY
CTCTICHH BIMSAHHMS ~AyjauTopa Ha  OICHKY
6e3onacHOCTH (PYHKITMOHUPOBAHHUS CHCTEMBI.

OueHkH BpeMeHH BOCCTAHOBJICHUS
O6e3onacHOro GyHKIMOHUPOBAHUS CHCTEMbI
H BpEMEHHBIX HHTEPBAJIOB MEKIY
NPOBEPKAMH

IIpu skcrulyaTanuum cucTeM IIpolierypa
BHYTPEHHEr0 KOHTPOJISl IPOBOJUTCS yalle, 4eM
(BHEIIHMIT) aylWUT, BBHIMOJHEHUE KOTOPOTO, Kak

MpaBHIIO, TPeOyeT OOJIbIIe BPEMEHH, YeM MUK
pabotsr [IBK

bynem cumrare, uro Bpems T(s(i,t)/
s'(i,t") = t' — t, HeOOXOMUMOE ISl CHUIKEHUS
omenkn S(i,t) =c(i,t) +d(i,t) mo oneHKH
s'(i,t") = c'(i,t") + d'(i,t"), coorBercTBEHHO,
t(c(i, t)/c'(i,t" u (d(i,t)/d (i, t")),
NPONOPIHHOHANLHO pasnocTsM ¢(i,t) - ¢'(i,t") u
d(i,t)-d'(i,t") ¢ xospdunuenrtamu o u f
COOTBETCTBEHHO.

Torma, eciin Se(t) = 1 u Sc(t') < 1, 10
BPEMSI lgoccm, TPEOYeMOE JUISI BOCCTAHOBIICHHUS
6e3omacHOro (GyHKIHOHUPOBaHUS cucTeMbl C,
BBIYHCIIICTCS 110 (OpMYIIe

toocer = -t
= max a(c'(i,t") — c((i,t))
+ miaxﬁ(d'(i, t') —d(i,t)).

DTOT pe3ylbTaT TO3BOJISIET IMOJIYYUTH
YCJIOBUE JUIS HUKHEH TPaHMIBI g, BPEMEHH
MPOBEJICHUSI OYEPEHOTO ayauTa, a HWMEHHO:
teoccr < tay, @ TaAKKE HAMETHTH  NYTh
ONTUMM3AIMA  JICUCTBUH  AJMHUHHCTpaTOpa
nyreM noumcka B cucteme C mopcuctem C,
DJIEMEHTBI KOTOPBIX € MHACKCAMHE {j1, -, fm(t)}
HE TOIBKO  YJOBJIETBOPSIOT  HEPABEHCTBY
Se/(®) = X s@(),t) <1, HO U BelMYUHA
tsoce(C\C') MuHUMATBHA.

Takum  oOpa3oM  BO3HHKAET
MHHHMH3APOBATH BEJIMUUHY
tBOCCT(C\C,) = a(t(V c\c’ (t’)/VC\C’ ()
+ Br(A c\¢’ (t')/ A c\c’ ®),
e TV (E)/ Ve () —  Bpewms,
HE0OXO0IUMOE JUIST BOCCTAHOBJICHUS
0e30ImacHOro GyHKIIHOHUPOBAHHMS SJIECMEHTOB M3
nogacucteMbl  C\C' 10 pe3syibprataMm pabOTHI
MBK, a 7(A oo () Ao () — Bpews,
HEOOXO/IUMOE I «YCTPAHCHHUS 3aMEUaHUi»
AyauTtopa B OTHOIICHWH DJIEMEHTOB W3
mojcuctemer C\C'
3ameuanue 7. OTMETUM, 4YTO OTAEIBHOE
BHUMAaHHE CIEAyeT YJENsATh anredpanyecKoi

3amava

CTPYKType, B KOTOpPOH MPOBOAUTCS OIEHKA
COCTOSTHUH 3IIEMEHTOB CHCTEMBI. Jlos
ompenenaeHusT (QYHKIIMOHAIOB € MOMOIIBIO

¢dopmyn Buma (1) mocTarouHo, 9TOOBI 3HAYCHUS
C1,C2y ., Cp W dy,dy,..,d;  TIpUHAIICKATH
YaCTUYHO YIIOPSJOYCHHOW aleneBod Tpymie,
YTO OTKPBHIBAET MOTECHIMAIBHYIO BO3MOXKHOCTH
WCIIOJB30BaHUS B KadyeCTBE TaKWX 3HAYCHUH
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OB OLIEHKE D®®EKTUBHOCTU AJJAUTUBHOU POJIEBOI MOJEJIM KOHTPOJIS 3ALUILEHHOCTU..

BEKTOPOB M3 BEKTOPHBIX HPOCTPAHCTB C
HOIXONAIIEr METPHUKOU. OnHako TS
seruncnenuit Buma tT(s(i,t)/s'(i,t")) =t —t,
HEOOXOJIMMO  TMPEIYCMOTPETh  KOPPEKTHOE
HCIIOIB30BaHIE onepanuu (BO3MOXKHO
BHEIITHETO) YMHOXKCHUS.

B oTHOmeEHHn UCHONBb30BaHUS BEKTOPHBIX

XapaKTePUCTUK 6e30MmacHOCTH
(YHKIIMOHUPOBAHHUS CUCTEMBI cienyer
OTMETUTh, YTO HCXOJHYI0 HHPOpMAIMIO O

COCTOSIHUSX HJIEMEHTOB CUCTEME JAIOT BEKTOPHI
(s(1,t),...,s(N,t)), (c(1,t),...,c(N,t)),
(d(@,t),...,d(N,t)).

[loctpoenne  QyHKIIMOHANA,  KOTOPBIA
MO3BOJIAJ OBI MOJyYaTh OLIEHKY 3alUINEHHOCTH
CHUCTEMBI C TpeOyeMod TOJHOTOH W YYETOM
cnenuQpuKu CUCTEMBI, SABJISICTCS
CaMOCTOSITENILHOM 3ajadell, Koropas Tpedyer

a”anusza pa3INYHBIX, B TOM qucie,
SHTPONMUNHBIX TOJIXOJ0B, & TaKK€ Ha OCHOBE
yIpaBJisieMOHn NOJIMHOMHUAIbHOM cxeme

pa3merrienust [6] W MapKOBCKHUX TIPOIECCOB,
KOTOpBbIE OYJIyT pacCMOTPEHBI B CIIEAYIOIIHX
nyOIuKanusx.

3ameuanne 8. HeoOxoauMo OTMETHTH
TaKKe, 4YTO PacCMOTpPEHHAas B JaHHOH pabdote
MOJEIb OLICHKH 3aIHUIIEHHOCTH
HH(POPMAITHOHHBIX CHCTEM Pa3IMYHbIX KJIACCOB,
B TOM 4HCIIE, OTHOCAIHXCI K o0bekram KUMU,
IO3BOJIAET peanu3oBaTh PHUCK-
OPUEHTHUPOBAHHBIA TOJX0J K YIPaBICHUIO
0C30IMacHOCThIO  YKa3aHHBIX  CHCTEM  (CM.,
Hampumep, [7-13]). JlamHoe HampaBieHUE
HCCIIC/TOBAHUM Tak)Ke HAMJAET CBOE OTPAKCHHUE B
JATBHEUINX TyOIUKAITHASIX.

3akI0YeHue

B pabote mpeioxkena HEPOTHBOPEUUBAS
aJIUTABHAs  pojeBas  MOJACIb  KOHTPOJS
3alIMINEHHOCTH MIPOM3BOJILHOU CHCTEMBI,
npenanosaratoinas npumenenue [1BK cucrembr u
BHEIITHETO ayuTa, pa3padoTaHbl peKOMEH AN
1o BeIOOPY mapameTpoB (XxapakTepuctuk) IIBK
W BHENTHETO ayJ/InTa, a TaKXe MO0 ONTUMH3AIUN

Ipagaiiilo CTCICHU 3allUIMCHHOCTH CHUCTCMBI,

HCIIOJIB3YsI MIOAXOISIIHE KBaHTHJIU
pacmpeseneHus 3HAYCHUI YKa3aHHOH (YHKITHH,
YTO  MOXET  OKas3arbCs  IIOJIE3HBIM  IIPH
pazpaboTke BHYTPECHHUX periiaMeHToB
JKCILLyaTaluu CUCTEMBL. OnpeneneHbl

HAIpaBJICHUS JATbHENUIIINX UCCIETOBAHNM.
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ABOUT EFFICIETSY ADDITIV ROLED MODEL OF SYSTEM SECURITY
CONTROL

A.O. Kalashnikov, A.YU. Maksimovskiy

In the paper, a model of the security control is considered on the basis additive and rolled

mechanism.

Key words: security testing, security control, audit, rolled model, additive model
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WCIOJb30BAHUE CHEIUAJIBHBIX COOTHOIINEHU B ABTOMATAX JIJISI
MOHUTOPHHI A TH®OPMAIIMOHHON BE3OIMMACHOCTH CETEBBIX OFBEKTOB

A.O. Kanamnukos, A.JO. MakcumoBcKkuii

B pabGore paccMoTpeHa Mopaenb MOHUTOPMHTa HMH(GOPMALHMOHHON 0e30MacHOCTH OOBEKTOB

CeTeBOM HMHQPACTPYKTYpBbI,

OCHOBAaHHas1 Ha KOHTPOJIE

anredbpanyeckux M KOMOMHATOPHBIX

COOTHOILICHUI BXOJHBIX Y BBIXOJAHBIX MOCIEA0BATEILHOCTEH YKa3aHHbIX 00BEKTOB.

Kmouepnie CJIoBa: KpUTHUYCCKast

nH(pOpMaIMOHHAS

uHPPACTPYKTYpa,  yOpaBICHHE

nH(pOPMAMOHHO# 6€30MacHOCThIO, KOMIUIEKCHAsA OLIEHKA, KJIACTePHBIN aHaIN3

Beenenue

OmarmM w3 Hambonee  APPEKTUBHBIX
WHCTPYMEHTOB obecreueHus HaJIE)KHOTO
(YHKIIMOHUPOBAHUS CEeTeH Tepenadyd JaHHBIX
SIBJSIETCSI ~ MOHMTOPUHT  HH(POPMAIMOHHOM
6e30macHOCTH CETEBBIX 00OBEKTOB.
[IpuMeHUTENBHO K CHCTeMaM, OTHOCSIIIUMCS K
KPUTHYCCKOH nH(pOpMAITHOHHOMH
uHppactpykrype Poccuiickoit =~ Deneparuu
(nanee — KM P®) B paboTax [1-4] npeanoxeHsl
MOAXOABl K TIOCTPOCHHIO TMapaMeTPUUECKUX
MOJIeJIe OIEHKH YPOBHS HH(OPMAIIHOHHON
6e3omacHoctn 00bekToB KWW m  puckoBoro
notennuana (nanee — PII) KMU B nenom. Ha
0aze »THUX Mojelell ¢ UCHOJIb30BaHUEM, B TOM
YyHCIIe, MEXaHU3MOB KJIACTEPHOI'0 aHaju3a ObLia
pa3zpaboTtana MOJIEJb yIpaBIeHUS
nH(popManmonHoit 6e3omacHocthio  KMU  Ha
OCHOBE BBISIBIICHHUS €€ aHOMAJbHBIX COCTOSHUML,
BO3HMKAIOIIUX oj BO3J/IeHCTBHEM
KOMIIBIOTEPHBIX ~aTaK, a TaKxke MOJIEINb
0e30macHOCTH, TO3BOJISIIOIIYIO JaTh oleHKy PII
WH(OPMAITMOHHO-TEXHOJIOTHUECKOM
nHPpacTpykTypbl 00bekToB KWK B wyactn
BBIXOJIa KPUTUUYECKUX NEPEMEHHBIX COCTOSHUMN
3a AKCILTyaTallMOHHBIE peenbl c
WCITOJIb30BAaHUEM METOJI0B BEUBIIET-aHAIN3A.

Heobxomumo ~ oTMeTwuTh,  9TO IS
MIOCTPOEHUsI  [apaMeTPUYEeCKUX  MoJIejeH,

KanamnankoB Axapeit Onerosuu — UITY PAH,

JI-p TEXH. HAYK, TJIABHBII HAyYHbIA COTPYAHUK,

3aM. pykoBoaurenss BHOLL, e-mail: aokalash@ipu.ru
MakcumoBckuii Anekcanap IOpsesuu — UITY PAH,
KaH[I. Qu3.-MaT. HAyK, CTApIIUil HAYYIHBIN COTPYTHUK,
e-mail: maximay62@ipu.ru

HpeACTaBICHHBIX B padoTrax [1-4] yka3pIBaioch,
YTO  BONPOCHl ~ MOHHUTOPHUHIA  COCTOSIHUIA
00BEKTOB CETH SIBJISIFOTCS] OJTHUMHM U3 KITFOUEBBIX.
TemM He MeHee camMu METOABI MU METOJUKHU
OCYIIIECTBJIICHUSI ~ YKa3aHHOTO  MOHHTOPHWHTA
OBLTH PacCMOTPEHBI HEAOCTATOUYHO TIOIPOOHO.
Takum 00pazom, akTyallbHOM CTaHOBUTCS
3a7a4a  pacUIMpPEHUs]  METOAMYECKOTO U
TEXHUYECKOTO HWHCTPYMECHTApHUsI METOJOB W
CPEACTB MOHHUTOPHHIA MOBEACHUS CETEBBIX
00BEKTOB, B TOM 4HcIe, Bxoasmux B KN,
Bwmecre ¢ tem, B pabore B [5] kadecTBe
OJIHOTO W3 KPUTEPHUEB, HWCIOJIB3YEMbIX IS
MOHUTOpPUHTA WH(OPMAIIMOHHOHN 0€30macHOCTH
CETEeBBIX OOBEKTOB, IMPEIIATATOCH MPUMEHSIThH
3alpeThl  BBIXOJHBIX  IOCIIEI0BATEIbHOCTEH
Takux O00BEeKTOB (cM., Hampumep, [6-8]).
OTMmeTuM, 4YTO B KadecTBe HaOIIOJAEMBIX
XapaKTepUCTHK MOTYT HCIOJIb30BAaThCSl  HE
TOJIbKO COOCTBEHHO 3alpeThl, HO H JApYyrue
OCOOCHHOCTH BHENIHETO MOBEACHUS OOBEKTOB
KOHTPOJIsi. MBI HCIONB3yeM TEPMHUH «3alpeTy
Kak «MOCTHK» OT TEOPETUKO-aBTOMATHBIX
MOJIXO0JIOB K  KOMOWHATOPHBIM  OOBEKTaM,
o0naaroX crnenuGuIecKuMU CBONCTBAMU U
MOTOMY TIPUTOJHBIMH JUTSI 1IeJIed MOHUTOPUHTA
vHpOpMAITMOHHONW  0€30MacHOCTH  CETEeBBIX
00bekTOB. [lodTOMY KIIOUEBBIM  OTIUUHEM
3a/1a4u, paccMaTpuBaeMoi B JaHHOU pabote, OT
3aj1a4, peCTaBIeHHON B [1-4], SBIIsIETCS TOUCK
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A.O. KAJIAIITHMKOB, A.}0. MAKCUMOBCKMI

CIOCOOOB YCTaHOBJICHHS CBsI3eil (OTHOIICHMIA)
MEXKJIy BXOJIHBIMH TIOCJICIOBATEIFHOCTSIMU Kak
y OTIENbHBIX OOBEKTOB, TaK M HX aHcaMOJei,
KOTOphIE TIPU  HAPYIIEHUH  HOPMAJILHOTO
(GYHKIIMOHUPOBAHUSI OOBEKTOB MOHUTOPUHIA
WHJIYITUPOBAIM OBl aHOMAIWKW B BBIXOJIHBIX
MOCJIEA0BATENBHOCTX

OcHOBHBIE onpeacJacHus

Jnsg ynoOGcTBa HaNbHEHITUX PacCy KISHHM
OyneMm rojararb, 4TO BCE paccMaTpUBacMbIe
ceTeBbIe OOBEKTHI MPECTABICHBI UX MOACIAMU
B BHJIE KOHEYHBIX aBTOMATOB.

Onpeodenenue 1.
HYCTB Ai = (Xi'Si!Yi'fiJhi) R i € {1,N}, -
KoHeuHbIe aBTOMAThl, RX (jy, j2, -, ji) C (X]1 X

X, X ...ijk) — k-MecTHOe OTHOIIEHHE Ha
muoxectBax Xj , Xj , ..., Xj,, RS(1,jz, -, Jk) C

S;, X §j, X .. X Sjk) — k-MEeCTHO€E OTHOIIIEHHE
Ha MHOXEeCTBaxX Sh'sz' . Sjk’
RY(j,jz wji) € (Y, XY, X XY, ) — k-
MECTHOE  OTHOIIEHHE Ha  MHOJECTBax
Y., Y, .., Y}, bynem roBopurs, 94ro Slk ,Tne i €
{j1,J2, - Jx}» YAOBIETBOPSIIOT COOTHOINCHHIO

CBSI3aHHOCTM [JJIUMHBI [ © Beca Ww, e€cClod
BBITIOJTHCHBI CIIC/TYFOIIHE YCIIOBHSI:
1 .1 1
1) nns n106bllx }ta6op01? Xj s Xjyaeens Xjp s
2 .2 2
le, ij,.. . xjk'“" le, sz,..., xjk’ HaxXoasImuXxcCst
B OTHOIIICHUH RX(J1,J2) 1 Jx)>

COOTBETCTBYIOIIIE WM BBIXOJHBIC CHMBOJIBI
l-w ., l-w l-w l l l

Yin 2 Vjz o Vg oeeYjp Yjgr 0 Vi
HaxXoAsaTcs B oTHONIeHUU RY (jy, jo, -\ ji )3

1 .1 1
2) s J'[IO6BIlX Hla60p015; Xj s Xjyoeens Xjp s
2 .2 2
le,sz,...,xjk,...,le,sz,...,xjk, HE
Haxopsmuxcst B otHomeHUH RX(ji,jo, -\ ji)
COOTBETCTBYIOIIHC BBIXOHBIC CHMBOJIBI
l-w l-w l-w l l l
Yio Vi e Vi Vi Vi o Yy HE

HaxoAsaTcs B oTHOMICHU! RY (fy, ja, -\ Ji)-
VYcenoBus 1 u 2 onpenenenus 1 mo3Bosset
MIPEJUTOKUTHh KPUTCPUN BBISBIICHUS HAPYINCHUH
Oe3omacHoro (hYHKIIMOHUPOBAaHUST OO0BEeKTa A;,
BXOJIAIIETO B aHCaMONb {4 ,...., 4j, }. VimenHo,
€CIIM BCE aBTOMAThl aHcaMOJii B HMCXOJIHBIN
MOMEHT BPEMCHH HaXOIHWJIUCh B CBSI3aHHBIX

Haxosmuecss B OTHOMCHUU RX (f1, j2, .\ Ji)s 1
[IPH 5TOM OKa3ajoCh, YTO I10 KOMIIOHCHTE C
HOMEPOM [ BBIXO/IHBIC CHMBOJIBI:
Vi Vs e Vi e Vi Vo 0V

He HaxojasaTcs B oTHouteHuu RY (jy, jo, .., ji)> TO
00BeKT A; (1 B ancaMOnb {4 ,...., 4;, } B emom)
HE  Haxomdarcss  O€30ITaCHOM  COCTOSIHHH.
AHAJIOTHYHO MOXKHO HCIOJIB30BaTh yCIoBHE 2.
Eciu Bce aBTrOmMarbl aHcamOisi B HWCXOJIHBIN
MOMEHT BPEMEHH HAaXOJWIACh B CBS3aHHBIX
COCTOSIHHISIX, Ha UX BXO/IbI TI0/IaBAINCH CHMBOJIBI
xtoxb,xd xE x? 2 xhxl !

J12 )220 TR ]2""’xjk""’ J1° Jz""’xfk’
KOTOpLIC HE HaxXOJATCA B OTHOIMICHUHN

RX(j1,j2, -1 Jx)>» HO TIPH DTOM KOMIIOHEHTHI C
HOMEpOM  { B BBIXOJIHBIX  CHMBOJIAX
y}l_w, y}z_w, ) y}k_w, , y}l, y}z, . y}k HAXOIATCS
B otHOMIeHUH RY (j1, ]2, -.v, Ji), TO JAHHBIN PaKT
SIBIISISTCS] TIPU3HAKOM HapymIeHUs 6€30MacHOro
dyHKIIMOHUpOBaHUsT O00BbekTa A; W aHcamOms

{Aj s Aj, ).

Onpeodenenue 2.

HYCTB Bi = (XiJSi’Yi'fi' h,i), [ € {1, N} —
KOHEYHBIE aBTOMATHI, 00JIaafOIIHe CBOCTBOM :
(YHKIHMS BBIXOJOB h; SBISETCS WHBEKTHBHBIM
orobpaxkermem h;(x):S; = Y, mpm xaxmom
¢duxcupoBannoM x € X; mns Bcex i € {1,N}.
Hazosem [-HetocTyTHOM k-rpammy

(3’11» ...,yjk) JIIS COCTOSIHUH (Sh' ...,sjk),
ecnu JuIst MOOBIX X1, ... X[ , i € {1, N}, KOpTeK,

cocTosilmMii W3 k& BBIXOAHBIX CHMBOJIOB
aBromaros Bj , ..., Bjk

Onupasich Ha MHOHATHE [-HEIOCTyHmHOM k-
IpaMMBI, MOKHO TIPEJIJIOKUTH €IIe OJIMH CIIOCO0
BELIBJICHUS HapylleHUs (YHKIIHOHHPOBAHUS
ancambis agromaros Bj , ..., B

Jk
JlelicTBUTEIBPHO, €CIM TpPH  aHAIUu3e
KOPTEXeH, COCTOSNMX W3 K  CHMBOJIOB
BBIXOJIHBIX TIOCJIE/IOBATEIILHOCTSAX aBTOMAaTOB
Bj,..,Bj,, B Takre paborer [ Oymer

HabmoaaTeest  k-rpaMma, HEIOCTYITHasl st
HAYaJIbHBIX COCTOSIHUIt (sjl,...,sjk), TO 9TO
SIBJISIETCS] PU3HAKOM HapyllleHuss 0e30mMacHOoro
(YHKITMOHUPOBAHMS YKa3aHHBIX aBTOMATOB.
Onpenenenue 2 OIU3KO K MOHSITHUIO 3aMpeTa
aBroMara (cM. [8]) m B TO K€ BpeMs TECHO
cBsizano ¢ OmnpenenenueM 1. DTy CBsI3b JErKO

COCTOSIHHSIX, HA MX BXOJIBI TIOJIABATUCH CUMBOJIBI  ypynary,  nug  asromatoB  A;, i € {1, N},
1 .1 1,2 .2 2 Ul !

Xjyo Kjgorevs XjpsXjy o Xjoewvs Xjpsewos Xj 5 Xjooee s Xjp o BIISIONIUXCSA — PETHCTPAMH casura  (cM.,
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HanpuMmep, [9]) anuHOKO, paBHOM Becy w
COOTHOINICHHWSI  CBS3aHHOCTH, MW  (yHKIHEH
BBIXOJI0B, HHEEKTUBHOM 110 TIEPBOU MEPEMEHHOMN
1 (DUKTUBHBIMH OCTAIHPHBIMH ITEPEMEHHBIMH.

3ajauM TIOCTPOCHHUSI aBTOMAaTOB, KOTOPHIC
obmanarT cpoiicTBamMu U3 Omnpenenenuii 1 u 2
OYCHDL CJIOXKHBI B 00IIei mocranoBke. B To ke
BpeMsl BKIIOYCHHE YCIOBHS HHBEKTHBHOMH
¢yHknuu BbIXOHOB aBToMaToB B;, i € {1,N},
MMO3BOJISIET, C OJHOH CTOPOHBI, HCIIOJB30BaTh
OTHOIIICHUS TUTIA « PABCHCTBA/HEPABESHCTBA» JIJISI
MTOCTPOCHUS COOTHOIIEHM CBSI3aHHOCTH
COCTOSIHUA W, C JIpYrOW CTOPOHBI, CBOJIUTH
3ajaqy TOWCKa  [-HEJAOCTYNMHBIX K-TpamMm K
H3yUYCHHIO MapIIpyToOB B rpadax
(MynbpTHTpadax) COOTBETCTBYIONTUX aBTOMATOB.

Hwuxe MBI mpeiokKiuM BapUaHTBI PEIIEeHUS
OTUX 3aJiad I KJIACCOB aBTOMAaTOB, Tpadbl
KOTOPBIX 00JamarT XapaKTepHBIMH
0CcOOEHHOCTSIMH, BKJIIOYast HEJIBOUYHbBIE
PETUCTPHI CIBUTA

JnameTpsl rpadgoB perncTpoB caABUTA.
Perucrpsl casura ¢ ocod0b1Mu pyHKIIHAME
o0paTHOM ¢BSI3H

PaccmoTtpum peructp casura p(g) AauHbL k
HaJl KOHEYHbIM MHOXECTBOM (), |Q | = nc

BXOIHBIM a1(paBUTOM X, BRIXOIHBIM aI(aBHTOM
Y n ¢pysaxmueit odpaTHoli cBS3H:
g(81, e, Sk xX) = 2(Sq, -, Sk ) Hy,

rie QyHKIus z: Q,Ii — (2, OMeKTHBHA T10 TIEPBOA
nepeMeHHoi, H, — mojcTaHOBKa MHOKECTBA
Q,,, mpuyem MHOXecTBO Hy ={H,, x €
X} tpam3urusHO Ha C),,. UTOOBI HE IEperpyXarh
JanbHeHIe paccyKaeHus, OyJeM CUuTaTh, 9To
|Hy| =n. B kauectBe (YHKIHH BBIXOJIOB
MOXXHO  paccMaTpuBaTh  Kak  IPOEKIIHIO
COCTOSIHHMSI ~ PETHUCTpa HAa  €ro  TIEPBYIO
KOOpIWHATY, TaK W J000e WHBEKTHBHOE
OTOOpaXKEHUE MHOYKECTBA Qfl Ha angasut Y,
IOTOMY 4YTO TaKHe PETHCTPBI ¢ TOYKU 3PEHHS
paccMaTprBaeMbIX HAMH 3a/1a4 SKBHBAJICHTHEL.
DT0 BBI3BAHO TEM, YTO €CIIM BHIXOIHBIC CHMBOJIBI
B Omnpeseniennu 2 3aMEHATH kK —TpaMMaMH, MBI
MOJYyYHM aHaJoOl COOTHOLICHHS CBSI3aHHOCTH
Beca Kk u [ —HegoctymHOCTH  K-rpamMm

BBEIXOJHEIX TOCJIEIOBATEIILHOCTEH.

[m]
rp g
KOTOPOTO SIBJISIFOTCSL KOPTEKH, COCTOSIIHUE U3 T

O0603HaYMM y oprpad, BeplIMHAMH

[OTIAPHO  Pa3IMYHBIX
casura p(g), a u3 BEpUIAHBI (S1, Sy,...,Sm) B
BepmuHy (ty,ty, ..., t,;) 3aXOOWT Ayra, €cCid
HafieTcsT BXOJHOM CUMBOJI X € X CO CBOUCTBOM
st kaxmaoro j € {1,m} u sj = (sl’j, ...,sk,j),

tj = (SZ,j , '"Jsk,jJZ(Sl,jJ '"'Sk,j)Hx)'

O603naunm  d( rl[,’?j,)) maameTpa rpada

COCTOAHUN  pEerucrpa

[m]
rp (g
oreake  dPdexTUBHOCTH U

peanuzanuu METOJIOB MOHHTOPHUHTA
0e3011acCHOCTH CETEBBIX 00BEKTOB c
UCTIONH30BAHUEM  [-HEJIOCTYIHBIX  K-TpamMm
BBIXO/IHBIX IIOCIICI0OBATCILHOCTEM.

[Tockonbky MHOKECTBO Hy TPaH3UTUBHO HA

[1]
rp (g9)

OMHCaHue  [-HeNOCTYNHBIX  K-rpaMM  JJs
ancamOJisi, coctosimero w3 N aBTOMaros,
SKBUBAJIEHTHBIX (WM HU30MOPQHBIX) PETUCTPY
p(g), He TIpeCTaBIIAET TPyda, K TEM CAMBIM MBI
MoJiydaeM BO3MOXHOCTH IyTeM Mmoadopa
MOJIXOJISIIAX BXOJIHBIX CHMBOJIOB CTPOUTH [-
HEJIOCTYITHBIC Kk-TpaMMBbl BBIXOJHBIX CHMBOJIOB
JUISE OTHOCUTEJIFHO MAJIBIX 3HAYCHUN BCIIMYUHBI

L.

y- OTOT MapameTp SBISCTCS BaXKHBIM IIPH
TPYJTOEMKOCTH

Q,,, TO, OYCBUJHO, 6( )= k. Tloosromy

[m]
B otHO1IeHNN BemuanHBI 0 oo

JBa 3aMevaHHusl. Bo-nepBhIx, u3
KOJIMYECTBEHHBIX COOOpPaXKEHUH ClejlyeT, 4To

[m] [m]
0(Tg) = mk. Onnaxo wmsyuenue 0(T)g)
npd  OombIMX M ABJISIETCS  KpaifHe
HETPUBHAIIBHOM 3amadeil Uil IPOU3BOJIBHOTO

peructpa cusura p(g). Bo-BTOpeIX, B CHIY

) caenaem

-1 o
oreHKH O Fl[)Tg])) > 0d( Fl[;?g) ]), U OTMEUYCHHOMU
BBIIIE CYIIECTBEHHOCTH OMHAPHBIX OTHOIIECHUMH

((paBeHCTBa/HepaBCHCTBa» MBI, COCPCAOTOUYHB

(2]

BHUMaHne Ha mapametpe ([ ,c;)), mOIyduM

r(g
HETPHUBHAIbHBIC HUDKHHE OIEHKH BEIHYUHBI
m
a( FL(;)), m = 2, ¥ IOCTPOUM KJIaCC PETUCTPOB

cisura p(g) ¢ KBagpaTHUYHOM OT JUIAHBI
perucTpa HWXKHEH OICHKON jmamerpa rpada

[m]
(). m= 2.

(2]
Beuue Ml otMetim, uto 0([55) = 2k.

s Gonee y3kux KiaccoB (YHKIMH HaHHYIO
OI[CHKY MOXHO YTOYHUTH. OTMETHM, HUTO Ha

MpaKTUKe 1eaecoodpazHo UCIIOJIB30BaTh
GyHKIME  00paTHOW  CBSI3W,  MTO3BOJISIONINC
MOJNIy4UTh  MpeoOpa3oBaHus,  oOiajnarolue
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CJIOKHOM aHAJIUTUYECKOH CTPYKTypol (cM.,
Hanpumep, [9-10]). Iloatomy MBI paccMoTpum
ciayuait, korna QyHKIus Z OUEKTUBHA IO KaXA0U
CBOEH NEPEeMEHHOM.

Teopema 1.
IIycth ¢QyHKIHS z OMEKTHBHA MO KaXKI0#
CBOCH IEPEMEHHON U t — MHUHUMAIBHOE CO

CBOMCTBOM: [UIsl JIFOOOH Tapbl pa3HYHBIX
COCTOAHMH S; W S; perucrtpa p(g) Hahgyrcs
TaKHe Xq, ..., X € X, 4TO N1apa COCTOSIHUU S; 1 U
Sj41s B KOTOpBIE MOJICTAHOBKA
p(g)Hy,, ..., p(g)Hy, MepeBOIUT COCTOAHUSA S;
¥ S, HMeeT He Oonee t COBHANAIOMIMX
2
xoopauuar. Torma mmamerp 9([,5) Tpada
2
rl (]g) YJIOBJIETBOPSIET HEPABEHCTBY:

p
k—
oy = k(=2+1).

Jloka3areabcTBO.
PaccmoTpum mapy pasziduHBIX COCTOSIHHI
S; = (Sl,i , ...,Sk'i) u Sj = (Sl,j , ""Sk,j)' B CUITYy

OMEKTUBHOCTH (PYHKIIUH Z MO KaXJ0# cBoeit
MIEPEMEHHOM JIJISI JTIOOBIX CUMBOJIOB Xq, ..., X €

X mapa coCTOsIHUM S;_q = (Sl,i—1: ...,Sk_l-_l) u
Sj_1 = (Sl'j_l, ...,sk,]-_l), TOJy4YeHHAs]  TIpH
JIeHCTBUU MIOJCTAHOBKH

-1
(p(g)Hxl, ...,p(g)ka) HA COCTOSIHUS S;_q U
Sj_1., HE MOXeT MMeTh k — 1 coBmazarommx
koopaunar. Kpome Toro, mockoabKy MHOKECTBO
H,. TPaH3MTHBHO, TO HAWIYTCS TAKUE X1, ..., X} €
X, 9TO YKMCJIO COBIAAIOLIMX KOOPAUHAT Y Haph
Si—1 U Sj_1 OyJeT MEHbIIE YKCIa COBIAAIOMIMX
KOOP/IMHAT Y T1apkl S; U S;. [TooToMy nnmna myTy,

. (2]
KOTOPBI coeAuwHsIeT B Tpade Fp(g) napy

pa3MUYHBIX  COCTOSHUN, uMeromux k —1
COBNAJAIONIUX KOOPAUHAT, C IPOU3BOJIBHOU
Mmapol pa3NUYHBIX COCTOSHWUWA, HE MEHBIIE

k(?+ 1).-

Beemem kmacc ¢(yHKIUH, IS KOTOPBIX
MOYKHO TIOJTYYUTH OOJBIIYIO OIICHKY a(r,%(g)).

HazoBem ¢yukmmio f: Q,]ﬁ - (), ocoboi,
€CJIM OHA yJIOBJIETBOPSIET JIBYM YCIIOBHSIM:

a)ecmd f(aq, ..., y) = f(by, ..., by) v s
moboro ¢ € (), wWMeeT MecTo paBEHCTBO

f(ay, ...,am,c) = f(by,...,by,c), 10 a; = by;

6) ecm f(ay,..,am) = f(by,...,by) u
JUIst JTF000ro € € (), UMeeT MECTO HEPaBEHCTBO
f(ay, ...,am,c) = f(by,...,by, c), T0 A #* by.

3ameTEiM, YTO B ONpEICICHUH 0Co00H
(YHKIIMM CYIIECTBEHHO HMCIIOJIb3YETCS CJIBHT
KOOPJIMHAT, IIO3TOMY TaKue (PYHKITUH OXKHUIACMO
MOTYT OBITb S(O(PEKTUBHBI TPH IOCTPOCHHUH
PETUCTPOB  CABHTA, OOJAJAOIIUX OCOOBIMH
CBOMCTBaMHU.

Teopema 2.
Ecnu z — ocobas GpyHKIMS, TO A TuameTpa

a( r,[Jz(]g)) rpada ng(]g) CITpaBeIJIABA OLICHKA:

[2] 2
> —
a(rp(g)) >k +k—1.
Jloka3zaTeabcTBO.
[Toxaxkem, 4TO B paccMaTpuBaeMoM rpade
UMEIOTCSI OUTPaMMBI, COCAMHEHHBIC TYTSIMHU

MOIXOISIEN JUTUHEL. Joxaxkem
MPEIBAPUTEIILHO JIBE JIEMMBL.
Jlemma 1.

Ecmn z — ocobas ¢ynkmnus, To GurpamMmma
COCTOSIHHI BUJIA:
(A, o) Qg Dgiqy e, b)), (Aq, oy Ay Copqy voes Ci)s
rie a; b;, of B i=1,..,s, j=s+1, ..k,
npudeM bg, . # Cgyq AN TOOBIX Xq, ..., X € X
MIEPEBOIUTCS MOJICTAHOBKOM

(p(g)Hxl,...,p(g)ka) ' g ourpamMmy —BHOA
(d, ..., de_1,Ug, ., Uy), (Qq, o) Ag_q, Vs, oy Vi),
rae ug # vs.

B copaBetiBOCTH JIeMMBI | HECIIOXKHO
yOequThCsT TO HHAYKIHH € YYETOM 3aKOHa
(YHKIIMOHMPOBaHUsT perucrpa casura p(g) u
CBOMCTB 0c000H (yHKIMH Z.H

[IpuBenem 6e3 goKazaTeILCTBA

CaenctBue 1.

Jnnna Iy TH oT OUTpaMMBbI
((a,aq,..,a),(a,a,...,a.b)),a # b, no moboii
Jpyroit Omrpammsel B rpade F[Z,(g) HE MEHbIIe
k(k—1).

Jlemma 2.
Ecmu z — ocobast hyHKITHS, TO CYIIECTBYIOT

R K
JIBA pa3IMUHBIX BeKTopa a, b € Q),, s

koropeix  z(@) = Z(l_)) U [OpH  JTHOOBIX
X1, X2 €X m i(€{1,..,k—2} wumeer
MECTO:
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z(ap(g)Hy, . p(9Hsy,) =

z(bp(g)Hy, ... p(9)Hy,) (1)

Jloxka3zaTreqbCcTBO. B

Beibepem a= (a4, ..., ax), b = (bq, ..., by),
y kotopelx a; =b; j=1,..,k—2, z(a) =

Z(E). Takue BexTOpH A, b € Qi CYIIIECTBYIOT
BCIIEJICTBUE OIpeAeIeHUs

Torma miga moboro x € X
paBeHCTBA:

z(a p(g)Hy,, -, p(9)Hy,) =
(a, ---:_ak;Z(C_l)Hx) = (az, -+, A, Ags1)-
Z(b p(g)Hx1' ---'p(g)Hxi) =
(byy ., by, z(b)Hy) = (b, ..., by, Qjerr)-
Bocrnonp3oBaBImch  CHOBa  CBOMCTBOM
oco0oii (hyHKITHH, IToTy4aeM TpedyemMoe. i

0co00# (pyHKITHH.
UMCIOT MECTO

3aKoHYMM, Tenepsb, JTI0Ka3aTelbCTBO
TEOPEMBI.
— T k
[lycte a, b€ Q). YIOBIETBOPSIIOT

paBerctBam (1). O6o3naunm N; — MHOXKECTBO
obpazoB Ourpammer ((a,aq, ...,a),(aq,...,a, b)),
a+b, npu neicTBUU MOICTAaHOBOK

-1

(p(g)Hxl,...,p(g)Hxl) , X1, ., X EX, aly-
2

MHHUMATBHOE CO CBOKCTBOM N = (Qﬁ)[ ], rie

k2]
(Qn) — MHOXKECTBO BCEX AP Pa3IMYHbIX
QF.
a( T2 ) rpada M2 we menpme |

p(g)) P p(9) 0-

[okaxewm, uto [y > k? + k — 1.

N3 nmemmer 1 cmenyer, uro |N;| <
n**1(n-1), ecmm l<k?-k+k-1
ITostomy [>k? Eemm l=k*+i un i€
{0,...,k—2}, To (a.b) € Nyz,;. Torma
MHOXeCTBO  Njy2,; p,q COIEPKHUT OUTrpamMMy
((Cl, i Cp—1, Ck), (Cl, i Cr—1, dk))a TaC Ck * dk'
C npyroii cropoHsbl, Jitobast 6urpamma (UL, V) €
Nizyigor, U= (Ug, o Ug), U= (U, , Vg),
obagaeT CBOMCTBOM Ujyq # Vjyq1. lIpUILIH K

BCKTOPOB u3 O‘-ICBI/II[HO . AuaMeTp

OPOTUBOPEYHMIO, KOTOpPOE W  JOKa3bIBAET
TEOpEMY.
CnenoBarelbpHO, ly=>k*+k—1 u

CIIPaBCaAJINBO HCPABCHCTBO!
(o) =k?>+k—1.m

Jlamee BO3HMKaeT BOIPOC, [UISI KaKUX
mapamMeTpoB n W k  cymecTBYIOT 0coOble

¢byukuuu. Scno, uro Qyukuus z(xq, ..., x;) =
X+ ..+ Xx, rie «+» — omepanus CIOXEHUS B
KOJIbIIC BBIYETOB Z,, SBISCTCS 0c000i. OqHAKO
WCIOJIb30BAaHUE TaKOHW (DYHKIIMHM COTIPSIKEHO C
PUCKOM «aHATUTHYECKOHN MPOCTOTHD) BBIXOTHON
MoCae0BaTEIFHOCTH (CM., Hampumep, [9-10]).
Tem caMbIM  OTKpBIBaeTCS  BO3MOXHOCTH
MPOBEJICHUS] arak Ha  CETeBOM  OOBEKT,
MOJICJTUPYEMBIN PETUCTPOM CJIBHTA YKa3aHHOTO
THTA, YTO MOXET MPUBECTH K JIUCKPETUTAINN
JMaHHBIX MOHUTOpWHTa. I[losromy dyHKIHUS
z(x4, ..., X}) IOIDKHA UMETHL OOJee CIIOKHYIO
AHATUTUYECKYIO CTPYKTYpy. lIpuMepsl Takmx
(YHKIMI IPUBECHBI B CIICAYIONIEM paserie.

HexoTopsle ki1acesl 0co0bIX pyHKIUI

OT™MeTHM Ba)XHOE CBOMCTBO  OCOOBIU
(hyHKIUH, KOTOpPOE OTPeOYIOTCS B
JTATBHEHTIIEM.

Jlemma 3.

Ocobast pyHKIHMS OWEKTHBHA IO KaXJIOM
CBOEH MEPEMEHHOM.

Jdoka3zareabcTBO.

JlokazaTenbCTBO MPOBEJACM WHIYKIMEU 10
HOMEpY MEPEMEHHOM .

Ecmu pyukmust z(xyq, ..., X} ) He OHEKTHBHA
10 TIepBOI MEpPEeMEHHOM, TO OHAa 3aBeOMO HE
oOJlajlaeT CBOMCTBOM a) 0co00H (PYHKITHH.
AHQJIOTHYHO B COOTBETCTBHHM CO CBOMCTBOM 0)
ocobast PyHKITHSI ONSKTUBHA 10 IEPEMEHHOM X .

IIycte Gynkumu  z(xq, ..., X;) OMEKTUBHA
MO0 MEPEMEHHBIM X, ..., X;_1, HO HE OMEKTHBHA
o mepemMeHHod x;, rae i = 2. Torma, 1o
MPENIONIOKEHUIO  MHAYKIIUH, JUIsi HaOOpoB
aprymenros (a,...a),(a,...,b,a,..a), Takux,
yro: a#b u z(a,..a)=1z(a,..,b,a,..a)
CHOBAa MPHUXOJUM K IIPOTHBOPEUHIO C YCIOBHEM
a)u 0).

Takum  oOpazom, ocobas  (QyHKIUS
OMEeKTUBHA 10 KaXI0M CBOCH IMepeMEeHHO. i

Onupasice Ha JeMMy 3, MBI MOXEM
NPEIJIOXKUTh OJUH M3 BapHAHTOB  0COOOM
(yHKITHH.

YrBepxaenne 1.
[Iycth @ - HEKOTOPAs TPYIITOBAsI ONIEPAIHS
Ha Q,,, ¢ — asroMopdusm rpynnsl Q,(®), 4 —
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mojacraHoBka MHOxecTtBa (Q,. Torma ocoboit
siBiIsieTCs (DYHKITAS BUA:

h(xy, ..., Xp) =

((xl)(pm_1®(x2)<pm_2 ®(xm—1)(p®xm)l-

JlokasaTe/bCTBO.

HedictButensuo, mycts h(ay, ..., a,) =
h(by,...,b,,) m nmus moGoro c € (), umeer
MECTO PaBEHCTBO h(ay, ..., am, c) =
h(b,, ...,b,,, c). Torma IPOBOIS
npeoOpa3zoBaHus B rpymnmne 0,(Q),

yoexaaemMcs, 94To a; = b;.

C apyroii croponsl, ecmu h(ay, ..., ay) =
h(by,...,b,,) m s moboro c € ), wumeer
h(a,, ..., am, c) # h(by, ..., by, c), TO, B cuiIy
OHUEKTUBHOCTH  (DYHKIIHH 10 IepBOH H
MOCJIETHEN MIEPEMEHHBIM U CBOMCTB OTleparuil u
apTomMopdmsmoB rpynnsl (2,(®), moxydaem,
4TO0 aq * b;.

Taxum o6pazoM, pyHKIHS h— ocobast. B

[Tyctb Ha MHOXecTBe (), 3aJ1aHa CTPYKTYpa
abenesoii rpynmel Q, (D), 0 ¥ T — MOACTaHOBKA
muoKecTBe Qp, 7: Q' = Q,, — mpom3BoIBHAS
¢yHkuss m —1 mepeMeHHOro. [Tomyyum
JIOCTATOYHBIC YCIIOBUS, IPH KOTOPBIX SIBISICTCS
oco0oii (pyHKIHS BHA:

f O, e, xm) = ()" @r(xz, .0, X))

WNutepec x TakuM (yHKOMSIM BBI3BaH,
MPEXe BCEro, WX OMEKTHBHOCTBIO 1O MEPBOMU
MepeMEHHOM U MMPOCTOTOM peaTn3alyu.

YT1Bep:kaenue 2.

Ecmu  cymectByroT aBTomMopdusM Y €
AutQ),(®) m momopdmsm y rpynn Q, (D) u
Q,(®) Takue, 9ro ¢ = Yy~ !, noxcranoeka
T HUMeeT BUJ TT = )((pm_lﬁ(o)(—l)ﬂ, GyHKIHUSA

(X s X)) = ()" @ B ()X B,
rne oGosHaueno ¢ =r(6X ,..,0%), 6 —
HelTpanpHBl dneMeHT rpynnel ), (@), To
GyHKITHS:

f(xll ...,Xm) = ((xl)n @T(XZ, -"lxm))a

SABJISIETCS OCOOOM.

Jloka3zaTreianbCcTBO.

ITycth h(xy, ..., Xpm) GbyHKIHS,
NPUBEJICHHAA B YTBEPXKAECHUH 1, M BBIIOJIHEHO
PaBEHCTBO:

f(xg, o, x) = h(xq, ... 2)

) X ).

dukcupys Bce apryMeHThl (QyHKOUU f,
KpOMe apryMeHTa ¢ HOMEpPOM [, 3HAYECHHUEM e,
paBHBIM HEWTPAITBHOMY DJIEMEHTY TPYIIBI
0,,(®), momyunm cucteMy paBeHCTB:

() @r(e, .. e))’ = ()™ )",

i\ A
((e)™@r(e, ...xi,..,e))a = ((xi)"’m_l) ,
i=2,..m (3)
N3 (3) cuemyer, 4uro (QYHKIUS T TpH
(uKcanuu Bcex ee apryMEeHTOB, KPOME OJHOTO,
3HAaYCHWEM €,  SBJIAETCS  IOJICTAHOBKOMU
MHOXecTBa (Q,, O6o3HaumMm:  y;,i = 2,..m,
MOJICTAHOBKY ~ MHOXecTBa  (2,,  JeicTBHe
KOTOPO# OTIpeIeSICHO PABEHCTBOM:
xVi = r(e, ..x;..,e),
u f; ToJCTaHOBKY casura rpynnsl ), (@) Ha
sanemeHnt d € Q,, (D).
Torma wMeeT MeCTO II€TOYKa pPAaBEHCTB
MOJICTAHOBOK:

nﬁr(e,...xi,..,e)o- = '(pm_lla 4
YiBeyno = @™ A, ,i=2,.m—1, (5)
Vmﬁ(e)"a = A (6)
[loncrasisst (6) B (4) u (5), mostyuum
nﬁr(e,...xi,..,e) = .(pm_lymﬁ(e)” >

YiBeyr = @™ YmBeym,, i =2,..m— 1.
OTcroa ciieyer, 4To

= Q" YmPBe. (7)

rae e’ onpeneneno e'@r(e,...,e) = ()"

vi= o™y, ,i=2,.m-1
C yuerom (6) paBeHCTBO (2)
peo0pa3zoBaTh CIEIYIOLUUM 00pa3oM:

((x)™ BT (xy, ooy x))°=
()" ® .... ®(xm_1)<p®xm)ym®en.

®)

MOZKHO

)
dukcupys apryMEHTBI X3y ey Xm
3HAYCHUEM €, U3 paBeHCTBa (8) moaydaem:
(x)"Dx,"?=

_ ((xl)(pm—1®(x2)<pm—2)Vmeaen.
Bocnonp3oBaBmuck COOTHOICHUIMHE (7) H
(8) (mpm i=2) H KOMMYTaTHBHOCTBIO
omepanun @, mpeobpasyeM  ImocleHee
PaBEHCTBO K BHY:
(x)?" Y@y, V2 =

((xl)‘pm_l®(x2)‘pm_2)ym€Br(e, ..e). (10)
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WUCIIOJIb30BAHUE CITELIMAJIBHBIX COOTHOILIEHUN B ABTOMATAX JIJ1I MOHUTOPUHTA...

[lockonbky x; Hu X, HE3aBUCHMEIC
nepeMeHHbIe, 9 — OUEKTUBHOE ITpeoOpa3oBaHue

MHOKECTBa Q,, To paBencto (10)
SKBUBAJICHTHO PABEHCTBY
()Ym@yrm =(x@y)¥m@r(e, ..e), (11)

KOTOPOE BBITOHSETCS IS JIIOOBIX X,y € Q.

W3 (11) cuemyer, uto e'm= r(e,...e).
[TosToMy (11) MOXHO mepenucarh CaeayoIuM
obpazom:

(x))’m@y)’m :(x®y)ym@e)’m.

Otcroma crnenyer, uro rpymmbl Q, (@) u
0,(®) wu3oTOMHBI, Kak KBa3urpymnmel. B
YaCTHOCTH, omneparuss &  KOMMYyTaTHBHA.
[Moxaxxem, uro rpynmel  Q,(B) u Q,(®)
HU30MOP(QHEIL.

[Tycts 8 — HEHTpaNBHBIN 3JIEMEHT TPYIIITHI
0, (). OO6o3HaumMm: d DdIEMEHT TPYIIIBI
0, (B) Ttakoii, uro dPe’™ = 6. Paccmorpum
JeHCTBHE TIOJICTAHOBKH Y = VY, 34 Ha DJIEMEHT

(x®y) rpymmer  Q,(®). Mmeem 1emouxy
paBEHCTB:
(x®@y)* = (x'm@y'm@d)dd = (xQy)* =
= @ O)S( " Dd)
— xx@yx

Otcrona cieayer, 4ro Y — u3oMophu3M
rpymn Q, (@) u Q,(®). IlosTomy cymecTByeT
asromoppm3m Y € AutQQ,(®) Takoii, uto @ =
xWx L. U3 pasencrra (9) nmomayuaem

((xl)n @ T'(Xz, ...,Xm):

)?" XD ... B (Xn—1)? B (X)) ¥ D(e)mDeT™

C yuerom (6) mmeem: T = @™ yfyr.
[TosTomy
(X2, o) Xpm)
= ()" XD ... B (1) PX B (X)) ¥ D ()
= ()" 7D ... D(X-1)*® B (xp) D ()

TeMm caMbIM yTBEpKICHHE JTOKa3aHO. B

B VYr1BepxneHuun 2 mpuBeleHO OIHUCAHUE
CTPYKTYPBI 0COOBIX ()YHKIIHA, TIPH TTOCTPOSHUH
KOTOPBIX HCIIOJB3YIOTCS TPYHIIOBas W yHapHas
omepanuu JUIT  OOecleYeHHS] OWUCKTHBHOCTH
(yHKIIUK OOpaTHOM CBS3M PETHCTpa CABUTA IO
MEepBOM TEPEeMEHHOHM, B TepMUHAX (YHKIIHIH,
PAcCMOTPEHHBIX B Y TBEPXKIACHUH 1.

[TosTomMy mJIsI TOCTPOCHHS TPUHIIUITHAIBHO
HOBBIX KJIacCOB OCOOBIX (YHKIHA U, B
YacTHOCTH, oOecHeueHus OHEKTHUBHOCTH IIO
OTIpeICIICHHBIM Habopam MTePEeMEHHBIX
HEOOXOAMMO HCIIONB30BaTh Oojee CIIOKHEBIE
anredpanyeckue CTpyKTYpHbI.

3akjoueHne

B pabote Ha 0cHOBE KOHTPOJIS BHITOJIHEHUS
OIIPENEIICHHBIX OTHOIIEHUH MEXKTy BXOJHBIMU U
BBIXOJHBIMHM TIOCJIEJIOBATEIIBHOCTSIMH, a TaK¥Ke

IIOCJICA0BATCIIBHOCTAMHU COCTOSTHHUH
aBTOMAaTHBIX  MOJCICH CCTCBBIX 00BHEKTOB
OpCAJIOKCH pad KPUTCPHUCB, I[TO3BOJIAIOMIUX

pacUIMPUTh CHEKTP CPEJICTB W IapamMeTpoOB
MOHHUTOPHUHTA KOMIIBIOTEPHBIX CHCTEM, B TOM
yrcie oTHocsmuxces Kk K.

B kauectBe HampapieHUi AaNlbHEHITHX
HCCIIeTOBAHUM TI€JIeCO00pa3HO pacCMOTPETh:

1)  pa3paboTKy aBTOMATHBIX MOJCICH
CpeJICTB MOHHUTOPHHTA, 00J1a1a101Ix
JOCTATOYHOM aHAJUTHYECKOM CIO0KHOCTBIO IS
oOecITeueHUsT YCTOMYMBOCTH STHX CPEJICTBA K
BHEIIIHUM BO3AEeHCTBHSIM, B TOM 4YHCIE, K
KOMITBIOTEPHBIM aTaKaM;

2) W3yYCHHE C IIeNIbI0 O0OOIICHHS u
anmpoOUpPOBAaHMS ~ HAWIYYIIMX  MHPOBBIX |
OTEUYECTBEHHBIX IMPAKTHK II0 HaIpaBICHHUIO
Pa3BUTHSI aBTOMATHO-AJITeOpanIeCKUX METOJI0B
MIPOTUBOICHCTBHUS KOMITBIOTCPHBIM aTaKaM;

3) WHTETrpanuio pacCMOTPEHHBIX B paboTe
IMOJXO0JI0B K MOHHTOPUHTY 00BekTOoB KHUU ¢
METOJJAMH M CPEJICTBAMH, MPETOKCHHBIMA H

onucanHbiMH B [1-4], W  MeXxaHU3MOM
KOMIUIEKCHOTO oreHuBanus (cMm. [11-12]) B
WHTepecax (OPMUPOBAHUS W  peau3aluu
CHCTEMHOT0  TOJAX0Ja K  OOECIeUeHUIO
HH(POPMAITHOHHOM 0€3011acCHOCTH KU
Poccutickoii ®enepanuu.
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USING OF THE AUTOMATA SPECIAL CONSTRUCTIONS FOR INFORMATION
SECURITY OF THE NETWORK OBJECTS MONITORING

A.O. Kalashnikov, A.Yu. Maksimovskiy

In the paper, a model of the information security monitoring of network objects is consider on the
basis anomaly detection using special properties input and output sequences.
Key words: critical information infrastructure, automata graph, shift register, the diameter of the
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UHCTPYMEHTAPHI T'PA®OBBIX BA3 JIAHHBIX JJI51 3AJIAY OBECIEUYEHUS
WH®OPMAIIMOHHOM BE3OINACHOCTH OPTAHU3AIIUMN

I[LIO. ®uask, C.B. Kopoaes, H.B. Te6ennkoB

PaccmarpuBaetcs npumeneHue rpadobix 6a3 qanabix ([BJ1) mis pemenus 3agad obecnedeHus
HH(POPMAITMOHHOM 0€30MMacHOCTY OPTaHU3alN KaK KOMIUICKCHOM MPOOIEeMBI, TIpeIyCMaTPUBAOIIEH
CUCTEMHBI TIOAXOJ pealn3alyy LEeJOTO psa TeCHO B3aMMOCBA3AaHHBIX 3ajad. PemieHne maHHbBIX
3amau  sBAsgeTca nOpoOjeMoli He TpUBUANBHON, MOCKOJBbKY OpraHu3alys SBJISAETCA CUCTEMOI,
obecrnieueHue MHGOPMALMOHHON 0€30MACHOCTH TAK)Ke ABJIAETCS CUCTEMOI ¢ OOJIbILIUM KOJIUYECTBOM,
MOJCUCTEM U NOA3aNay, KOTOPble HE MOIYT ObITb 3()()EKTUBHO PELIEHbI TPAJULIMOHHBIMU METOAAMMU,
MOCKOJIbKY 110 CYLIECTBY NPEACTABIISAOT COO0 CIIOKHBIE CUCTEMBI.

Kitouerrbie cnoBa: naHHbie, HH(MopMaLus, UHGOpMaLMOHHASA OE30MACHOCTD, PEASLUOHHbIC 0a3bl
JAaHHbIX, CTAHAAPTHL, Cped BU3yanuzauun, rpadosbie 6a3bl JaHHbIX.

Jlns pemenus mpoOieMbl oOecTeUeHHs
HH(POPMAITMOHHON 0e30TIaCHOCTH OpTraHU3aIlid
HE0OXOMMO, TIPEeXKJEe BCEro, OOpaTUTHCS K
TEPMHUHOJIOTAH, TIO3BOJISIFOIIEA JIaTh YeTKHUE
ONIpe/ICJICHUSI B paccMarpuBaeMoil o0jacTu,
MpeXae BCEero TOHATHIO HH(OPMAIMOHHON
0e3011aCHOCTH OpraHu3aIum.

Hudpopmayuonnas bezonacrHocmo
opeanwzayuu (Mb  opeanuzayuu) — COCTOSHUE
3AIMUINEHHOCTH  WHTEPECOB  OpPraHM3allid B
YCJIOBUSIX YIpo3 B UH(OPMAIIMOHHOM cdepe.

Ipumeuanue: 3aUMIIEHHOCTh  JOCTHraeTcs
obecneueHreM COBOKYMHOCTH CBOICTB
UH(pOPMaALIMOHHOM 0e30MacHOCTH -
KOH(UACHITHATTLHOCTHIO, IEJIOCTHOCTBIO,
JAOCTYIHOCTBIO l/lHd)OpMaLll/IOHHle AaKTUBOB H
UH(pacTpyKTypbl opranuzauuu. llpuopuTeTHOCTD
CBOMCTB uHGOPMAITHOHHO N 0e30MacHOCTH
ompeaensieTcs 3HAUMMOCTBIO  WH(OPMAIIHOHHBIX
aKTMBOB [JIsi WHTepecoB (1iesiell) oOpraHuzanuu
(I'OCT P 50922-2006 3awuma ungopmayuu.
OcHoguvie mepmunsl u onpeoenenus) [1].

B TOCTe [2] (Puc. 1) mnomumo
OTpeAeTICHNA TPUBOJIUTCSI OHTOJIOTHSI, CHCTEMA
uH(]pOpMaAITMOHHONH 0€30MIaCHOCTH OpTraHU3aIiN
(Puc. 2, 3). Pemnrenne yka3zaHHOU 3a1a9d MOXKET

Dunsk [Terp IOpbeBuu - CBbIKTbIBKapCKu i
rocyaapcTBeHHbIil yHuBepcuter (CI'Y), KaHA. TexH.
HayK, TOLEHT, e-mail: paralax-1@yandex.ru

Kopones Cepreii Bnagumuposuy — CbhIKTbIBKAPCKU
rocynapctBeHHslii yHusepceuret (CI'Y), cTyaeHT,

e-mail: korolievsergo@yandex.ru

TebenbkoB Hukuta BragumupoBuy — ChIKThIBKApCKUi
rocyaapcTBeHHbI yAuBepeuTeT (CI'Y), cTynenT

e-mail: tebenkov.nikita@yandex.ru

OBITH MOJIy4EeHO c HCIIOJIb30BAHUEM
TPAAMIIMOHHOTO  MOJAXO0Ja  —MAJIsd  KaXJO0ro
DIIEMEHTA W/WJIH MOJCUCTEMBI 00IIeH cucmembl
obecnieueHuss MHOOPMAIIMOHHONW O€30IacCHOCTH
OpraHu3allid, a 3aTeM YCTAHOBJICHHUS W y4eTa
BCEX CYIIECTBYIOINIHUX CBSI3eld MEXIy STUMHU
MOJICUCTCMAMH/IJIEMCHTAMU  SJTAHON  CHCTEMBI
Oe3zonacHocTH. be3 ycTaHOBIEHHUS U yueTa
CBSI3CH CHCTEMBI 0€30TIaCHOCTH HE OyJIeT.

[Ipu TPaJAUIIIOHHOM MOAXO0/e
YCTaHOBIIGHHE  CBsI3eH  (relations)  Mexmy
DIIEMEHTAMH CHUCTEMBI MPOU3BOJIUTCS Uepe3
MPOCTHIE CBSI3U KaXKIOTO 3JIEeMEHTa ¢ APYTUM U,
COOTBETCTBCHHO, CBSI3€H  OTUX  «JIPYTHX»
AJIEMEHTOB JIPYT C APYroM, a TaKXke NaHHbIX (U
0a3 JTaHHBIX ), XapaKTCPU3YIOMUX ITU IICMCHTHI
aHAJIOTHYHBIM OOpa3oM. Jlerko 3aMeTuTh, 4TO
[IPH TAKOM TIOJIXOJIC PEYb HJIET O CBSI3U JIAHHBIX,
MpEeACTaBICHHBIX B TaOIWYHOM BHUJE, HIH O
PEJSIIIMOHHBIX 0a3axX JaHHBIX.

B YCIIOBHUSIX uH(OPMAITMOHHOM
neperpy3kd, ¢  Y4eTOM  OTrpaHUYEHHOCTH
BO3MOYKHOCTEH T'OJIOBHOTO MO3Ta 4esioBeka (35
skcabaT BocmpuHUMaeMod uHpopMmammu) [1-
10], BO3HMKaeT HEOOXOIUMOCTH IHPUMEHEHUSs
HOBOM MeTOA0JOTHH pabdoThl ¢ HH(popMaImeit —
aKTHBHO€ W  MacIiTadHOE HCIIOJIh30BaHUC
CpencTB  BU3yalmm3anuud  uHpopmanuu, B
yacTHOCTH TpadoBeix 0a3 manHbIX (I'BM) n
cucteM ympaBienuwsi rpadoBeiMu  Oazamu
nanubix ('CYBM). Iloatomy npumenenue I'BJI
u I'CYB]] B undopmarnmonnoii 6e30macHOCTH
(b) sBnsieTcs KpaliHe aKTyalbHbBIM.

JUts  dopmanm3anum yKazaHHOW 3ajadu
obecrnieueHuss MH(OOPMAIIMOHHONW O€30IacHOCTH
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[1.IO. ®UJISK, C.B. KOPOJIEB. H.B. TEFEHBKOB

OpraHu3aIlfH, TIpUIaHUS HATJISAHOCTH
UMEFOIIIMCSI B3aUMOCBSI3SIM KpaiHIO0
3pPEKTHBHOCTh  JIEMOHCTPHPYIOT TpadoBbIe

6a3pl maHHbIX (I'BJ]) W cucTembl yrpaBIICHHS
rpagoBeiMua 6azamu maHHBIX (I'CYBJI), merko
peanusyromue cereBoi noaxon [4,8,9]. CereBas
mozens ['CYBJl, mpencraBnsromas coOoi
pacuiMpeHre HUepapXU4eckoro Moaxoia, B
YaCTHOCTH, Ha  OCHOBE  HCITOJIb30BAHUS
TUCKPETHOM MaTeMaThKu, Teopuu TIpadoB U
MaTeMaTHIeCKUX METO/IOB ITO3BOJISIET
agexkBaTHO ¥ 3(P(EeKTUBHO  OINHUCHIBATH
CTPYKTYPHBIA acCIIeKT, acleKT IEJIOCTHOCTH M
acmekT oOpaboTKH MaHHBIX B CETEBBIX 0Oa3zax
nanuabix [11-16]. Jlns oGo3HadeHus: CyObEKTOB,
oTHoIeHUH U 00BekTOB B RDF ucnonb3yrores
URI  (Universal Resource Identifier -
YHUBEPCAIBHBIA HACHTU(HKATOP pecypcea) [16].

B kadecTBe WHCTpYMEHTA peaTU3alMH
JJAaHHOTO ToAXxoja BbIOpaHa rTpadoBas 0Oaza
naHabpX Neo4j, kak Hamboyiee MPOCTOW st
MOHUMaHUs, HarSIAHBIE © 3 QPEeKTUBHBIH
BapHaHT U3 crieKTpa Bo3MOXKHBIX [11-20]. Neo4]
- TpadoBas cucTeMa yHOpaBlieHHus OazaMu
JAHHBIX C OTKPBITBIM HCXOJHBIM  KOJIOM,
peanm3oBanHas Ha Java. [lo cocrosHuio Ha
2015 rox cumTaercst caMoil pacnpocTpaHEHHON
rpadosoii CYB/I. PazpaboTurk - amepuKaHCKast
kommaaust Neo  Technology, pa3paboTka
Benéred ¢ 2003 roxa.

B CVYB]] wucnomssyercst CcOOCTBEHHBIN
s3bIK 3ampocoB - Cypher, HO 3ampochl MOXKHO
Jenatb W JIPYTAMH CIocoOaMH, Halpumep,
Hampsmyro yepe3 Java API u Ha s3p1ke Gremlin,
CO3JaHHOM B TIPOCKTE C OTKPBITHIM HCXOTHBIM

kojoM TinkerPop. Cypher siBisieTcss He TOJNBKO
SI3BIKOM 3ampocoB, HO " SI3BIKOM
MaHUIYJIUPOBAHHUS  JTAHHBIMH, TaK  Kak
NpeIoCTaBIseT (GhyHKIUH CRUD I
rpagoBoro xpanunmma [11-20].

Neod4] MoXeT XpaHHTh TPHJUIHOHBI
00BEKTOB JUJII CcaMbIX OoJbIHX HAOOPOB
TAHHBIX, KOTOPBIE TOJBKO MOYKHO MPEICTABUTb,
W IPH 3TOM UYYBCTBHUTENEH K KOMIIAKTHOMY
XpaHunuiry. J[7as mpou3BOACTBEHHBIX Cped OH
MOXET OBITh Pa3BEpPHYT KaK MacITaOupyeMbli
OTKa30yCTOWYUBBLIM KiacTep wammH. M3-3a
BBICOKO# MacmTabupyemMocTs Kiactepam Neodj
TpeOyeTcsi BCero NecSITKHu MalluH, a He COTHHU
WU THICSAYU, YTO IIO3BOJISIET COKOHOMMTH Ha
CTOMMOCTH H  CJIOXHOCTH  JKCIUIyaTalluu.

Jlpyrue QYHKIEH JUIE  TTPOM3BOJICTBEHHBIX
NPUJIOKEHUN BKJIIOYAIOT T[OpsiYee pPE3epBHOE
KOIIUPOBAHUE 5 paclIMpPEeHHbIN
MOHUTOPHUHT[21].

B kauectBe mpumepa pemenus 3anad, 1o
TOIIOJIOTUH AQHAJIOTUYHBIX 3a71a4aM

obecrieueHusT HHPOPMAITMOHHOW OE30IMaCHOCTH
BBIOpaHa HarJsIHAs CeTeBas HepapXHuecKas
3a/ava:

Peammzanus 3agaun — «B3auMocBa3b
OCHOBHBIX MOHSITHII:

Jis  peanm3anuM  NEPBOrO  IpUMeEpa
nonanooutcss 'OCT P 53114-2008 «3amura
nHpopmaruu. OdecneueHrne UHPpOPMAITMOHHOM
Oe3omacHocTH B opradu3anud. OCHOBHBIC
TEPMUHBI B OTIPEIICIICHUS .

MINOCT P 53114-2008 3awmnTta MHdpopmMmaummn. O6ecnevyeHue
MHpopmMaLMOHHOM 6e30NacHOCTU B opraHusauvmn.
OcCHOBHbIE TEPMMWHbI U onpegerieHUsN

MOCT P 53114-2008

Npynna TOO

Puc. 1. TOCT P 53114-2008

HyxHo CKOMIIOHOBATh BCIO
uH(pOpMaIMIo, XpaHsiytocs Ha 14 cTpaHunax,

B OAWH HEOONBIIOW Tpad I TPOCTOTHI
oOpaIieHus K HemMy.
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6e3onacHoOCTb P®
[ o oprarmsaum |
Puckn Ub B
opraHusauumn

Kputepuun UB

Cnyxb6a b Monutuka UB

opraHusauum opraHusauumn

i st
vb

opraHuvsauunm

Mepb!
6es3onacHoOCTM [loKymeHTauuoHHoe

Yrposa UB obecneyenve Ub
opraHusauum
3aWmTbl Mpoueccet CBmnaeTenbCcTso

KCnmn MeHeAMeHTa Cucrtema ayauta Ub
71 ANOKyMeHTauum opraHusaumm
Wb opranusauun

NHpopmaumnoHHbie
pecypcbl opraHusauumn

3awmutaeman nHbopmaums Npouecco UT
opraHusauum

Puc. 2. OcHOBHbIE TepMUHBI U OmpeneneHus - ceteBast moaens - FOCT P 53114-2008

O6beKT ayauTta UB
opraHuMsauum

IIpocmuie Cypher komanouvl Co3znaTh 2 cBSI3aHHBIE HOJIBIL:
Create(n:root{name:”be3onacHocTs”})
Co3sanne HOABI C METKOM: RETURN n
Create  (n:root{name:”be3zonacHocTs”}) Create(b:country {name:"Poccus"})
RETURN n Merge (a)-[r:]-(b);
BriOpath BCe HOMBL VYV 1anuTh Bce CBA3aHHBIE HOMBL:
MATCH (n) RETURN n match (n)-[r]-() DELETE n.r;
Ha pwc. 3 mpencraBieHbl OCHOBHBIC
BriOpath Bce HONBI ¢ MeTkoM “localplace”  pomsgrug B obnactu obecnieueHus
u nmenem Wb opranusannu HH(pOPMAIOHHON 0E30IIaCHOCTH OpraHU3aIUuH

MATCH(n: localplace {name:” Ub g Poccuiickoit Deneparium.

opranuzanuu’}) RETURN n

Ayanr ME
opranmcau...

5

O6uext
ayanra ME
oprammoa...

%
.
opr-um.- i) °_ro
w— '9' ‘@
=,
0 Rarg, s
= ye6a ME /
opr:nnaaq
el =
opranmca.

=D TS
npou.oou
mabans

Puc. 3. B3aumMocBsi3b OCHOBHBIX MOHATUI B 00nacTu obecneuenus Ub opranuzauuu
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®parMeHT Koja:

CREATE
(C0" :root {name:"be3omacHocTh"}) ,
('1" :country {name:"Poccus"}) ,

2" :localplace {name:"Ub
opraHuzanuu'}) ,

('3 :Node {name:"Puckm Wb B
opranuzanusx"}) ,

4 :Node  {name:"Cnyx06a Wb
opraHuzanuu'}) ,

(5" :Node {name:"llomutnka Wb
opraHuzanuu'}) ,

6 :Node {name:"Ayaut b

opraHuzanuu'}) ,
(7" :Node {name:"Nuuuaent b"}) ,
('8 :Node {name:"CMHWB"}) ,
('9" :Node {name:"lleniu Ub"}) ,
("'10" :Node {name:"¥Yrpo3a b"}),
(11" :Node {name:"O0BeKT 3aIUTHI"}) ,

C12° :Node {name:"MepsI
Oe3omacHocTH"}) ,
(C13° :Node {name:"IIpormecchr

MeHemkementa b "}) ,
(‘14" :Node {name:"KCHUN"}) ,

(‘15" :Node {name:"JloKyMEeHTallTHOHHOE

obecneuenue b opranmzanuu"}) ,

(16" :Node {name:"O0nekT ayauta Ub
opraHmu3anuu'}) ,

C17 :Node {name:"Cucrema
nokyMeHTanuu Ub opranuzamun'}) ,

("18" :Node {name:"Kpurepun Nb"}) ,

('19°  :Node {name:"CBunereabCcTBO
aynurta b opranuzamuu'}) ,

(‘20" :Node {name:"uHpopmanmnoHHbIc
pecypchl (aKTUBBI) OpraHu3aiuu’ }) ,

21 :Node {name:"3amuImaemas
nH(popMaIs B opranuzanuun'}) ,

('22" :Node {name:"ITponieccer UT"})

Ha puc. 4 npencraBneHa jeranu3anus
CHUCTeMBI  o0ecriedeHus]  MHPOPMAITMOHHON
Oe3omacHocTH opranu3anuu B rpadopoit CYB/]
Neo4j, w®3  KOTOpoH  BHJHA  CHCTeMa
obecrnieueHus HHPOPMAITHOHHON O€301IaCHOCTH,
Kak T[OJICUCTeMa CHCTEMBbl  oOecTieYeHUs
nHpoOpMaIMoOHHON Oe3omacHocTH Poccuiickoi
Oenepanuu. B cBoro  ouepenp  cucrema
nHpoOpMaIMoOHHON Oe3omacHocTH Poccuiickoi
deneparnu  SIBIASETCS MOJACHCTEMONW CHCTEMBI
HalMoHaIbHOM Oe3onacHocTd P® m 1.1, [23].
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3akiaoueHne

[IpencraBieHHblii B cTatbe TNpUMEp
MOKAa3bIBaCT MOJXOJ K PEIICHHIO MPOoOIeMbl
oOecrreueHusT HHPOPMAITMOHHOW OE30MacHOCTH
MyTeM HUCHOJIb30BaHUS TpadoBBIX CHUCTEM
yhpapieHus: 0a3zaMu JaHHBIX. | pUBHAIBHOCTH
MPUBEJICHHBIX TPUMEPOB OOYCIIOBIEHA JIWIIb
OTPaHUUYEHHOCTHIO 00BEMOB Marepuana,
KOTOPBIH MOXHO OTpa3uTh B CcTarbe, U
3HAHUSIMA B 0OJIacTH  WH(OPMAIHOHHON
6€e30I1acHOCTH, KEeITaHUEeM MPEICTaBUTh
HaTJISITHO MPOCTOTY " BO3MOKHOCTH
WHCTPYMEHTA, OJHAKO ATO OTHIOAb HE yMaliseT
(yHKIIMOHAT, TIyOWHY, CIEKTP W CIOXXHOCTH
3a/1a4, KOTOPBIE MOXHO peIiaTh C TOMOINIBIO
rpadoBeIX 0a3 JAaHHBIX. DTOMY IOJXOAY «IIO
miedy» mobasi ceTeBasi CTpyKTypa M JHoOOH

KJj1acc 3ajaa4, OIIMCBHIBACMBbIX CCTCBBIMH
MOJCIISIMH, 4qTo ABIISACTCA XapaKTCPHBIM
HUMIICPpATUBOM JJIsL PELICHUA 3aga4d

UH(POPMAITMOHHON 0€30MaCHOCTH.
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OI'BOY BO «ChIKTBIBKApCKHH TOCy1apCTBEHHBIN YHUBEPCUTET UMeHH [lutupuma
Copoxuna
Syktyvkar State University them. Pitirim Sorokin

TOOLKIT GRAPH DATABASES FOR INFORMATION SECURITY TASKS
ORGANIZATION

P.Yu. Filyak, S.V. Koroliev, N.V. Tebenkov

The application of graph databases (GDB) to meet the challenges of information security of the
Organization as a complex problem, involving a systematic approach a number of closely related
tasks. The solution of these tasks is not trivial, since the organization is a system information security
is also a system with lots of, subsystems and subtasks, which cannot be effectively addressed
traditional methods, because essentially represent a complex system.

Keywords: data, information, information security, relational databases, standards, environment

of visualization, graph databases.
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CUCTEMA OBHAPYKEHUSI BTOP)KEI-“II/II‘/'I B IP-CETH C UCIIOJIb30BAHUEM
HUCKYCCTBEHHBIX HEMPOHHBIX CETEN AJAIITUBHO-PE3OHAHCHOM TEOPUU
C UEPAPXUYECKOM CTPYKTYPOU TAMSTH

JA.I'. bByxanos, B.M. IloasikoB

Pa3zpaborana cTpykTypa cucTeMbl OOHApyKeHUI BTOPKEHHWH Ha OCHOBE WHTEIJIEKTYaJIbHBIX
MeTonoB aHanmsza. [IpemnoxeHa monudpunupoBaHHas cTpykrypa APT-2 ceTm ¢ MHOTOYpOBHEBOIM

MaMSThIO,

COCTOSHUA KOMHLIOTepHOﬁ CCTH.

apXUTEKTypa KOTOPOM MO3BOJIAET 3HAYMTENILHO YMEHBILINTh BpPEMsl OMpeAeseHHs
PazpaGoTtaHbl

QITOPUTMBI  paboThl  Kiaccupukaropa B

napayielbHOM pexxnme pabothl. Ha ocHoBe metoawkm DigitalSecurity mpoBeneHa orieHka pUCKOB
GYHKIIMOHUPOBAHUS WH()OPMAIMOHHON CHCTEMBI J0 M TOCIe BHEAPSHUS pa3pabOTaHHOW CUCTEMBI
OOHapyXeHHl BTOpKCHHI. BbIMoNHeHa ampoOarisi CHCTEMBI Ha JaHHBIX, TPEICTABICHHBIX B

BbIOOpKe KDD.

KmodeBble croBa: cucteMa OOHapyXeHUsl BTOPXKEHWH, WCKYyCCTBEHHbIE HEHpPOHHBIE CETH,

aoarTUBHO-PE30HAHCHAA TCOPHAL.

BBenenmne

CornacHo aHanmu3y kmbep-atak 2015-2016
TOJIOB, BBIMOJTHEHHOMY Kommanuel Positive
Technologies[1], HapymmTens mnepexoasT Ha
Oojiee TIPOCTBIE METOABI IMPOHUKHOBCHHS B
komrbioTepHyto cetb (KC). B 20% cmyuaes
WCITOJIB30BAIMCH YSI3BHMOCTH HYJIEBOTO JIHS,
Npd 3TOM CpelAHee BpeMsi MPUCYTCTBUS
aTaKyIOIUX B CHCTEME YBEIHUYHJIOCH J0 3 JIeT
[2]. Coraacmo otuery 2018 roma Positive
Technologies o ysI3BUMOCTSIX KOPIIOPATHBHBIX
HH(POPMAITHOHHBIX CUCTEM [3], IO CpaBHEHHMIO C
TNPEABIYIEM TOJAOM JOJST KOPIOPATHBHBIX
CHUCTEM, B KOTOpPBIX OBUTH OOHApPYKEHBI
VSI3BUMOCTH ~ KPHTHUYECKOHW CTETICHH pHUCKa,
BBIpOCTa B JBa paza. B oTuere ckazaHoO, 4TO
TEHICHITAS VYMCHBIICHHS CIIOYKHOCTH
npourkHOBeHUs: B KC 17151 3710yMBIIUICHHUKOB

coxpansiercs. CoriacHO TOJOBOMY OTYETY
Cisco mo wuH(pOpManuOHHONW O€30ImacHOCTH
2018 roma[4] poct umciaa  HWHIUICHTOB
HapylIaroImux ceTeByro OezomacHoctu KC
BBIPOC B YeTelpe  pasa, a  pocT
3a(pUKCUPOBAHHOTO ~ HOBOTO  TPOrPAMMHOIO
obecreuenus (I10) cnocoOcTByIOIIEMY STOMY B
OJIMHHA/IIATH. JlaHHbIC u3 OTUYETOB
MOKA3bIBAIOT, YTO  3ajgadya  OOecHeYeHHUs

6e3onmacHoct KC B momHOU Mepe He WMeer

ByxanoB Imutpuii 'ennanbeBuu — BI'TY umMm. LllyxoBa,
CTapInuii mpenoaasarenb, email: buhanov.dg@bstu.ru
[TosisixkoB Bnagumup Muxaiinosuu — BI'TY um. IllyxoBa,
KaHI. TeXH. HayK, TOIIECHT, 3aB. Kadempoii, email:
p_v_m_(@mail.ru

JIOCTYITHOTO ¥ Ka4€CTBEHHOTO METO/Ia PEIICHHUSI.
B [5] npuBeneHbl OCHOBHBIE MEXaHHW3MBbI

obecneueHUuS ceTeBoii 0e30ITaCHOCTH,
KOTOPBIMH SIBJISIFOTCS TOJTUTHKH
nH(HOPMAITUOHHOM 0e301MacHOCTH [6-8],

CHUCTEMBI CerMEHTaluu Tpaduka, opraHU3alun
BUPTYaJIbHBIX CETEH, CUCTEMbI TYHHEJIMPOBAHUS
TpaduKa, OpraHu3allii BHPTYAIbHBIX YaCTHBIX
cereil [9,10] cucrembl TpaHCHSILUK aIPECOB U
MOPTOB, MEXKceTeBble 3KpaHbl (MD), a Takxke
cucteMbl oOHapyxeHus: BropxeHuit (COB).
Ananu3 PHUCKOB uH(pOopMaITnOHHON
6e3omacuoctu[11-14] moO3BOMSIET OMpeEETUTh
CIIUCOK MEP, CPEJICTB U MEXaHU3MOB, KOTOPbIE
OyayT HamOosiee 2P PEeKTUBHBI IPH BHEJIPCHAN B
sammuimaemyro  cuctemy. Jlna KC  maumOonee
3pGEeKTHBHON  Mepoil  CHWIKCHHsI  pHUCKa
vH(pOopMaAIMOHHONW  0Ee30MacHOCTH  SIBIISETCS
BHesipeHue COB, ux pabota ocHOBBIBaeTCS Ha
OTpeNIeICHUH © KJIACCU(UKAIUU COCTOSHUS
koMmnbtotepHoit cetu (CKC). Ilpu peanuzainuu
COB ucnonp3yroTes JiBa OCHOBHBIX MOAX0Ja K
OTIPE/ICIICHHUTO CKC. [TepBorit TOIXOJI
OCHOBBIBAC€TCS HaA BBIIBICHUH U3 CETEBOTO
Tpaduka W3BECTHBIX NPU3HAKOB (CHTHATYp) W
X JanbHe#med kiaccudukauu|l5]. Bropoii
0AX0/ npeArnoaraer onpeJieeHue
otkioHeHus Tekymero CKC oT HopMallbHOTO
(BBISIBIICHHE aHomanuu)[16]. OCHOBHBIM
HEJOCTATKOM TEPBOTO  MOAXOAA  SIBISIETCS
HEBO3MOKHOCTh OTIPEICIICHUSI HOBOTO
COCTOSIHUS, T.€. MIOKAa aJIMUHUCTPATOP CETH WU
DKCIIEPT HE CMOXXET BBISIBUTH IPU3HAKHU IS

44

HHOOPMALIUA U BE3OIIACHOCTb. 2019, T. 22, Bun. 1



J.I. BYXAHOB, B.M. IIOJISIKOB

HOBOTO COCTOSIHHSI, OHO KJIaCCH(HUITUPOBAHO HE
oynet. Vcnonp3oBanre Moax0/1a, OCHOBAHHOTO
Ha BBISIBJICHUH aHOMAJHM, JaeT BO3MOXKHOCTH
pearupoBaTh Ha HOBbIe coctossHUs. COB,
KOTOPBIC HCIOJIB3YIOT BTOPOH TOJXOJI, UMEIOT
Oonee CIOXHYIO CTPYKTYpy M TPOU3BOIST
OomblIee KOJIMYECTBO OIKUO0K pu
knaccupukanun. Jlng  peamuszamuun  COB,
KOTOpBIC BBISBISIIOT aHOMAJIMH, KakK MPaBHUIIO,
UCIIONIB3YIOTCS.  METOJABl HMHTEIIEKTYaJIbHOTO
ananusa gaHusix (MUAJL).

B paGorax [16-18] paccmarpuBaroTcs
BO3MOYKHOCTH TIPUMEHECHHSI METOJIa Ha OCHOBE
HaWBHOTO  OallecOBCKOTO  BBIBOJA  MpH
peamuzaiuu  moayis anaim3a B COB, B
[19]pa3paboTana MO/JIENIb CHUCTEMBI
oOHapy>XeHHUs aTak “‘oTKaza B OOCIyXKUBaHWHU
Ha OCHOBE MeToJa OIOPHBIX BEKTOPOB, B
[20,21] mns ompenenenusi CKC mpesiiokeHo
UCIIOJIH30BaTh AITOPUTMBI KJIACTEPHOTO
ananusa. B paborax [22—-24] ucmoiab30BaINCh
JEpeBhbsl pElIeHu i 3adad OmpenencHus
CKC. B «xauecTtBe TECTOBBIX JaHHBIX B

OompIIMHCTBE pabOT OblIa  HCIOJb30BaHA
BBIOOpKA KDD’99[25,26]. CymectByer
OobIIIOe KOJINUECTBO pabot [27-32]

TTOCBSIINICHHBIX HCCIICIOBAHUIO U TTPUMCHEHHIO
HeueTkou joruku ajs ompeaenenuss CKC. Ha
HECOBEPIIIEHCTBA BBIIIIEYTTOMSIHYTOTO
HHCTPYMEHTApUsI  YKa3bIBAIOT  CIEAYIOIIUE
MIPOTUBOPEYHS MEKJTY:
- O0JIbIIMM HAOOPOM Pa3HOPOIHBIX THIIOB
naHabiX 0 CKC M OrpaHUYeHHOCTHIO METOJIOB
dbopMaM3aKl  3aBUCHMOCTEH  TapaMeTpoB
IIOTOKOB JaHHBIX CETEBOTO Tpaduka,
CYIIECTBEHHO  YBEIHMYHMBAIOIIEE PACCTOSIHUE
MEXK]Ty MOJICIIBIO U JaHHBIMU PeaIbHOTO MHPA,
- OONBIIMM  KOJIMYECTBOM  MapaMeTpoB
ananusa j1s onpeaeneauss CKC u orcyrcTBremM
MoOJieei, CHOCOOHBIX YYHTBHIBATH CKPBITHIC
KOPPEJISIUU MapaMeTPOB CETEBOW aKTUBHOCTH;
- CKOPOCTBIO pa3BUTHUS TEXHOJIOTUI
HHTEepHET, a Tak)Ke KaHAJIOB Iepeadyd JaHHbIX
U CYIIECTBYIOITUMH MOJCISIMH, W METOJaMU
KIacCU(UKAIIMA  COCTOSIHHSL  KOMIIBIOTEPHOU
CETH, KOTOphIE HE MOTYT aJalTHPOBATBCSI K
onpeaenennto HoBbx CKC.

Hau6onee NePCHEKTUBHBIMU "

WHTCHCUBHO  pa3BUBAIOIIAMHKCS  METOJaMHU
WHTEJUICKTYaTbHOTO aHaTN3a JTaHHBIX SIBISIFOTCS
METO/Ibl Ha OCHOBE MCKYCCTBEHHBIX HEHPOHHBIX
cerei (MHC) [33-37]. [Ilpm Oonpmux
JIOCTOMHCTBAX, KOTOpBIC o0ecIeunBaloT
ucnonbs3oBanne MHC npu onpenenenun CKC,
CYIIECTBYET PsiI HEPEIICHHBIX MPOOJIeM:

— OTCYTCTBHE BO3MOXHOCTH JI0OOYyUEHHUSI B
pexkuMe pyHKITMOHUPOBAHUS,

— OrpaHWYCHHUs Ha 00BEM 3alIOMHUHAEMBIX

00pa3os, KOTOpBIE 00yCITOBICHBI
apxutektypamu MHC;
— HeJ0CTaTOYHAas CKOPOCTh

KITacCHpHUKAIUN 00pa3oB.
B Buay 0o0JbIIONH pa3HOPOIHOCTH TAHHBIX
B CETEBOM TpauKe W OBICTPOH W3MEHUYHBOCTH

cocrosauit  KC npu  peamuzanuun  COB
npejiaraeTesl B KadecTBe Kiraccudukaropa
CKC HUCIIOJIB30BAaTh NHC aganTUBHO-

PE30HAHCHOI TEOpPUH, OCHOBHBIE ITOJIOKEHUS
KOTOPBIX chopMyIupoBaHbl B padbortax [38,39].

PaccmoTpuM cocTaB OCHOBHBIX 3ajiad TpH
paspadoTtke pacrpeneneaaoii COB B IP— ceTsax.

Pa3zpabGorka KOHIENTYAJIbHOI
CTPYKTYpHOii Moaeau pacnpeaenennoii COB.
Jlnst moBelenus: orkazoycroitunBoctu COB u
pacnpenenenuto Harpy3ku Ha KC mpennaraercs
JeNeHTpau3almsl  Ipoliecca  OIpeneeHus
CKC. ABTOMaTHU3UpOBAaHHAS crucTeMa
oOHapy>XeHUsI HapylieHW Oe30macHOCTH B
KOMIIBIOTEPHBIX CETAX COCTOUT W3 JIBYX THUIIOB
MPOTPaMMHBIX areHTOB:

- areHt cOopa uHMopMaIu U YIpaBICHUS
COCIMHEHUSIMH;
- areHT aHauusa.

JenenTpanu3arms JTIUArHOCTUPOBAHUS
JIOCTUTAeTCsl IyTeM pas3fesIeHUus] CUCTEMbl Ha
CEerMEHTBI, KXl M3 KOTOPBIX COCTOUT W3
OJIHOTO areHTa aHaju3a U HECKOJIbKUX areHTOB
cbopa uHpopMaruu u VIIpaBJICHUS
COeMHEeHUSIMH. JJisi CHHXPOHU3AIUN JaHHBIX O
COCTOSTHUU ceTr arcHThI aHaim3a
0OMEHHUBAIOTCS MEXIYy COOOM COOOIICHUSIMH O
NMOTEHIIMAIBHBIX ~ aTakax. Ha  pwuc. 1
MpEeACTaBIeH TpUMEpP TOMOJIOTHU CETH C
yYKa3aHUEM Ha HEH pacloJIOKEHUsT U CB3EH
areaToB COB.
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e 3 =
]

Arent anamusa Tpaduxa

Arent c6opa rdopyanuy 1
YTIPABTeHHA COSTHHERHIMH

—>  Kanan nepenaun zammuix

...... »  Kamax mepenaun zammmix Mexay arenTaym copa
® -4 ¢

————  DesomacHi kana7 mepenad JaHHLIX MEAIY areHTaMH

I'me PC — pabouas crammus, K -
KOMMYHUKAIIMOHHOE o0opyJ0BaHUE. "3
pUCYHKA BHJHO, YTO JJII KaXKIOH TPYMITBI
pabouux cTaHIU{A BBIJIEIEH OAMH  y3el,
3aHUMAIOLIUICS aHATN30M CEeTeBOro Tpaduka.
Takum oOpazomM, B JEHEHTPAIM30BAHHOU
cucteMe OOHApyKEeHHsI BTOpPXKEHUU Oosblas
Harpyska, CONpSDKEHHasi C aHaJIU30M CETEBOIO
TpaduKa, pacrpenensieTcs MeXIy HECKOJIbKUMHU
y3J1aMH.

ArenTsl cOopa uHGOpPMAIUA U KOHTPOJIsS
COCIMHEHUN YCTAaHABJIMBAIOTCS HA KaXKIbBIA
y3en cerd. OHE BBINOJHSIOT (QYHKIHIO cOopa

AreHT cOopa HHpOpMAIHI

1 IIpuioxenne
BEPXHETO
VPOEHA

Mozyas ynpaeieHna
CO€JHHEHHAMH

OTKIOHCHHE COCOIHHCHHA

6}¢Ep OTEET NOJIB30BATEIBCKOIO

| COeTHHEHHIT | TIPHIOKEHHA
I Y AT
Mozyas )
i AHATHIHPYeM
eralHu
arp TpadHK
CETEBOro
3anpeTHTD JaHHBIE Tpaduxa
COoeIMHEHHe —
NpHAOKEHHHA | (peap)
v T
Hurtepneprarop Iy ' In
KOMaH
AQHATHTHYECKOTO Koanynn- .
arenta KaLIHOHHBIH NCTP
MOIYIb

KOMaHa aHaTIH3aTopa

a@aTHs2

Puc. 1. Tonmonorus koMmneloTepHOl ceTn U cTpyktypa COB

CETEBOTO Tpaduka Hu BBLIEJICHUS
AHATU3UPYEMBIX apaMmeTpoB CETEBBIX
COEIMHEHNN.

ATEHTHl aHaJIM3a BBITOJHSIIOT arperauio
JMAHHBIX areHToB cOopa uHpopManmuu U
nocaeayromeit nx odpadborku. Ha ocHose Hero
areHT aHalIu3a OMpeJeNseT, MPOUCXOAUT JH B
JAHHBIA ~ MOMEHT  araka WJIH  IIOIBITKA
BTOPXKCHHSI B CE€Th, M €CIH MPOUCXOIUT,
OTIpe/IeTISIeT e¢ THIL.

PaccMoTpuM CTpyKTypbl areHToB U UX
B3aumoeticreue 8 COB.

AHaIHTHYECKHII areHT

CHcrema Mozyas bR

YBEIOMIEHHIE 00 | [:xypHaHpoBanma :._
AHOMATBPHOH
aKTHBEHOCTH

Komanausli MOAy1E

ONOBCIIEHHE
! aaMHHHCTpaTopa

Moayas | CHHCOK ; |
> HER T
npHema 1 ATCHIOB; ¢ : B
JaHHBIX L. SO0R3. 1.
' CIIHCOK '
Il g > areHToE |-
0 In | !
YYyy Lo..@HAIMW.__.+ !
H AL
Moayas
amammsa [~R—p--- - -MOZYTE NPHHATHA-.
Tpaduka s, PeIIEHHH -7

Puc. 2. Ctpyktypa arentoB COB
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AreHT cbopa wWHpOpMAIMH W KOHTPOJIS

COEIMHEHUN COCTOUT U3 CIEAYIOIUX YacTe:

— MOJYJh arperaiy ceTeBOTo Tpapuka;

— KOMMYHUKAIIMOHHBIH MOJTYJIb;

—  MOAYJb YIIPaBICHUS COCITUHEHUSIMH;

— UHTEpHpeTarop KOMaHJ AaHAIUTUYECKOTO
areHra.

Mojyns arperamii - CETEBOTO  Tpaduka
HCIIONIB3YETCsl ISl IIepeXxBaTa CETEBBIX IIAKETOB
W HUX aHaJM3a Ha  [OPUHALIC)KHOCTH
KOHKpeTHOMY coenuHeHuto. [locne nomyuenus
OUEpEeJIHOTO  CETEBOr0 IMaKeTa IPOUCXOJUT
OOHOBJICHHE  aHAIM3HPYEMBIX  IapaMeTpoB
COOTBETCTBYIOLIETO  COEJAMHEHMS]  (BBIOpAHBI
napaMmeTpbl,  COOTBETCTBYIOILIME  BBIOOpKE
KDD’99). KoMMyHUKaIIMOHHBIN MO/TYJIb
UCHOJNIB3yeTCs JUIsl Tepefauyd COOpaHHBIX U
BBIJJAaHHBIX MOJIyJIEM arperaiuy I[apameTpoB
CETEBBIX  COEAUHEHUN Uil  JalbHEHIIEro
aganu3a. OrtmpaBka IPOUCXOJUT pa3 B
MHTEpPBAJ]l BpPEMEHH C  IMEPUOAUYHOCTHIO,
yKa3zaHHO# B KoH(puryparmn. [lepenava qanabIx
MEXJy  KOMMYHUKAIMOHHBIMU  MOJYJISIMU
ocymiectBisieTcs: no npotokony NCTP [40—42].
Jlannele,  ajgpecoBaHHblE  arelHry  cOopa
uH(pOopMaIuH, SBJISIFOTCS KOMaHIaMu
AHAJIMTUYECKOIO0 areHTa, W [epeialTcss B
MHTEpPOpPETaTop KOMaHj, 3aTeéM B MOJIYJb
yOpaBiieHHs] coeauHeHussMu. HWHTeprperarop
KOMaHJl  aHAJIMTHYECKOIO0  areHTa  MOJXKET
I10JIy4YaTh KOMaH/bI IS CIEAYIOLIUX NCHCTBUMN:
3anpeneHus ONPENIEIIEHHBIX CETEBBIX
COCIMHEHUW HAa HEKOTOPBIA CPOK; BBIIOJHEHUE
NeUCTBUSI, MPEJIUCAHHOTO KOH(Uryparuei,
Npd  OOHApYy)XKEHUM  aTakW;,  BBIIOJIHEHUE
NeUCTBUS, PEANUCAHHOTO KOH(pUryparuei as
KOHKPETHOH araky, B cilydyae ee OOHapy>KEHUs.
Monyne YIOPaBJICHUS COEIMHEHUSIMHU
NpeHa3Ha4YeH JJisi KOHTPOJIUPOBAHMS CETEBBIX
COEMHEeHUsIMH pabodell CTaHIMKM, HAa KOTOpOH
YCTaHOBJCH areHT cOopa WHQOpMAHA W
KOHTpOJII COeIuHEeHUH. Monynps ynpasieHus
COCJIMHCHMSIMA ~ COJICPXKHUT: Oydep TeKyImx
COEIMHEHHUI; JIOTHUKY, [103BOJISIOLIY IO
3amnpenarb CEeTeBble COCJIMHEHHUS, KOTOpbIE
OBbUIM NOMEUYEHbl aHAIMTHYECKUM areHTOM Kak

—  MOJayJh aHaJIM3a TpaduKa;

— KOMAaHJIHBIA MOJIYIIb;

— MOIYyJh yBeAOMJICHHSI 00 aHOMaIbHOMN

aAKTUBHOCTU;

—  MOJYJb XypHAJIUPOBAHHUSL.

Monyns mpueMa JaHHBIX TpeTHa3HAYCH
JUIs  TOodydeHHss UMHpopManuM, coOpaHHOH
areHtamMu cOopa. llpwHumMaemble maHHBIE —
BEKTOp M3 3HaudeHWid 41 mapamerpa CeTEBOrO
COCITMHEHHSI, TTIOJIEP’)KUBAEMOTO areHToM cOopa
uHpopMaruu. B ocHoBe paboThl MonyIs
aHamm3a TpaduKa JISKAUT HEHpPOHHAS CeTh
aJIallTUBHO-pE30HaHCHON Teopuu. Pesynbrar
paboTel MOAYyJs aHaiuW3a [epenacTcs B
KOMaHAHbIH Moaynb. KomaHnmHbii MomyIb
COCTOWT W3 CIEAYIONINX 4YacTei: MOJIyih
OPUHSITHSL ~ PEUIeHM; JIOTHMKA OIOBEIICHUs
areHToB cOopa wH(MOpPMAIUU U KOHTPOJIS
COeMHeHN 00 arake; JIOrMKa OIOBEIICHUs
JPYTUX aHAIMTHYECKHX areHToB o0 artake. B
ciydyae  oOHapyXXeHHMsl  CEeTeBOM  araku,
KOMaH/JHBII MOJIYNIb OIOBEINAeT BCE AarcHTHI
cbopa mH(pOpPMAIMM W KOHTPOJS COCTMHCHHUN
00 aTake, a TaKke OTIPABJSIET UM KOMaHAy Ha
3arpenieHne CETEeBBIX COCITMHECHHE c
HWCTOYHUKOM aTaku Ha BpeMs, yKa3aHHOE B
KOH(UTYpAIUXA CUCTEMEL.

AJITOPUTM  pACHOJIOKEHHS]  areHTOB
COBB KC. Tonosnorus KC npencrasneHa B
BUJe rpadoBoil Moaenu, IpeacTaBisIONIEH

Gppc=Y WDUCU)
(puc. 3). B Takoit momenu [43] Y:{yj} -

D={d; -

MHOXECTBO BHYTPEHHUX JJIEMEHTOB (Y3JIOB)

coboif, KapTex

MHOXCCTBO BXOJHBIX Y3JIOB;

cucremer; C = {Ck} — MHOXECTBO Y3JIOB —
IIEHTPOB KJIACTEPOB (MM KOHTPOJIBHBIX TOYEK);
U ={u,} — muoxectso pebep.

B kadectBe anropuTMa CerMeHTaIHH
Tpaduka M pacupeleseHUs BbIYUCITUTEIHHON
Harpy3kd  OBUT ~ HWCIOJB30BaH  aJITOPUTM
kmactepm3anuu  k-means [44].Ha ocHoBe
peanu3aluu 3TOro alropuTMa ObLIO BBIIOIHEHO
pazbuenue crpyktypsl KC Ha kimactepel ¢

TEJTBIO HAXOXICHUS pasMeleHus
CeTeBad aTaka. AHATUTHYECKUX areHTOB.
AHAJIUTHYECKUM areHT BKJIIOYAeT B ceOs
CIIEYIOIIHE MOYJIH:
—  MOAYJb IIpHeMa JaHHBIX;
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Puc. 3. TIlpumep ceTeBoﬁ CTPYKTYpbI

B kauectBe paccTOsIHUSI MEXIY Yy3Jamu
UCIIOJIB3YETCS.  BpeMsi  Iepesladyl  CEeTEBBIX
MIaKETOB.

JIaHHBIA aNTOpUTM PEeATU3YET CIETYIONIYIO
OCIIENOBATENLHOCTD AeHCTBUMN:

1) BetOMpaeTcs k — mMpOM3BONBHBIX IEHTPOB
CHUCTEMBI;

2) Bce DieMeHTHl pa3OuBaroTcsi Ha k —
rpynn, HauOoyiee OIU3KUX K OJHOMY H3
[IEHTPOB;

3) BBIYUCIISIIOTCS] HOBBIE LIEHTPBI KJIACTEPOB.

ANTOpUTM MOBTOpSIETCS JIO T€X MHOp, MOKa
HE NEPECTaHyT MEHSTHCS LEHTPHI KIacTepoB U
COOTBETCTBEHHO I'PAHUIIBL.

[IycTp 3a1aHbl TP MHOKECTBA!

k
M = {m;}, — oSyqaromee MHOKECTEO,
C={c ]}f — HEHTPHI KIACTEPOB,

V= {vt}le — MaTtpulia pa3OueHHs.

coOoi
mi 5
XapaKkTepu3yIoMuX “yCJIOBHOE paccTosiHue”
MEXAy i-bIM U ocTanbHbiMH y3mamu KC,
MOJIYYCHHBI W3MEpPEHUEM BpPEMEHH IIepeiauu
MaKeToB; k — KOJIMYECTBO BEKTOPOB JIAHHBIX; ¢ j

Mmnoxectso M  npexncrasmser
Habop BEKTOPOB JTAHHBIX

— OCHTP KIIacTepa, € — KOJIMYCCTBO KJIaCTCPOB;
2<e<. |M]|; @

v ;— BeKTOp pasbuenus, v;; € {0;1} ;

Z]eViz = 1;
0 < Z{Cvl't < k

HpI/I HHUIIHATIM3alluyi  aJiroOpuTMa BCKTOP
pa?>6I/IeHI/I$[ 3aI10JIHACTCA 3HA4YCHUAMHA B

COOTBETCTBHU C MPEIOJIaraeMbIMH [EHTPaMU
KJIaCTEPOB. AJITOPUTM MpEJCTaBISIeT CcOoOOH
CIIETYFOIIY IO UTEPAIIMOHHYIO MTPOIETyPY:

mar 1: wnomep wmwrepaumun [=0 ;
WHUNAAIN3APOBATh  HavyajlbHOE  pa3z0OHeHUe,
BBIOpATh TOUHOCTH O;

mar 2: Omnpe/IeuTh IICHTPHI KIACTePOB IO
dopmyie:
@)

k i—1
(i)_(zi=1"§]? )mj).
cj — k i—1)y °
(Zj:1v§} ))
1<i<e;
mar 3: OOHOBUTH MaTpHUIy pa3OHCHUS,

yTOOBl MHHHUMH3UPOBATH KBaJIpaThl OIMHOOK,
HCIIONB3YS (hopMymy:

: ) 3)
v(__[) _ 1, min d(n’ljaCj),
1 s
/ 0,unaue
mar 4: MMPOBEPUTH yCJIOBUE

| 7! =y |< & ; ecom ycnosne BemonHseTcs —
3aBEpINUTH MPOIIECC, HHAYE TIEPEUTH B mIary 2 ¢
HoMepoM uteparyu [ =/ +1.

Jlist cTpyKTyphbl, U300pakeHHOH Ha puc. 3,
o0y4arolee MHOKECTBO OY/IET IPEJACTABIEHO B
Buge Marpunbsl 16x16. Ilpum e =2 pesyaprar
paboThl alropuT™Ma OyJeT MMETH CIeTYIOIIUii
BHI:

mar 1: /=0 ; navanbHoe paszOueHue
BBIITOJIHEHO TaKAM 00pa3oM, 9YTO IEHTPaMH
KJIacTepa SBJSIOTCS Y3IbI Vo H V)45
v
Ol Ol O Oy Of 1 1] 1) 1f 1f 1] 1] 0f Of O] O

I 1) 1] 1f 1f of of Of O] O] O} O 1| 1| 1] 1

mar 2: OImpeaeNuM IIEHTPHI KIACTEPOB H3
dbopmyer (2);
cr:
3,14 | 3,14 | 3,71 | 485 | 4,85 0,85 | 0,85 | 0,85
085] 0,85 085|085 642|642 642 | 6,42
co:
3 3 (228 (1,71 | 2 | 428571571
742 | 742 | 742 | 742 | 257 | 2,57 | 2,57 | 2,57
mar 3: OOHOBUTH MATpUIly pa3OUeHHUs

cornacHo popmyie (3);
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ryprfojojoyrj1ryry1f1j1{1ryo0fojojo

ojojt1frf{rfojojofofojojoftrfrj1r]il

mar 4: Matpuna pa3OHeHHs W3MEHHJIACh,
cleoBaTebHO,  YCJIOBHE — OCTaHOBA  HE
omonamnocs (| V! =yl < 8 ). Anropuru

HE 3aBepiiuics, mnepexoauMm k mary 2. Ha
CIeIyIONIel UTepaluy Mpu [EHTpaxX KIacTepoB

B Vg, V5 QITOPHTM 3aBEPIIACTCS, MaTpuia

pazOuenust HE MEHSIETCSL. Anropatm
3aBEPIIUJICS B [IBE UTEPALIUU.
Ha BeIXOZE  amropurmMa  IONy4yUTCA

MaTpuIia pa30UeHHs] ¢ KOJIMYSCTBOM KJIACTEPOB
PaBHBIM €, I €0 ONpPEICIICHHUS UCIIOIB3YETCS
METOJ1 alalTUBHOM KjIacTepu3zanuu [44].

KinroueBLIM MOMEHTOM B aJalTHBHON
KJIacTepH3alllH SIBJISCTCS BBIOOP KpUTEpHS, IO
KOTOpoMy  OyJeT OIICHUBAaThCS  KadeCTBO
KJIacTepH3aIIkH. Onpeaenum CIIETYIOITHE
BEJIMYMHBI: MUHAMAJIBHOE CpEJIHEEe BHYTpPEHHEE
paccTosiHHUE B KJlacTepe

BH _ Z‘lil Zi:zld(mj;ck)
e

U MaKCHUMaJIbHOC CPEAHCC PACCTOAHHEC MCXKIY
Kl1aCTCpaMu:

min;

|c] .
BHE _ Zk;ld(Ckac )
| c]
Torma KpurepreM BbBIOOpA KOJHUYECTBA
TOYCK Ha6HIO,Z[eHI/II>'I BblﬁepeM OTHOIIICHHUC:
RBH

KV:W—)HHH.

max.

N3 dopmyasr (1) ciaeayer, 4TO BBIOOD
KOJIMYEeCTBA KJIACTEPOB B MIPUMEPE MOKET OBITh

ToNEKO 2, 3 u 4. IIpu e = 2 otHOmEenue RBH

RBHE jaer smauenme 0,36. Ilpu e=3 ,

Kr=021 nmpu e=4, Kr =0.26. U3 storo
CJIEIYET, YTO YMCIO KJIACTEPOB PABHOE TPEM
SIBIISIETCS. HanOoJiee MMpeANIOYTUTCIbHBIM.

Taxum obpazom, MHHUMH3AIHS

OTHOIIICHUS RBH K RBHE JaeT ONTHMAaJIbHOE

pa3OueHre Ha KJacTeppl € TOYKU 3pPEHUS
paccTosHUSL  MEXJAy  OSJeMEHTaMH  BHYTPHU
KJIacTepa M pacCTOSTHUS MEXKAY KlacTepaMH.

OCHOBHBIMH
MOIX0/1a SIBJISIFOTCSI:
1) CUIbHAs  3aBUCHMOCTH OT  BBIOOpa
HauvaJIbHBIX 3HAYCHUN IEHTPOB KJIacTepa;

2) HEBO3MOKHOCTH onpeJIeICHUS
ONTUMAJIBHOT'O KOJIMYECTBA KJIAaCTEPOB.

Knaccuueckas peanuszainusi mogpazymeBaeT
CIIydaliHbI BBIOOpP IIEHTPOB Kiactepa. JlaHHbIH
nmoaxon siBisieTcsi Hed((PEKTUBHBIM B CBSI3U C
TE€M, YTO TIPHU HEYJIAYHOM BBIOOpPE MPOUCXOJUAT
YBEJIMUECHHE YHCIIa UTePALUi B aJITOPUTME.

Jlnst cHWOKeHUWs 4uclia WTeparuii MOXKHO
BBIOpATH MaKCUMaJIbHbIE SKCTPEMYMBbI
GYHKIWH, HaTpUMep, Kak 1MoKa3aHo Ha puc. 4.
I'padux mnpencraBnsier coboifl  3aBHCHMOCTH

HEaAO0CTaTKaMHu TaKoro

BPEMEHH TIepeadd B YCIOBHBIX eInHUTAX ([ y)

10 Beex y3no0B (V). Touka, Jexamnas Ha OCH
a0crice, 03HA4aeT HOMEP y37a, OTHOCHUTEIHHO
KOTOPOTO M3MEpsUIOCh BpeMsi. B manHOM ciydae
rpaduk mokasaH /s 82 y3na.

ty

~

= N W s oo

0 20 40 60 80 -
Puc. 4. I'paduk yaneHHOCTH y3JI0B

B xone skcnepumenTa npu 98 y3nax Obuu
MOJTYYEHBI CIIEYIONINEe pe3yIbTaThl (Tadm. 1).

Taomuna 1
KonmdecTBo uTepanwuii aroputMa B
3aBHCUMOCTH OT BbIOOpA HaYaIbHOTO

pazoueHus
KomuuectBo | CoaydaitHbiid BHV60p
KpaitHUX
KJIACTEPOB BBIOOP

TOYEK

3 12 4

4 7 3

5 11 4
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B ta6n. 1 mokazaHO KOJUYECTBO UTEpaIluit
B 3aBUCHMOCTH OT BBHIOOpA HAYAIBHBIX [ICHTPOB
KyactepoB. M3 pe3ynpTaToB BHIIHO, YTO BBIOOD
HaYaJbHOTO pa30UEHUs CWIHHO BIHSET Ha
KOJIMYECTBO UTEPAI[UU AITOPUTMA.

N3 pe3ynbraroB SKCHEPUMEHTa CIEIyeT
(Tabu. 2), 94TO NPH UCIONH30BAHHH aTalITHBHOMN

KJIaCTepHU3allik  PaccorjacoBaHWE 3HAYCHUU
MHUHHAMAJILEHOTO CpEeIHETO BHYTPEHHETO
paccTossHHS B KjacTepe K MaKCHMaJbHOMY
CpeIHEMY  BHEIIHEMY  PacCTOSHHUIO He
TTPOMCXOJIHT.

Tabmumna 2
3HayeHUE KPUTEPHUEB IIPH Pa3HOM KOJHUYECTBE
KJIACTEPOB
2 3,46 5 0,69
3 1,5 6.3 0,23
4 1,13 6.7 1,7
5 3,67 4.5 0,81
6 3,06 3,86 0,82
7 3,06 3,38 0.9
8 2,97 3 0,99

Jlnst »Tux HAOOpPOB MAaHHBIX JIYUITUM TIO
KPHUTEPHIO, TIPEJICTABIICHHOMY BBIIIE, SBIISCTCS
BBIOOp dYeThlpex KiactepoB. llpu Takom
KOJIMYECTBE KJIAaCTEPOB MaKCUMaJIHbHOE BHEITHEE
paccTosiHEe paBHO 6,7 , a cpefiHee BHYTpEHHEe
paccrostaue 1,13. I'padudeckas wumocTparys
rokaszaHa Ha puc. 4.

Bremmee
pacer

3naucnuc

KPHTCPHCE —
7

Bayrpennce
paccroanme 3

Omnomenne  ©

- 1 8
paccroxnmit KOJHUCCTBO

KJIACTCPOR
Puc. 4. I'paduk ¢pyHKIMIT N3MEHEHUS 3HAYSHU T
KpHUTEPHEB MPH PA3TINIHOM YHCIIE KIACTEPOB

N3 rpadwka BHIHO, UYTO HAWIydIee
pa3bueHue ojlyyaeTcs B CUTYalluu Korja:

REH — pBHE _y max.

Takum 0oOpazoM, MakCHUMH3allUsl PA3HOCTH
RBH RBHE
K JlaeT ONTUMAJbHOE pazOueHue

Ha KIACTCPhl € TOYKH 3pCHUA PACCTOASHHA

MEXJly DJIEMEHTaMW BHYTPM KJiacrepa H
PacCTOSIHUS MEXKy KIacTepaMHu.

Opranmsanusa  0e30macHOro  KaHaJja
nepesadyd  JaHHBIX MEKIY 3JIeMEHTaAMU

COB.Jlns pemennst mpodiieMbl 0Opa3oBaHUs
0e30macHOro KaHalla mepefadd JaHHBIX MEXIy
areaitamu  COB  npuMeHsIOTCS  pa3iIuyHbIe
npoTokoisl. B paborax[45-53] w3I0KEHBI
OCHOBHBIE COBPEMEHHBIC METOBI M TEXHOJIOTHU
oOpa3oBaHusi 0€30MacHOr0 KaHala Mepeaadd
JTAHHBIX. Jnst [P-cereit peanuzanus
Oe3omacHOr0  KaHajla Tepeladyd  JaHHBIX,
MIPEJICTABIISIET CO00M CUCTEMY TYHHEITUPOBAHUS
Tpaduka, ¢ wHPpOBaHWEM Tela TMaKera.
CylecTByIOIHUE  CETEBBIE  MPOTOKOJBI, B
MIOJTHOU Mepe, He YJOBJICTBOPSIOT TPeOOBaHUSIM
NPEIBIBISIEMBIM K O€30MacHOMY  KaHalTy
nepenayn AaHHbIX Mexay areHtamu COB, a
AMEHHO:

- obecneuenue Perfect forward secrecy
(coBepIlIeHHOM MPSAMOI CEKPETHOCTH);

- croiikocth K DoS-atakam, a WMEHHO,
SYN-flood, UDP-flood, ICMP-flood;

— HCIIOJIb30BAHUC Ha S KHOMU
ayTeHTH(UKAIAH, KOTOpast JOKHA 00eCIICYUTh
TpeOyeMbIii ypoBEeHb O€30MaCHOCTH U TIOBBICUTH
OTKa30yCTOMYNBOCTH CUCTEMBI;

- npocroTta ycraHoBku B KC.

Jlts B3aumoneticTBus areaToB COB 1o cetn
npesjiaraeTcs MPOTOKOJT oOpazoBaHus
Oe3omacHOro KaHaia nepenadu gaHnHeix NCTP
(Network Cryptography Tunneling Protocol)

[41.42].

OCHOBHBIM Ha3HAYCHUEM MIPOTOKOJIA
SBISIETCSl  CO3JIaHUE  3allMINEHHOTO  KaHajia
nepcaaduun JaHHBIX MCXKIY aFeHTaMI/I.I[JISI

oOecrieueHusl 3alldThl KaHajla IPUMEHSIOTCS
CJIEIYIOLIHE MEPBI:
- 3aKpBITHE
IPUITIOKECHUH;

- uHKancysus Tpapuka B NCTP;

CCTCBBIX IIOPTOB JJIA
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- mudpoBaHWe Tela MakeTa IPOTOKOIA
NCTP.

[lepen oTmpaBkoii B ceTh ¢hOpMUPOBAHHOTO
NPUIOKEHHEM  TIaKeTa  IPOUCXOJUT  €ro
uHkancynsnus B mpotokon NCTP. Tak kak
nepenaya mo cetw Ethernet ocymecTBisiercs
KaJpaMH, pa3sMep KOTOPbIX HAMHOTO MEHBIIIE
CEeTEeBOT0 IMakeTa, TO TpeOyeTcsi MPOU3BECTH
NCTP-pparmenTanuro nakera.Ha puc.5

n3o0paxkeH naket rnportokoia NCTP.
Encrypted
A

NCTP_header
(proto = H4
OxAA)

IP_Header|TCP_header| Data

Type

— S——

8 bit 32 bit 12 bit 14 bit 6 bit
Puc.5. Ctpykrypa nakera nporokosa NCTP

Check_num | Session_ID | Packet_ID | Frame_ID

NCTP_header — 3arosoBok mpOTOKOJIA
NCTP, ucnonb3dyeMblif JJIsI COBMECTUMOCTH C
KOMMYHUKAIIMOHHBIM 00opyZI0BaHHEM,
npeacrasisger coboii IP 3aromoBok ¢ THIIOM
nporokoiga OXAA wu ¢Quaramu QparmeHTaIIdN
MF=0, DF=0, uro mo3BoJjsgeT n30exXaTh CETCBOM
atakm  “Ataka mpopeBa’. H4 — Ter
ayTeHTU(UKAIUUA, KOTOPBIA TeHEepUpyeTcs s
KaXJ0r0 TaKeTa Ha OCHOBE ajIrOpuUTMa XdIla
SHA3 ot cnyyaliHOM Moclie10BaTEIbHOCTH, KaK

nmokazaHo Ha puc 6. AyreHTH(DHKAIUS
peaiin3oBaHa TyTeM  cpaBHeHus Tera H4
MOJIyYeHHOTO  COOOIIECHHS C  OXKHJIAEMBIM

pe3ynbratoM. Tak Kak Al TPaHCHOPTHPOBKH
WCIIONIb3YeTCsl TPOTOKOJI Ha OCHOBE OOMeHa
maTarpaMMaMi, — CYIIECTBYeT  BEPOSTHOCTH
MOTEPHU TTaKeTa B CETH Ha MyTH CJICIOBAHUS WU
NpUXoJa MUX B HENpaBUIbHOM mopsake. s
pelIeHus ATOM MPOoOJIeMBbl MpeaycMaTpUBACTCS,
YTO TPHUINEAMUI MakeT MOXKeT cojepxkars H4
CO 3HAYCHHEM, KOTOPOE MOXKET BCTPETUTHCS B
KOJIMYECTBE IIAKETOB paBHOM size frame B
ouepeaun OTIIPaBKU/TIpHEMA. Ha  puc.6
M300pakeH TIpoIlecC TIeHepalud TEeroB U
npoiiecc ayTeHTU(UKAIIHH.

Client1

Client2

Had=hash(O)

A4

Hdc=hash(N)

.{ Hds=hash(N)

Puc. 6. I'enepanus H4 teros

B reneparope R(key) B kauecTBe airoputma
TeHepaIluu TICEBIOCITY YAl HBIX
nocieaoBaTeabHOCTeR, ucnonb3dyercss RC4;
hash(Ni) — BeiOpanHas (QYHKIHS TOTYICHUS
xemmna, Sha3; cmp — GyHKIUS CpaBHEHHUS IBYX
MOCTYNMBINIUX 3HaueHus: tera H4; size frame —
Iar mpoBepsieMOro Tera.

JInsg Kaxaol mapbl B3aUMOJICUCTBYIONIUX

y3JOB CO37aHbl JBE TaOJNULBL: OJHA C
DJIEMEHTaMU IICEBIOCIyYalHOU
IIOCIEAOBATEIBHOCTH  4YMCEJI Ul IIpUeMa

cooOmennit (Nj); apyrast - ¢ dJIeMEHTaMH JIJIst

noaTepkaeHus mpuema(O;).
3aromoBok  Secure Header

CIIeTYIONINX TTOJIeH:

1. Type (8 6ut) - coaepxut B cebe THIO
CcOOOIIeHMs,  KOTOpBIA  OIpesessieT
o0beM TepeaBaeMbIX JaHHBIX. JTO
moJie  OmpefieNisieT  y4acTBYIOT — IIH
TeKYIIue MaKeThl B mporiecce
YCTaHOBJICHHSI HOBOTO KJTIo4a
mUppoBaHUS WM KIToua IS
TeHepaIlfH TErOB ay TCHTH(UKAIIH.

2. Check sum (32 6uta) - KOHTpOJIbHAS
CyMMa OT BCETO TTaKeTa.

3. Session ID (12 06ut) - HOMEp ceccuw.
Comepxut B cebe nBa umcia mo 6 OWT
(0-63), KOTOpBIE SIBISIFOTCSA HOMEpaMu
CeCCHii OTHpaBHTENS] ¥  IOIydaTesst
COOTBETCTBEHHO.

4. Packet ID (14 6ut) - HOMEp makera B
CECCHH.

5. Frame ID (6 Out) - HOMEpa Kaapa B
MmakeTe, MOKeT UMeTh 3HadeHue ot O 10
43, HeoOXOUM JIJISl IPABHIIFHOM COOPKH
MakeTa.

COCTOUT U3
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Ha puc. 7 1300pakeHbI oJIs,
HCIIOJIE3yEeMbIC JUTSE HJICHTH(DUKAITTH
coequHeHns u i1 BeimoidHeHus NCTP-
(bparMeHTaNAN.

=1 #1 2(3(.. [N =1
AN ]T N al
Client 1 Packet_ID Frame_ID Client 2
Session_ID

Puc. 7. Ucnonib30Banue 1noJieit B coe AMHEHUH

Clientl wu Client2 WHHUIHAIA3HPYIOT
UIEHTUDUKATOPBI HOMEPOB CECCHUH, KOTOPBIH
3arnojHseTcss OOOMMHM KIMEHTaMM B IIOJIE
Session ID.  3nauenune mons  Packet ID
OJIMHAKOBO JUISI BCEX IOJYYCHHBIX KaJpoB
ogHoro makerta. Frame ID - HOomep kaapa B
MIOCJIE/IOBATEILHOCTH KaJIPOB TEKYIIEro MakeTa.

DKCHepUMEeHTATbHOE HccreI0BaHue
BpeMeHHbIX XapakrtepucTuk NCTP mportokona,
U CpaBHEHHE MPOU3BOJUTENBLHOCTH C JIPYTUMHU
cnocobaMu OpraHM3alMy KaHajla Iepeaaydu
JTAHHBIX:

— 6e3 06pa3oBanms O€30MACHOTO KaHaja;

- NCTP;
— OpenVPN;
- ViPNet.

DKCIEpUMEHTHI IIPOBOJAWIACH npu
CIIEAYIOIIUX HACTPOMKAX:
- H30JIMPOBAHHAs cpena nepenadu
J@HHBIX, COCTOSIIAs W3 JABYX KOMIIBIOTEPOB,
JABYX KOMMYTaTopoOB, ITOAKJIIFOUYCHHBIX

MOCJIe/IOBATENBHO; B TaKOW Cpejie OTCYTCTBOBAI
000 JIpyToii TpadrK, KpoMe UCCIIeTyeMOro;
— VipNET Opu1 HacTpoeH Ha alropuT™m
mmbpoBanuss AES ¢ wucmons3oBaHueM
JIOKAJIbHBIX KJIFOYCH;

- NCTP Ob1 HAcCTpoe€H Ha aJIrOPUTM
g poBanus salsa20/20[54] ¢ ncnonp3oBaHUEM
alnropuT™Ma ooMeHa KIro4ei;

- OpenVPN ©6pi1 HacTtpoe Ha AES c
WCIIOJIb30BAaHUEM JIOKATBHBIX KITFOYEH;

— BCE DKCIICPUMEHTHI IPOBOJIAINCEH IIPH
onmHakoBoi koHpurypanun OC Windows 7.
Ha puc.8 wu3obpaxen rpaduk 3aBUCUMOCTH
CpEeIHEr0 BpEMEHHM Iiepefiaud JaHHBIX OT
pasMepa nepeiaBaeMbIX JTaHHbBIX.

45
4
3,5
3

225
)
1,5

1

0,5

1200
Pasmep nepegapaenpx gaHuerx, B

29 300 600 900 1500

Puc. 8. 3aBucumocTH cpeHero BpeMeHu nepenadu
JaHHBIX OT pazMepa AaHHbIX

N3 rpadukoB BHIHO, UYTO CHCTEMa Ha
ocHoBe NCTP mnoka3piBaeT yuiee Bpemst
nepenauu B cpaBHeHuu ¢ OpenVPN npu mo0bix
pa3Mepax JaHHBIX, a B cpaBHeHHUe ¢ VipNet npu
pa3mepe noJist 1aHabIX Oosibie 1200 OaiT.

Coop u mepBu4yHasi o0padoTka Tpaduka
B COB. Jlns cbopa cereBoro Ttpaduka
ucrojb3yercss  Ombiamoreka PCap  (Packet
Capture) [55]. DTa OubMMOTEKAa OCHOBHIBACTCS
Ha ucnoJib3oBanuu TexHoioruu BPF [56]. Ona
COCTOUT U3 CJIEAYIOLIUX OCHOBHBIX YacTe:

- ceTeBas JIOBYIIKa — JTO TeTJieBast
(yHKIHS, BBI3bIBAEMasi CETEBBIM JApaliBepoM
NpUd [pUEMe KaXJIO0TO BXOJSIIET0 IMaKeTa.
[Tonyuyenusie MaKeThl KOMUAPYIOTCSI u
MepeIaloTCs TAKETHOMY (PHITBTPY;

- MaKkeTHBIH QUIBTP — (YHKIUS, KOTOpas
3aaeTcs  MOJIb30BaTeieM W CHYXHUT s
(UIBTpAIK MMaKEeTOB, MOJYYaeMbIX OT CETEBOM
nopymiku. Ecam  yHKus ~— BO3Bpaimaet
MOJIOKUTENBHBIA pe3ylbTar, TO €CTh IaKeT
YIOBIETBOPSIET YCIOBUSAM (UIBTPA, TO SIPO

nepeaeT  MakeT  NPUIOKEHUIO  BEPXHETO
YPOBHSI, HHa4Ye OJIOKUPYET €T0;

- Oydep COXpaHCHHUS, KOTOPBIi
WCIIONIB3YeTCSl  JUIL ~ XpaHEHWs  JIAHHBIX,
MOCTYMAIIMX OT CETeBOro  ajantepa u
OXKATAIOIIHUX 00paboTKH HaKETHLEIMHA
(bubTpaMH;

- Oydep 3aJICPKKH, KOTOPBIH
WCIIONB3yeTCsl  JUIs  Tepelayd  [aKeToB,

TIPOIIE/IINX CETEBBIC (PUIBTPHI, TPUIOKCHUIM
BEPXHETO YPOBHSI.

Ha puc. 9 roKa3zaHa cxema
B3aUMOJICHCTBHS CETEBOM JIOBYIIKH, ITAKETHBIX
¢uneTpoB U Oy(epoB COXpaHEHUS U 3aACPKKU
BO BpeMs TiepexBara IMaKeTOB OMOINOTEKOM
PCap.
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Vpoeers

Mozyas arperauHy ceTeBoro rpaduxa npHIOKeERiE

Vpoeers Z1pa

Bydep
COXpaHeHHA

)

‘ PHIBTPE ‘

’ Cetepas JOBYIIKa |

Tlaxetsr

Puc. 9. Cxema nepexsara ceTeBbIX TAKETOB OMOIMOTEKO
PCap

[Tpumenenue oubmuorexku PCap mo3Bosser
3HAYUTEIPHO CHHU3UTH BpPEMsS  TOJIYUCHHUS
Tpaduka.

Jost

CETCBOI'O

aHanu3a BbLIeNsIOTCS 41 mapamerp
coenuHennsi. CoOrjiacHO OMHUCAHUIO
BeIOOpKH KDD, OblTH BBIZICICHBI CIEAYIONTHE
napamMeTphl: JJIMTEILHOCTh COSAMHEHUS B
CEKYHJIaxX; MPOTOKOJ TPaHCIOPTHOTO YPOBHS
(tcp, udp, 0); MpOTOKOA MPHUKIATHOTO YPOBHS
(http, telnet, w T.A.); KOJHMYECTBO MPHHATHIX
OaliT JaHHBIX; KOTUYECTBO MEpeJaHHBIX OalT
JIAHHBIX; CTaTyC COeAWHEHHS (YyCHENTHOE WIIH
MIpOU30IILIa omuoKa); MPaBUIBLHOCTD
(parMeHTaIMK TTaKeTa; KOJIMYSCTBO HEYIAUHBIX
MOMBITOK aBTOPHU3AIIMH; ayTeHTU(DUITUPOBaH JIH
TI0JI30BaTENh, OTIPABUBIIUN 3aIIPOC; COAECpKAT
JU  TAKeThl KOMaHAbl Uil  YAQJICHHOTO
BBITTOJTHEHUS KOJIa; 3ampalimBaeT M
MOJIb30BaTElh IpaBa CyIep TOJIb30BaTeNs;
KOJIMYECTBO TMOMBITOK 3ampoca TpaB CyIep
MOJIH30BATENS; KOJIMYECTBO YCTIEIITHBIX
TIOTBITOK MTOTYYEHHUSI TIPAB CYIIEP MOIB30BATES;
KOJIMYECTBO CO3/IaBaeMBIX 3ampocamu (paityios;

IOpUuHaIJICKar JIA IIOJIB30BaTCIIN CIINCKY
JOIIYCTUMBIX HOJ'IL3OB8.T€H€I71; SABJIIAKOTCA JIK
3alpoChl T'OCTCBBIM  CCaHCaM, IIPOICHTHOC
COACPIKAHHUC OIIHOOK YCTAHOBJICHU A
COCIUHCHHAA, IIPOICHTHOC COJICP)KaHUC
OTKJIIOHCHHBIX COCI[HH@HHfI; KOJIHYCCTBO

3alpocoB K OJHUM U TEeM XKe cIayxbam oT
OJIHOTO TIOJIB30BaTeNsl; KOJTUYECTBO 3aMPOCOB K
pa3IUYHBIM CIy>K0aM OT OJIHOTO MOJIb30BATESL.

Brigenennsie napameTphl CETEBOTO
COEJIMHEHMUSI MTO3BOJISIFOT TIOJIyYUTh

HCUYEPITHIBAOIEE KOJUYSCTBO HH(GOPMAITHH JIJIsT
BBISIBIICHUST ~ BHYTPEHHHUX  KOPpEJSIIUA U
YCTAHOBIICHHSI COCTOSTHUSI KOMITHIOTEPHOH CETH,
a TaKXe IeTeKTUPOBAHUS YTPO3.

JlaHHBIH ~ TOAXOJ  MOXKET  CUHUTATHCS
n30bITOYHBIM.  CYIIECTBYIOT — HOAXOABI[26],
[103BOJISIFOLIIE YMEHBIIHUTH KOJINYECTBO
aHATM3UPYEMBIX  MapamMeTpoB 0e3 TmoTepu

TOYHOCTH, OJHAKO TMPHUBOJSIT K 3HAYHTECIHHOMY
YCIIOXKHEHUIO OOINel apXUTEKTypbl MOIYJIIS
aHaju3a HW, MOTEHIUAIBHO, K CHUKEHHIO €TO
TIPOU3BOAUTEIHHOCTH.

Anamm3 tpaduka Ha ocHoBe APT-2 ¢
Hepapxuiyeckoil CTpyKTypoii mamsatu. B
kadectBe Kiaccupukatopa CKC B mojmyie
aHanu3a Tpaduka MpejyiaraeTcsl UCIOIh30BaTh
APT-2 ceTp C wHepapxXUUECKOW CTPYKTypou
maMsTH, KoTopas Obuia HazpaHa APT-2m (puc.
10).

Cetbp APT-2m coctouT u3 Tpex monei: F1,
F2, G. Bxoanoe mone F1 = {S, W, X, V, U, Q,
P, WN, VN, PN}, rae nepBbie ceMb 3JI€MEHTOB
HNPEeACTABISIIOT  coOOoH CIIOM  HEWPOHOB
obpabotkn  APT-2, a mocnennue  Tpu
HOpMasu3ytoinue aneMenThl. [lone F2 ={Y ,M},
MOKHO  TIpPEeJICTaBUTh B  BHJIE  CJIOEB
pacno3Haromux HEUpOHOB Y C  pa3HbIM
yYpOBHEM JeTanu3aiiii 00pa3oB u M-cioeB —
CEMaHTHYECKUX HEHPOHOB, CBS3bIBAIONINX Y
paznuunbix ypoBHei. [lone G ={R, Riter, RN},
HpeACTaBISIET COOOM KOPTEX, COCTOSIIUI U3
yopaBJstomux HedpoHoB Ri (rme i = 1..n, n —
KOJIMYECTBO BXOJTHBIX rmapaMeTpoB),
napameTpoB cxojnctsa Riter, (rne p=1..ke, ke —
KOJIMYEeCTBO  ypoBHeW  mamsith), RN —
HOPMAJTU3YIOIIEro AJIeMEHTA.

Aneopumm obyuenus cemu npeocmaeiisiem
c0001l 8bINONIHEHUE CTIeOVIOUUX ULALOE.

HlIar 1. Ha Bxosx cimost S mojaercsi BEKTOP
CUTHAJIOB, COCTOSAINUHA ©3 1N 3JIEMEHTOB,
HpeACTABIISIOIINH Habop rapameTpoB
xapaktepusyromux CKC. Heiponsr cios W
BOCIIPUHUMAIOT CUTHAJIBI CJIOSI S U CYMMHUPYIOT
WX C BBIXOJHBIMU CUTHaNIamMu cyiost U.

w; =8, +au;;

i=l.m
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Puc. 10. Ctpyktypa cetu APT-2m

r7ie W;— BBIXOJHOM cUrHai u3 ciost W, S, — v, = f(x;)+bf(q,);
BBIXOJIHOHM CHTHAl U3 cj1osi S, U; — BBEIXO/THOM

curnan u3 ciost U, a —xo3¢pdunment oGpatHoit i=1.n

CBSI3H.

rae f() — moporoBasi pyHKIUS, AJis TIOaBJICHUS
IITYMOBBIX CHTHAJIOB:

Ilar 2. Beixoanble curHansl W; HEMPOHOB

ci10og W IOCTYyHaroT Ha BXOJBI 3JIEMEHTOB CJIOS
X ¥ B HOpManm3yronui seMeHT WN, KOTOpBIi fx)= x,ecau x>0,

BBIYUCIISIET HOPMY: 0, unaue:
HWH - rie & —nopor myma.
Ilar 4. BeixogHele cUTrHANBI V; HEHPOHOB
ciost V IOCTYNaloT Ha BXOJIbI JIEMEHTOB CJIOS
X; = U u B HOpManiu3ytomuid 31neMeHT VN, KOTOpbIii
BBIYMCIISIET HOPMY:
i=1l.m
rie e — Hebombllas MOJIOXKUTEIbHAS
KOHCTaHTa, I[peJOoTBpallaromas JeIeHHe Ha
HOJIb. V.
Ilar 3. Beixoguble curHansl ciaos V u; = !
OTIPEIENSIOTCS BHIPAKEHHEM: e+ HVH
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i=1.n
IMar 5. Curnaner p; OJHO3HAYHO
ONPENENAIOTCS U; -MH. BBIXOJHBIE CHIHAJBI
HEWPOHOB P-ciosa MOJIArOTCI Ha
HOpManu3yromuii  snemeHT PN wm  rpynmy
HeitpoHoB Q.
n
_ 2,
lp|=./2pis
i=1
_ P .
I/ 9
e+|p|
i=1l.n
3arem BBIIOJTHSIOTCS maru 3-5.
VYcroiiunsoe COCTOSIHHE B oJie F1

YCTaHABJIMBAETCS TOCIIE€ BBINOJHEHHUS ABYX
HATEPALUN.

Ilar 6. Tpebyerca paccunrars Riter nns
Ka)kJI0TO YPOBHSI.

Riter; =0.5;
Riter, ., = Riter, +0.75(1 - Riter; ); )
k=1.kc.

IHar 7. Beixojadasle curHajibl U3 ciiosd P

. . k
HOCTYNAIOT Ha pachnosHaromuit cio V' wm
BBIUHCIIAETCS MAKCHMAJTBHBIH 37IeMeHT Y.

k3 k.
yj = zzijpia
i=1
imax”® =max(Y k );
k L.
pl :ul +Zimaxid’ l:1.J’l;

k o o
IJAC Z — BeECa CBI3CH OT HCHUPOHOB CJIOd P x

o k
Heifponawm ciost Y ..
Hlar 8. 3atrem pacCUMTBHIBAIOTCS CHUTHAJIBI
3JIEMEHTOB YIIPABJISFOIIETO.

k_ Ui tep,
et |u] +¢[p

i s

I

k
rJie ¥ — mapameTp CXOJCTBa Ui K-ro ypoBHSI.
Iar 9. Ecimm Hrk H > Riterk , TO CUATAETCS,

N N k
YTO TCKYIIHH aKTHUBHBIM HCUPOH CJIOA Y I10JIs1

F2, ansercst mobenureneM. 3aTeM MPOUCXOIUAT
JI000yUeHue ero BecoB U nepexon k mary 10.

ko t=d—d) ik

Zimax i 1 ~Zimaxi |

i=1l.n
k . o
Ecmu |r” | < Ritery , To Texyuit
N k
aKTHBHBIN HEHpoH cioss Y 3aMopakuBaeTcs U

Jlajiee B COPEBHOBAHUH He ydacTByeT. Eciin Bce

HEHPOHBI TeKyIero ciuos Y k 3aMOPOKEHBI WU
MOJTHOCTBIO OTCYTCTBYIOT, TO BBITIOJTHSIETCS
nepexos k mary 11.

lar 10. Ilepexos Ha ciieyrONHi YpOBEHB
MaMsTH, CBSI3aHHBIM C TEKYIIMM AaKTUBHBIM

. k k
HeiiponoM cios ¥ cazamu M©

. k

Cioit M™ XpaHUT ceMaHTHUUYECKHE CBS3U
k+1

¢ Y . Ecmm k < ke [TO

BBIITOJHSICTCS Iar 7, nHadye, CUHUTacCTCsia, YTO

. k
Heiiponos cios YV

aKTHBHEIA Helpon Y k+1-cn051 SIBIISIETCS. TEM, B
BeCax KOTOPOr0O M  XPAaHUTCA  KOHEUYHBIN
pe3ybTar paclio3HaBaHHUsL.

Hlar 11. Jlanee NpPOUCXOJMT CO3/IAHHE

. k
HOBOTO HelpoHa cros Y, yBenuuenwme M u
0OYYEHHE €T0 BECOB IO CIEAYIONIEMY TTPABHITY:

k u;
X =d(1-d)—.
mi l—d
Crpykrypa cetm APT-2m  oGmamaer
BO3MOKHOCTBIO pacrnapasieIiBaHusI

BEIUKCIeHu B mosie F2, xotopas obycioBneHa

. k
HCBO3MOXKXHOCTBIO BO36y>KI[6HH5[ HCHUPOHA Y -
CJI1041, KOTOprﬁ CCMAaHTHYCCKH HC CBiA3aH C

TEKYIIIHAM.

[IpennoxxenHas uepapxuyeckas CTPyKTypa
OpTraHM3allu¥  TaMSITH ITIO3BOJISIET  CHU3HUTH
KOJIMYECTBO MIPOBEPOK npu MOUCKE

pe3oHupylolero Heifpona cios Y . Ha puc. 11,
12 m 13u300pakeHbl TrpaUKd BPEMEHHBIX
XapakTepUCTHUK TpH padoTe KIACCHUECKOM
APT-2 u npennoxxenHo#t Momaudukammu APT-
2m.
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~———ART-2 ———ART-2m

70

60

50 +

40

30 7

20

Bpems obyyenma, Takt

10 7

200

Konuuecreo o6pasos

Puc. 11. Bpems o6yuenus APT-2 u APT-2m npu 200
obpazax

——ART2  ——ART-2m
45000 7
40000 1
35000 1
30000 3
25000 1
20000 7

15000 1

Bpems ofuenmn, Takr

10000 1
5000 1

1000

Konuuecrso obpasos

1500 2000

Puc. 12. Bpems o0yuenns APT-2 u APT-2m npu 2000

obpazax
e APT-2m
12000 - e
£ 3
§ 10000 -
£ 8000 -
I k| i
g ] ped
2 6000 - P
o E /
E 4000 -
o 1 ’¢f”'
& 2000 - S
0
0 20000 40000 60000 80000 100000

Konuuecrso o6pasos

Puc.13. Bpemsa o0yuenus APT-2m npu 100000 obpazax

W3 rpadukoB BUJIHO, YTO MPHU YBETUUCHUH
KOJIMYECTBa pacro3HaBaeMbix oOpazoB APT-2m
MOKa3bhIBaeT 3HAYUTENIBHO Jy4YIlle pPe3yJbTaThl.
DTO CBSI3aHO €O CJEAYIOIEH OCOOEHHOCTHIO

APT-2m, mowck akTHBHOTO HEHpoHa, B Becax
KOTOPOT'O XpaHUTCS 00pa3, MPOUCXOIUT TeTeph
HE TOJNHKO Ha OCHOBE WYAaCTOTHI ITOJAHHBIX
M300pakeHnl COOTBETCTBYIOIIMX KJIacCOB, HO U

Ha OCHOBE CEMaHTUYECKUX cBA3el,
bopMHPYIOIUXCSI B MOMEHT OOYUYeHHUS CeTH.
DT0  TO3BOJISIET  3HAUYUTENBHO  CHU3UTH

KOJIMUECTBO IPOBEPOK, TaK Kak BCsS IMaMsTh
IIpe/IcTaBlieHa B BUJIE JPEBOBUIHON CTPYKTYPBI.

Aaroputm padoThI APT-2m B
napauiebHOM pexume. Pacemorpum
aJITOPUTMBI JUTSI KOHBEHEepHOTO
pacnapasiieIuBaHus BBIYUCIICHUH npu
ooyuennu u kinaccudukanuu CKC B ART-2m.
ITox KOHBEHepHBIMU BBIYMCIICHUSIMU
MMOHUMAETCsl TAKOE€ IMOCTPOCHUE BBIUUCICHUIM,
IIpA  KOTOPOM  3allyCK JEWCTBMH IIOTOKA
yOpaBJ€HUsT OJHOrO  THUIA, 3aBUCIT  OT
3aBEpIICHUs] TOTOKA BBIIOJIHEHUSI JPYroro
tuna. Ha puc. 12 uzobpaxkeHa cTpyKTypHas
cxema mporecca padotel APT-2m cetm mnpu
paboTe B mapajuIeIbHOM peKUuMeE.

Oman paszeona Kowueetiepa. JlaHHBIE IS
knaccupuxanuun CKC mpencraBieHbl B BHJE

BekTOpa S = {S[,55,...,Sx} U TOCTYNAIOT Ha
Bxox mons F1 B Onok F1 clone. F1 clone
NPUHUMAET pEIIeHHEe O CO3JaHHM IOTOKa

BBIUMCIICHUS JUISI HOPMHMPOBAHUS BXOJIHBIX
CUTHAJIOB u reHepupyeT Omnokm Fl(c), rme

c=l.count F1 ( count F1 — mnapamerp

HaCTPOUKH, KOTOPBIH ompeaesieT
MAaKCHMaJIbHOE KOJMYECTBO IIOTOKOB B IIOJIE

F1). Pesymprar paGotel Gmoxa F1(c)

MoCTymaeT B OYepelab HOPMAIM30BAHHBIX
3HaueHui. JIJisi CHHXpOHU3AIMH 3TOTO Mpoliecca
HCIIONIB3YETCs apouTp AO, KOTOPBIi
KOHTPOIMPYET OUEPETHOCTD 3alKMCH JTaHHBIX U3
nmoist F1 u urenune nonem F2. Ilpu peanuzarum
apbutpa AQ OBUTM UCHOJB30BAaHBI MBIOTEKCHI,
OOBEKTHI SIJIpa OTIEPAITAOHHON CHCTEMBI.
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W}
!

{up,uy, .
P1s P2

> F1(1)
S = {51,592, ... S} %
E - > F1Q2) L ';
w
F1 clone ;
I'-) F1(3) oy ’E
g |
! =
! =
i 5
' §
X =z
! 3
|
+ { Fl(count F1) --{-- ¥
A
F1

—

memory,

Memory; »

memory;

Al

Puc. 14. CtpykTypHas cxema npolecca pacnapauienuBanus Beruucnenuii B APT-2m

Oman HACbIUyeHUs napanienvbHo-
KOHgelleprozo aneopumma. llocine BHeceHUs
MepPBOM 3amUCH HOPMHUPOBAHHBIX 3HAUECHUU B
odepesb, 3amyckaeTrcsi oOpaborka B moie F2.
CuuThiBaHUE JTAHHBIX u3 odepeau
HOPMHUPOBAHHBIX 3HAYCHUU W HUX JalbHEUIas
00paboTKa BBITIONHSAETCS B HOBOM IOTOKE
YOpaBJICHUS], U HpPeACTaBIIeT cOO0H aaroputTm
OTMCAHHBINA HUXKE.

Oman TMOPMOICEHUS. Boinonnenue
pacuetroB B moisix F1 TpeOGyroT pecypcoB
3HAYUTEIIFHO MEHBINE, YeM pacyeT B moiie F2.
Takum obOpazoM, (GopMHpOBaHHE MOITHON
ouepen HOPMAJIM30BaHHBIX 3HAUEHUH,
3aKOHYHUTCS HAMHOTO paHbllle, yeM o0padoTKa
BCEX HOPMHPOBAHHBIX 3HaueHuWid B moine F2.
[ToaToMy TUTSI o0y4eHus MaMsTH
kinaccuukatopa  APT-2m  wmcmoms3yercst
MeJKO3epHUCTOe pacnapaiienuBanue. Kotopoe
MOAPa3yMeBaeT BBIJIEJICHUE PECYPCOB IIOTOKY
BBITIOJIHEHUSI pa3Mepa SYEUKH CUETHOM CEeTKH
JUTSL OJTHOTO HOPMUPOBAHHOI'O 3HAUYEHUS.

Ha
3a

PacnapainenuBanue  BBINOJIHSIETCS
OCHOBE TEXHOJIOTUM MHOTOINOTOYHOCTH,
OCHOBY KOTOpO# B3sTa TexHoiorus OpenMP.

Anroput™M 00pabOTKM JIaHHBIX TIOJIEM
F2npencrasnsiet coboit CIIEYIOLIYIO
[IOCJIEIOBATENHHOCTD 11aroB.

Ilar 1. ITouck pe30HUPYIOLIErO HEHPOHA B

TEKYIIEM YPOBHE NaMSTH /MEmory . ., The

k=1..ML.( ML - xomuuectBo memory ; Ha

j-om  ypoBHe mamsaTH). Ecam  Haiizen
PE3OHUPYIONAA HEUPOH W €CIW  TEKYIIHH

YPOBCHb IAMATH memoryjk , HE nocjeJHui

cxoncrBa Riter '/ MCHbIIE

3aJaHHOM TOYHOCTH), TO MEpPEXo] K mary 2.
Eciiu He wHalijieH pe30oHUpPYIONUMA HEUPOH U
TEKyUIMA yPOBEHb NAMATH, HE IOCIEIHUNA, TO
CO3JJaHHE€ HOBOI'O HEWpOHAa B  TEKYyIIEM

memoryjk , HHHIHaJIU3aiusa <Cro BECOB U

(T.e. Tapamerp

nepexoy K mary 3, wHade CO3JIaHWe HOBOTO

HelpoHa B TEKymeM — memory y. -,

WHUIHAIN3ANNAS €0  BECOB  Pa3OIIOKUPOBKA
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A0CTyna K memoryjk U 3aKpBITHC IIOTOKa

00paboTKH.
Hlar 2. Bumonnuts oOydyeHue BeCOB
TEKYILEro PE30HUPYIOIIETO HelipoHa,

pa30JIOKMpOBaHUE JOCTylla K Memory ks

nepexo] K - ClEAyIomeMY — /MEemory ;. i

nepexoa k mary 1.
Ilar 3. Co3nanne HOBOTO ypOBHS IaMsITH
memory ;.| ero OJIOKUPOBKA, BBIYUCIICHHE

napameTpa (ucnonp3ys
PEKYpPPEHTHYIO 3aBHCUMOCTH

Riter;,, = Riter; +0.75(1 - Riter;) ),

CO3/IaHre HeHpoHa TIaMsATH TEKYIIEro CIJos
j + 1 1 MHUIManM3anysa ero BECOB, IEPEX0] K

CXOoACTBa

mary 4.
Ilar 4. Pa30mokupoBka JocTyma K
memory ., . Ilepexon Ha HOBBIH YPOBEHb

HaMSTH, CUMTAas €ro TEKYIIUM, M Hepexo] K
mary 1.

CHMHXPOHM3AIMIO OI€palluii Hajx BecaMu
HEHPOHOB A VR

peanu3anys KOTOPBIX BBINOJHEHa Ha 0Oaze
MBIOTEKCOB.

Ha puc. 15 wu3o0paxkeHbl BpeMEHHBIE
xapaktepuctuku padboTtel cetu APT-2m mnpu
paboTe B MOCNEIOBATEILHOM U MapauIeIbHBIX
pexuMax.

BBINIOJHSIOT ~ apOUTPHI

2000000
1800000
1600000
1400000

1200000

1832165,75
1016851
879551,2

500000

1000000

1481694,667
800000
611827,6

400000

660723,5

BPEMS (MC)

600000
4438208

300000

400000 3300792 3955656

200000
KONWYECTBO OBPA30B

200000 1421794
15426,1 114435 300515
o, 5769 z [ |

5000 10000 100000

W C pacnapanennusanmem
Puc. 15. Bpewms onpenenenuss CKC cetsro APT-
2mB NocjieJ0BaTeIbHOM U NapajljielIbHOM PEeXUMaX

¥ Bes pacnapanennueanma

[Ipu GoJibIIOM KOJIMYECTBE PACTIOZHAHHBIX

00pa3oB  CKOPOCTb  pabOTBI  CHUCTEMBI B
napajuleIbHOM ~ peXUMe Bpemsi paboThl B
cpeaqHeMm OblcTpee B JBa pasza, 4YeM B
MOCIIEIOBATEIIEHOM PEKHIME.

Ha puc. 16 wu3o0paxkeHa TOYHOCTH

onpenenennsi kiaaccoB CKC. Iloax TodyHOCTHIO

MIOHUMAeTCs IIPOILICHT IIPaBUJIHHO
kiaccudumupoannbix CKC. Ha puc. 17
n300pakeHa TOYHOCTH OIPEICIICHHUs] THIIOB
CKC. Hawryurmive pe3ynbTarhbl ObLTH HOTYUYESHBI

npu  KiIaccHpUKAlMK  aTak  OTKa3a B
00CITy>KHBaHHH U HOPMAJIBHOTO COCTOSIHUSI.
97.71619 Q9 5

100
90
80 -
70 -~
60 -
50 +
40 -
30 A
20 +
10 -

0 -

72,0314 7036879

dos

u2r 21 probe normal

Puc.16. Tounoctu knaccudukauru APT-2m knacca
CKC

Kjacca u2r  ObuId
KJIaccU(PpUITMPOBAHBI c HauMeEHBIIEH
TOYHOCTBIO. D10  OOYCJOBJIEHO  JBYyMS
(akTopaMu: HEKOTOpbIE THIBI arak 3TOro
KJlacca  WCIOJB3YIOT  CAMHUYHBIE CETCBBIC
MaKeThl, 4YTO JelaeT  MaJOM3MEHUYHBLIMU
aHaJIM3UpyEeMbIe  IMMapaMeTphl, HEI0CTATOYHO
noJTHasi o0yuyaroinast BEIOopKa.

CereBBlE  araku

100 1 0 98
90 - 82
80 -
70 -
60 -
50 -
40
30 -
20 -
10
0 -+

]

w
=

e
iy

o+
)

W
~

—
=

————
es—— ()
(=

nd )

ck |

spy e ——] b
nap EEEmmmssm— )

perl
pht
satan |

rootkit |em—

bs
laj

ipsweep

ftp_write
portsweep

wargzmaster

loadmodule
warezclient

buffer_overflow
guess_passwd

Puc. 17. Tounoctu knaccudukauun APT-2m tuna CKC

Cpennsiss tounocts kimaccupukanun CKC
Ha mccleayeMoit BeIOOpKe Obuia paBHa 95,88.
[IpoBeneHHBIE  SKCIIEPUMEHTHI  TTOKA3BIBAIOT
JTy4lIne pe3yJbTaThl, YeM MpeICTaBlICHHEIE B
pabotax [33,36]. Cnemyer OTMETHTBH, 4YTO B
O6oibpIMHCTBE  pabor  araka  phf  He
ompenensercs. Peanmuzarus, mpeyioKeHHasT Ha
ocHoBe APT-2m, Taxke HE cMOrJia BBLIIBHTH
nannoe CKC. D1o mpex;e Bcero cBA3aHo C TEM,
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4T0 araka phf — pejcrapiseT coboi CrieHApHH,
KOTOpbIE MOTYT TMPOBOJUTCS B TEUCHUE
JUTMTETFHOTO BPEMEHH, a JJaHHbIe, KOTOpPbHIC
npeactasienbl B KDD, mpeacrtaBiastor coboid
JUCKPETHBIC TAKETBI, XapaKTEPH3YIOIINE OJTHO
coenuHeHue. [l BBISBICHHUS JaHHBIX BHJIOB
atak  TpedyeTcs  HCHOJb30BAaTh  JIpyrue
WHCTPYMEHTBI, HAaIpUMep, MPOBEJACHIE aHaTH3a
HE TOJIbKO OJHOTO IaKeTa, HO W IOJHOCTHIO
Bcero Tpauka COOTBETCTBYIOIIETO MPOTOKOMA.

Jns  Busyanuzanuu  nois  F2  Obuia
pazpaboTaHa ToOJCHUCTEMa OTOOpa)KeHUs Ha
ocHOBe OwmOmorekn matplotlib [57] s3bIKa
Python. TIloacucrema mo3BOJIIET HATISIHO
MoKa3aTh CTPYKTYPY CaMOOpraHU3yIoIIeHcs
namsatd B nojie F2 ART-2m cetu. Ha puc. 16
M300paKEeHBI YacTH CTPYKTYPHl TaMSTH TIPH
BBIBOJIE PA3HOTO KOJIMYecTBa HEHpoHOB Y
CJIOEB. Ceppim I[BETOM HM300paXeHbI
TPaH3UTHBIE BEPIIUHBI, KOTOPbIE MPEICTABISIOT
coboli  HEWpPOHBI HE  BBIXOJHOTO  CJIOSL.
KoHeuHnble BepIIMHBI OKpAIIEHBI U OMPEACTISIOT

texkyne CKC.
Ha puc. 18 a), 6), B), 1), 1) Touka root
03HA4aeT HAYaJIbHBIN KJacrTep npu

onpeneneaun CKC, B HEro BXoJsT Bce 00pasbl,
MoJlaBaeMble B TIOJICHCTEMY KIlacCH(pHUKAIHH
CKC Ha oOcHOBe aJalNTUBHO-PE30HAHCHOMH
TEOPUH C UEPAPXUUYECKON CTPYKTYPOU HaMSTH.
JIyru, BBIXOASINKE U3 roOt,0Impe/iestoT HOBBIC
CKC npuuem, Ha KaXJIOM YpPOBHE HepapXuu
aMsITH MPOUCXOTUT YTOUHEHHE
pacno3HaBaemoro oOpasza. [lapamerp cxoxactsa
IS KaXJAO0ro  ypOBHSL  PacCUUTHIBAETCS
pekypperatHo (4). Uem pganpiie OT KOpHS
HaXOAMUTCS TOYKA, TEM CTPOXKE TIapaMeTp

COOTBETCTBHSI. [Ipn ITPOBOJAMMBIX
skcrepuMenTax Riter ObuT paBeH:
Riter; = 0,875;

Riter> = 0, 96875;

Riter; = 0, 992188;

Riters = 0, 998047;

Riters = 0, 999512.

Ha puc. 18 a) wm3oOpaxkeHa cTpyKTypa
nmamMsITH, Kotopass Moxxet ompenensath agsa CKC
OIHOTO THMA, a WMEHHO HOPMAaJIbHOTO
coctostaus cetu. Ha puc. 18 0) Buano, uto CKC
OJIHO THUMa TPYNIUPYIOTCS, YTO MOJATBEPXKIAET
a7IeKBaTHOCTh [IPEIJIOKEHHOM MOJIeNu
knaccupuxatopa CKC.

root
-

a) 2 BepIIUHBI
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o
i » -
- . T e L oY
#len
- 3 Y A .
- \. U' .
e N '\..‘ s =
=:' = 3 -t =
p - --H\-Jl'— i ) :. e ‘
/ "-.h L] ’
. | %, -
fow ® root
| - . ]
-w i
4 . E_':n
e Fy ® .l
. . L
j’ L]
"ﬁ
.-éi'

e) 1000 BepnH

3) 10000 BepmmH

Puc. 18. Buzyanuszauus nons F2 cetn APT-2m

Pe3ymbrarhl AKCIEPUMEHTOB ITO3BOJISIOT
caenaTh BBIBOJ O KadecTBE paclO3HABAHUS
CKC. Jlmsg HarmsgHOCTH — KaKIOBIA — I[BET
obo3unauaet onpenenenubiid Tun CKC.

Kaxnpiii  ypoBeHb mamsiTd 1ois  F2
YTOUHSICT TPEeABIAYIIUNA, U3 PUCYHKOB BHUJIHO,
4910 OOJIBIITUHCTBO OOpa30B pacIliO3HABAHHUS HE
TpeOyIoT  Takoro BBICOKOTO 3HAYEHUSI
rmapamMeTpa CXOJICTBa, TaK KaK IpPe/bIIyIIHe
HEUpOHBI Y CIIOS HE BBINOJIHSIOT BETBJICHUS.
IIpencrapnennas Tpaduyueckd  HHOOPMAITHS
TO3BOJISIET TPOBECTH AHAIM3 CETEBBIX aTaKk H
BBISIBUTH CXOXKECTh TOBEJICHUSI HEKOTOPBIX H3
Hux. Hampumep, U3 pucyHka BHIHO, YTO aTaka
guess _passwd cXoka Mo TOBEJCHUIO C aTaKou
rootkit.

Onenka puckoB (GYHKOHMOHHPOBAHHA
KC. Jlns omneHku puckoB (GYyHKIIMOHUPOBAHUS
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KC, B xauecTBe UCXOJIHBIX JAHHBIX OBLIA B3STA
BeiOOpka KDD’99. B kadectBe MeETOAUKH
OIICHKH PHUCKOB uHpopMaImoHHOH
0e30TIaCHOCTH WCIIOJIb30BaHA METOIMKA
komnanuu DigitalSecurity. OHa mnpeamonaraer

BBIJICTICHUE KOHIIENITOB (pecypcoB)
MOJIBEPXKCHHBIX ~ yrpo3aM  WH(GOPMAIHOHHOM
0€301MacHOCTH. Beigenum CJIeTYIOTINE
KOHIIEITHI:

- C1 — paborta uHPPaCTPYKTYpPhI
nH(OPMAITMOHHO-TEICKOMMYHHUKAITHOHHOMN
cuctemsl (UTC);

— C2 — paboTociocOOHOCTH CEepBUCA;

- C3 — KOH(PUACHIMATBHOCTH JTAHHBIX O
ctpykrype UTC;

— C4 — xoH(pUACHITUATEHOCTD JaHHBIX
MPUIOKEHUS;
- C5 — 11eJIOCTHOCTH JaHHBIX.

CremyromuM 3TanoM TpeOyeTcsl BBIICITUTD
yrpo3bl uHpOpMaIMOHHON Oe3omacHocTH. B
KavyecTBEe Yyrpo3 ObLIN BBIOpAHBI CETEBBIC aTakKH,
peuIoKeHHbIe B BEIOOpke KDD.

Jlanee TpeOyercsi OICHUTH KPUTHYHOCTH
peanu3amnuu KaXXoi yI'pO3bl (ER)
OTHOCUTEIBLHO BBIJICICHHOTO KoHIenTa. Jlis
HAXOXXJIEHUSI BEPOSATHOCTH pealu3alliid yrpo3bl
(P(V)) Obumm ucCHoJIb30BaHbl CTATUCTUYECKUE
JTaHHBIC, onMcaHHbIe B BEIOOpke KDD (Tabm. 3).

Tabnuna 3
KputnuHocth peanusanuu yrpo3
Vrposa P(V) ER

C1 c2 | C3 C4 G5
smurf 0 95 95 2 2 10
neptune 21,89925522 10 95 2 2 10
back 0,044965323 80 80 2 2 10
land 0,00042863 40 40 2 2 10
pod 0,005388491 40 40 2 2 10
teardrop 0,01998232 95 2 2 95
warezmaster 0,020819169 95 2 40 40
ftp_write 0,000163288 10 2 40 40
guess_passwd 0,00108178 20 95 20 95 95
imap 0,000244931 10 10 10 10 10
multihop 0,000142877 95 40 40
phf 8,16438E-05 20 20 20

spy 4,08219E-05 40 30 60 30 2
warezclient 0,000408219 2 95 2 40 40
buffer overflow 0,000612328 2 95 10 2 95
loadmodule 0,000183699 2 95 10 2 95
perl 6,12328E-05 2 95 10 2 95
rootkit 0,000204109 2 95 10 2 95
ipsweep 0,254749067 10 10 50 10 10
nmap 0,04727176 10 10 10 10 10
portsweep 0,212539222 10 10 50 10 10
satan 0,324370817 10 10 50 10 10

HUHDOPMALIUA U FE3OIIACHOCTA. 2019, T: 22, Buin. 1 61



CUCTEMA OBHAPYXXEHUS BTOPXKEHUI B IP-CETH C UCITIOJIB30BAHUEM...

Jlanuaple ER ObLIH mOJTydeHBI B3 aHAIN3a
paboTeI[58]. BeimonHumM pacuer ypoBHEH yrpo3
o ysi3pumocTH (Th).

c=1.m;
A€ N — KOJIMYECTBO YI'PO3, M — KOJIUYCCTBO

KOHIIETITOB.
L P(I) * ERc,l' . B tabmn. 4 mpeicTaBiieHbl pe3yabTaThl
<100 100 ’ pacueTa ypoBHEH yrpos.
i= E;
Tabmuma 4
YpoBeHb yrpo3
Th
Yrpo3za
C1 C2 C3 C4 C5
smurf 0 0 0 0 0
neptune 0,02189926 | 0,208043 0,00438 0,00438 0,021899
back 0,00035972 0,00036 8,.99E-06 8,99E-06 4,5E-05
land 1,7145E-06 | 1,71E-06 8,57E-08 8,57E-08 4,29E-07
pod 2,1554E-05 | 2,16E-05 1,08E-06 1,08E-06 5,39E-06
teardrop 3,9965E-06 0,00019 4E-06 4E-06 0,00019
warezmaster 4,1638E-06 | 0,000198 4,16E-06 8,33E-05 8,33E-05
ftp_write 3,2658E-08 | 1,63E-07 3.,27E-08 6,53E-07 6,53E-07
guess passwd | 2,1636E-06 | 1,03E-05 2,16E-06 1,03E-05 1,03E-05
imap 2,4493E-07 | 2,45E-07 2,45E-07 2,45E-07 2,45E-07
multihop 2,8575E-08 | 1,36E-06 2,86E-08 5,72E-07 5,72E-07
phf 1,6329E-08 | 1,63E-07 1,63E-08 1,63E-07 1,63E-07
spy 1,6329E-07 | 1,22E-07 2,45E-07 1,22E-07 8,16E-09
warezclient 8,1644E-08 | 3.88E-06 8,.16E-08 1,63E-06 1,63E-06
buffer overflow | 1,2247E-07 | 5,82E-06 6,12E-07 1,22E-07 5,82E-06
loadmodule 3,674E-08 1,75E-06 1,84E-07 3.67E-08 1,75E-06
perl 1,2247E-08 | 5,82E-07 6,12E-08 1,22E-08 5,82E-07
rootkit 4,0822E-08 | 1,94E-06 2,04E-07 4,08E-08 1,94E-06
ipsweep 0,00025475 | 0,000255 0,001274 0,000255 0,000255
nmap 4,7272E-05 | 4,73E-05 4,73E-05 4,73E-05 4,73E-05
portsweep 0,00021254 | 0,000213 0,001063 0,000213 0,000213
satan 0,00032437 | 0,000324 0,001622 0,000324 0,000324
Jlis  pacueTa ypOBHS Yrpo3 IO BCEeM Jnst OIICHKH 3¢ (HEKTUBHOCTH

YA3BUMOCTSM BBIITOJIHUM:

CTh, =1-T1(1-Th, ).
i=1

CTh
0,023104 ‘ 0,20933 ‘ 0,00838 ‘ 0,005326 ‘ 0,023059

MIPSVIOKCHHBIX KOHTPMEp IIyTeM BHEJIPCHUS
pa3paboTaHHOM CHCTEMBI oOHapyKCHUIU
BTOP)KCHHM Ha OCHOBE JIAITHBHO-PE30HAHCHOM
TEOPUH BBIMIOJHUM pacueT YpPOBHEH yrpo3 Imo
BCEM VS3BHUMOCTSM W  PAcCUMTaeM PHCKH
HHPOPMAITMOHHOHN 6€30I1aCHOCTH.

JlaHHBIE O Ppacyuere YpPOBHEH Yrpo3 IIi0o
YSI3BUMOCTSIM TTPEJICTABJICHBI B Ta0JI. 5.
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Tabmuua 5.
YpoBeHb yIpo3 MOCjIe BHEJIPSHHS] KOHTPMED
Th
Yrposza
C1 C2 C3 C4 C5
smurf 0 0 0 0 0
neptune 0,000519 | 0,004932 | 0,000104 | 0,0001038 | 0,000519
back 2,6E-05 2.6E-05 | 6,49E-07 | 6,49081E- | 3,25E-06
land 2,86E-07 | 2,86E-07 | 1,43E-08 | 1,42877E- | 7,14E-08
pod 0 0 0 0 0
teardrop 0 0 0 0 0
warezmaster 3,75E-06 | 0,000178 | 3,75E-06 | 7,4949E-05 | 7,49E-05
ftp_write 1,22E-08 | 6,12E-08 | 1,22E-08 | 2.44931E- | 2.45E-07
guess_passwd 4,33E-08 | 2,06E-07 | 4,33E-08 | 2,05538E- | 2,06E-07
imap 4,41E-08 | 4,41E-08 | 4,41E-08 | 4,40877E- | 4,41E-08
multihop 1,63E-08 | 7,74E-07 | 1,63E-08 | 3.25759E- | 3,26E-07
phf 1,63E-08 | 1,63E-07 | 1,63E-08 | 1,63288E- | 1,63E-07
spy 8,16E-08 | 6,12E-08 | 1,22E-07 | 6,12328E- | 4,08E-09
warezclient 2,12E-08 | 1,01E-06 | 2,12E-08 | 4.24548E- | 4,25E-07
buffer overtflow 7,72E-08 | 3,66E-06 | 3,86E-07 | 7.71534E- | 3,66E-06
loadmodule 2,06E-08 | 9,77E-07 | 1,03E-07 | 2,05742E- | 9,77E-07
perl 0 0 0 0 0
rootkit 2,04E-08 | 9,7E-07 | 1,02E-07 | 2,04109E- 9,7E-07
ipsweep 5,09E-05 | 5,09E-05 | 0,000255 | 5.09498E- | 5,09E-05
nmap 2,13E-05 | 2,13E-05 | 2,13E-05 | 2,12723E- | 2.13E-05
portsweep 9,14E-05 | 9,14E-05 | 0,000457 | 9,13919E- | 9,14E-05
satan 7,14E-05 | 7,14E-05 | 0,000357 | 7,13616E- | 7.14E-05

BrimmoaHuM pacdeT ypoBHEH yrpo3 1o BceM

YSI3BUMOCTSIM T10CJI€ BHEAPEHUS KOHTPMED. (tabmn. 7).
CTh
0,0007 | 0,0053 | 0,0011 | 0,00041 | 0,0008
8 7 9 6 3
Hanee paccuutaeMm pucku TAC D -
UH(POPMAITMOHHOMH 0€30MacHOCTH

KKJ0r0 KOHIIENTa, a TaKXKe CyMMapHBIH PUCK

R, =CTh, * D,

R=1-TI(1-R,);
c=1

KPUTHYHOCTH pecypca,

KoTopast

B 3aBHCHUT OT KOHKPETHOTO IPEIIPUSATHUS.

COOTBCTCTBHH C BBLIACICHHBIMH YI'PO3aMHU JIA

Tabmauia 6
Puckn nadopmannonHoii 6e30macHOCTH
Cl C2 C3 C4 Cs R
D 100 25 20 50 70
R. o 2,3104704 | 5,2334384 | 0,1676915 | 0,26627947 | 1,614142 | 9.312181
R.mocne | 0,0784348 | 0,1344289 | 0,0239678 | 0,02079714 | 0,058747 | 0,316019
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Ha puc. 19 n3obpakeHa rucrorpaMmma
PHUCKOB J10 U 1iocJie ucrnoib3zoBanus COB.
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Puc. 19. YpoBeHb prckoB HHPOPMAMOHHOMN

6e30MacHOCTH
B  cpemHem  ypoBeHb  pHCKa  Ha
PacCMOTPEHHBIE YA3BUMOCTH YIA€TCS CHU3UTh
B 30 pa3.
B  pabore  monydeHsl  clexyrouiue

OCHOBHBIE PE3yJIbTAThI:

1. HccnenoBanbl CylecTBYIOMNUE CPEACTBA
3aIUTHI KOMITBIOTEPHBIX CETEH OT CETEBBIX aTak
U BBISIBJIEHBl WX OCHOBHBIE HEJOCTATKH.
[IpoBesmeH aHaMW3 TPUMEHUMOCTH Pa3TUYHBIX
METOJIOB MHTEJUIEKTYAJIbHOTO aHajin3a JaHHBIX
B 3aj[a4aX 0OHAPYKEHHSI CETEBBIX BTOPKEHHUM.

2. [IpoBenen aHaJIn3 PHCKOB
WH(pOpMaITMOHHON 0€30ITaCHOCTH Ha HEKOTOPHIC
BUJIBI  CETEBBIX BTOpxkeHHH. Paspaborana

ctpyktypa COB, mpu TOCTpOCHHH KOTOPOH
perieHsl  MpoOJIeMbl  PAcHONOKEHUSI areHTOB
aHalM3a U areHToB cOopa HH(POpMaIHK.

3. Pazpaborana momens MHC APT-2m c
HepapXuUeCcKOl CTPYKTypod mamsTh. /[oxazaHa
ee 9(QQPexTUBHOCTH TPH pENICHHH 3aaa4
Kiaccudukaruu.  Pa3paboTaHbl  alrOpHTMBI
oOyueHust (YHKITHOHUPOBAHUS
KJaccudukraropa Ha OCHOBE
MoauduIupoBanHoi apxuTekTypel APT-2m B
3a/1auax OTIpE/ICIICHUSI COCTOSTHUS
KOMIIBIOTEPHOM CETH B MOCIEAOBATEIBHOM U
napajuielbHoM pexxumax paboTel. Pa3zpaboran
Meron knaccudpukarun CKC Ha  ocHOBe
HCTOJIb30BaHHUS NHC APT-2m c
HEPAPXUUYECKON CTPYKTYPOU MaMsITH, KOTOPBIH
MO3BOJISIET B Tporiecce paldOThl BBITOIHATH

u

JI000yYEeHHE.
4. Pa3pabotan mnporpamMMHBIM POTOTHUIL
CHCTEMbI OOHapY>KE€HUS! BTOP)KEHUH Ha OCHOBE
NHC APT-2m u IIPOBEICHBI
HKCHEPUMEHTAIbHBIC UCCIICJIOBAHUS,
nojaTBepKaaronue 3h(HEKTHBHOCTh CO3/TAHHON
COB m1s 3a1muUTHl KOMIIBIOTEPHOM CETH.
IlepcnexkTuBbl JajbHelimell pa3padoTku
3aKJIOYAIOTCS B TOBBIIEHHM  TOYHOCTHU
OIPE/ICIICHUs] COCTOSIHUSL KOMIIBIOTEPHOU ceTu
nyTeM POBEJICHUS npe1o0paboTKH
napaMeTpoB KIACCHPHUITIPYEMBIX 00pa3oB.
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INTRUSION DETECTION SYSTEM IN IP NETWORKS USING ARTIFICIAL NEURAL
NETWORKS OF ADAPTIVE RESONANCE THEORY WITH A HIERARCHICAL
MEMORY STRUCTURE

D.G. Bukhanov, V.M. Polyakov

The structure of the intrusion detection system based on intelligent analysis methods has been developed. A
modified structure of the ART-2 network with a multi-level memory, the architecture of which significantly allows to
reduce determination time of the computer network state, is proposed. Also the algorithms of the classifier in parallel
operation are described. Based on the DigitalSecurity methodology, the risks of the information system functioning
were assessed before and after the implementation of the developed intrusion detection system. The system was tested
based on the data presented in the KDD sample.

Keywords: intrusion detection system, artificial neural networks, adaptive resonance theory.
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UH®OPMAIIMOHHAS BE3OIIACHOCTH B YCJIOBUSAAX UHTEPHETA BEIIEH

ILIO. ®uask, A.A. Uzbopos, A.JI. Makeumos, U.A. Teipun

WuTeHCcWBHOE pa3BUTHE MH(MOPMALMOHHBIX M WHTEPHET TEXHOJIOTH, CO3aeT HOBBIE CMIOCOOBI
B3auMojieiicTBUsT BO Bcex cdepax. OmHuM w3 HanOosee OBICTPO Pa3BUBAIOLIMXCS HANpaBIeHUH

nHpOPMATH3AINY - HHTEPHET BEIIEit.

KirodeBbie ciioBa: wHpopMarus, HHPpopMamoHHas 6€30TTaCHOCTh, HHTSPHET, MHTEPHET BeIIel,

III/I(prBaH OKOHOMUKA, YA3BUMOCTD, YIP034d, pUCK

NuTencuBHOE pa3BUTHE HHPOPMAITUOHHBIX
A HHTEpPHET TEXHOJOIWHA, CO31aeT HOBBIC
CrocoOBI  B3aWIMOJICHCTBHSI BO BceX cdepax.
OnauMm u3 HauOosiee OBICTPO Pa3BUBAIOLIKXCS
HampaBJICHUN WHPOpMATHU3AIMN - WHTEPHET
BeIe.

«uatepuer Bemel» (amen. Internet of
Things, loT) — KOHIENIHS BBIYHCIHTEIHHOMN
ceTH, coeauHsIomeH Bemm  (pusmueckue
MIpEAMETHI), OCHAIICHHBIE BCTPOEHHBIMH
nH(pOPMATTMOHHBIMHA TEXHOJIOTUSIMU JUIst
B3aWMOJICHCTBUS APYT C APYTOM I C BHELITHEH
cpenoii 6e3 yuactust uenoBekay [1]. Ha mannbrit
MOMEHT HET OJHO3HAYHOIO, HCUEPIBIBAIOIIETO
W YHMBEPCAILHOTO OIPECJICICHUS] «MHTCPHETA
Bemei». JIpyruMu  cloBaMH,  «UHTEpPHET
BEIICH» HAJI0 pacCMaTPUBATh KaK BO3ZMOKHOCTD
B3aUMOJEUCTBUS JIIOJIEH W Belled MocpeicTBam
CeTH WHTEpHET OJiarogapss OJHOBPEMECHHOMY
WCIIOJIb30BAHUIO Pa3IUYHBIX HH(POPMAIMOHHBIX
TEXHOJIOTMWA, Haimuuio [P aipeca W
npotokona cetu HMHTepHeT TCP/IP -
1porokoja. OJIHUM U3 OCHOBHBIX YCJIOBUH,
COMYTCTBYIOLIUX HEOTPAaHUYEHHOMY
BOIUIOIICHUIO B JKH3Hb «UHTCPHETA BEIICH»
CTajJo0  TOSBJIEHWE W  PacHpOCTPAHEHUE
nporokoza [Pv6.

Ounak [1&tp KOpeeBnu — CBIKTBIBKAPCKUTH
rocyaapctBeHHsiil yHuBepcutet (CI'Y), KaHI. TeXH.
HayK, IOTeHT, e-mail: paralax-1@yandex.ru

H3btopoB Aprem AnekcanapoBuy — CbIKTbIBKAPCKUI
rocynapcTBeHHbIH yAUBepcuTeT (CI'Y), cTymeHT, e-mail:
izyurov97@mail.ru

MaxkcumoB Anekcelf JleonnnoBud — CBIKTBIBKAPCKHit
rocyaapctBennsiii yausepcuteT (CI'Y), cTyneHT, e-
mail:al3xey@mail.ru

TeipuH Unbs AnexceeBud — CBIKTBIBKAPCKHIT
rocynapcTBeHHbIH yAUBepcuTeT (CI'Y), cTymeHT,, e-mail:
delkan665@rambler.ru

[lon «uHTepHeTOM Bemei» MOHUMAETCS

MHO>XECTBO ~ YCTPOHCTB,  OpHUOOpPOB WU
JIATYMKOB, OOBEJAMHEHHBIX B OOIIYIO CETh
MIOCPEACTBOM BCEBO3MOKHBIX KaHaJIOB

Hepe/lauu JIAHHBIX, UCIOJIB3YIOIUX Pa3IndHbIC
HIPOTOKOJBl B3aUMOACUCTBHSA, U IIPOTOKOJIOM
JocTyna K - [JI00aJbHOW  CETHM  MHTEPHET,
00BeIMHEHHBIE OOIIMM TpOTOKOJIOM [P.

OOBIYHBIA UHTEPHET WM KUHTEPHET (CETh)
JMOJEN» TNPAaKTHYECKHM HE OTIMYaercs OT
«MHTEPHETA BELIEH» - T€ XKE IPOTOKOJIBI, TC KE
MapuLIpyTH3aropsl, Te xe [P — anpeca, Tompko
BMECTO JIIOJICH, PACIIONOKEHHBIX B TOYKAX H
y31ax CeTH, HaxoJATcs HE O,
NPUHUMAIOIIAE CAMOCTOSATEIIBHBIC PEIICHUS B
BOIIPOCAX  CETEBOIO0  B3aUMONCHUCTBHSA, Aa
ycTpoiicTBa, TpUOOpPHI, CpeicTBA, TEXHUKA
OOBEKTHI «BEIIW», INPUHAMAKOIIAE |
HACIIOJIHSAIOIME KOMAaHJbl, HAIPaBIIIEMBIE 110
CETH, YTO HAIJIAOHO JEMOHCTPUpPYETCS Ha pHC. 1
u?2.

MHorue u3 3THX «BELIEH» OCHAIIEHBI
JIOCTATOYHO  CEPBE3HBIMU  IIPOLECCOPAMHU,
MaMATBIO, JIOTUKOM, ONEPALlMOHHON CUCTEMOH U
Jpyro smart — HAYUHKOM, 4YTO IO IPaABY
[I03BOJISIET HA3bIBATh 3TH BEILH YMHBIMH.

B mHacrosmee  BpemMs  CYIIECTBYET
MHOXECTBO KpHUTEpPHUEB KJIaccu(prKanu
HHTEpPHETA BEIICH, B YacTHOCTH, IO Cepam
npuMmenenus (Puc. 3), mo ypoBHsSIM mpUMEHEus:
2/100a1bHblIl  YPOBEHb — «HMHTEpPHET-BEHIEi»
OXBaTbIBa€T BCE TOCYAapcTBO W BECh MHp B
LIEJIOM; Pe2UOHAIbHbLI YPOBEHb — «UHTEPHET-

Belllel»  OXBaThIBAeT  OTIEIbHBIM  pPErvoH
TOCy/IapCTBa; YPO6EHb MYHUUURATUMEMA —
YMHBIH TOPOJl; YPOBEHb OOBEKTa — YMHBIN

JIOM, YMHBIIA OQHC.
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Puc. 2. BuzyanbHoe NpeaCcTaBICHUE «AHTEPHETA
BELLEH»

Konrnernust KUHTEpHETa BEIIe»
MoJipa3yMeBaeT HCIOJIb30BaHUE O€30MacHBIX
oOiaunplx TexHosoruét - Cloud Computing n
TEXHOJIOTH( «TYMaHHBIX BBIUUCIICHUN» - Fog
Computing [1-2], a Takke HaIlMOHAIBHOMI
obmawynoit argopmer [3,4], 4TO sBISETCS
peaTbHBIM crocooom obecreueHus
nH(GOPMAITMOHHON  0e30MacHOCTH Ha  BCeX
YPOBHSIX, HayWHasi C OOIIErocyJapcTBEHHOTO.
OO6naunble  BBIYHACICHUSL, B YacTHOCTH,
MPEANoNaraloT OKa3aHHe CIEAYIOMUX THUIIOB
YCIYyT CBOUM TIOJIb30BatelisiM [5-7]: Bce Kak
yenyra  (Everything as a  Service),
nH(ppacTpykTypa Kak yciyra (Infrastructure as
a service), nnarpopma xak ycuyra (Platform as
a service); TporpaMMHOE oOOecreueHne Kak
yeyra (Software as a service), amnmapaTHOE
obOecrreuenne kKak ycinyra (Hardware as a
Service);  pabouee MecTO Kak  yciyra
(Workplace as a Service, naHHBIE Kak ycCiyra
(Data as a Service);, 6€30TaCHOCTb KaK CEPBHC
(Security as a  Service).  Texnomorum

ABTOMaTM3aLMA

MNOJSIb30BATEbCKWUIA
WHTEPHET BELLEN

Taxenoe
MalMHOCTPOeHHe

O6ecTBeHHbIH
TpaHcnopT

YmHble ropopa

CneumansHoe

ANA o6MeHa AaHHBIMK
4epes rnobanbHyio ceTs

\
| Cucrem

MpoussoacTeo

ABTOMaTM3aUMA pPaboTbl 5
[ROMaLUHMX rajDKeToB

Puc. 3. Knaccugukanus «uHTepHETa Bemein mo chepam

TIPUMCHCHUA

BUPTYyaJIU3aIuu MO3BOJISFOT 00BETUHSATH
MHOTOYHCJICHHBIC WHTEPHET-CepBEpa B €JIUHBIC
KJIACTEpPhl C TMPAKTUYECKH HEOTPAaHUYCHHOU
MTPOU3BOIUTEIIHBHOCTHIO [§].

Konuenuuu peajusanun «<MHTepHeTA
Bemein»

Hampasnenne [oT  Bomnomiaercss  Ha
[IpaKTUKE B paMKaxX OJIHOM, HECKOJbKHX WIIU
COBOKYITHOCTH  peau3yeMbIX  KOHIEIIIHH.
Hanpumep, oanmmu w3 Haumboiee OBICTPO
pa3BUBAIOIIUXCS KOHUEMNINM B3aUMOJEHCTBHUS,
HAa JAHHBIM MOMEHT, SBJISIETCS KOHIICIIUS

«YMHOTO  JOMa» ©  «yYMHOM  TEXHUKHY.
WHTeniekTyanbHas cucTeMa «yMHBIA JOM» —
3TO BBICOKOTEXHOJIOTUYHAs cucrema,

MO3BOJISOIIAST OOBEIMHUTH BCe KOMMYHUKAIIUN
B OJHY M TOCTaBUTh €€ TOJ[ yIpaBleHUE
HCKYCCTBEHHOTO WHTEIJICKTA,
MPOrPaMMHUPYEMOTO U HACTPAaUBaEMOTO O] BCe
mOTPeOHOCTH, U TIoKenanus xo3simua (Puc. 4).
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Vi 4epes
(IPhone, IPad)

[ Vnpasnenue ocsemenen

Vnpasnenne
KINMaT-KOHTpOIeM

IynsT
(cencopras naHens)

VMHBIN JIOM

Puc. 4. BuzyanbHoe npeacTaBieHue YMHOTO 10Ma

Jlng  opraHuzaiuu  pabOThl  «HUHTEpPHETA
BelIei» HeoOXoauMa ClrierualibHas miarhopma
JUIsL yIpaBiieHus: (IpOrpaMMHBIA KoMmIieke). B
Ka4yecTBe TakoW IuaTopMbl, MOXKET OBITH
yclexoM Hcnojib3oBaHa Iiardgopma iRidium

mobile [9].

iRidium — mnporpamma, ¢ IOMOIIBIO
KOTOpOil ~ co3maeTcs  HyJbT  YHIPaBICHHS
CHUCTEMOH aBTOMAaTH3allUM M  ayJIHO-BUIEO

o0opy/loBaHMEM B KBapTupe, Iome, odmuce,
roctuHuile. imeeT BCTpoeHHbIH iRidium script.
iRidium PRO mo3BomsieT ympaBlTh BCEM

o0opyiIoBaHHEM «YMHOTO JIoMay,
UHTErPUPOBATH yIIpaBJIeHUE c
npodeccHoHaTbHBIMU cucTeMamu

AaBTOMAaTH3allMd W YCTPOWCTBAMHU «HWHTEpHETA
Bellei», co3aaBaTh HHTEpPerch BU3yaTu3aiuu
C YHHKaJIbHOW rpauKoi, HaBHTAIUCH U
JIOTUKOU yTIpaBlICHUS.

iRidium Server — KOHTpOJIIEp IS CHCTEM
apromatusanuu  u  loT. iRidium  Server
WCTIONB3YeTCS KaK JIOTHUSCKUH KOHTpPOIIEp B
uHCcTamsanusax Ha Oasze KNX, Modbus, HDL,
Helvar, Domintell u napyrux cuctem. Ha
pUCYHKE 5 TIpeicTaBieH (parMeHT Koja JUIs
opranuzanuu paboThl «MHTEpHETa Belel», ¢

HCCIICIOBaHNS,
JAHHOU CTaTbH.

IMPOBCACHHOT'O

aBTOPAMH

Pucku 1 yrpo3sl HHTepHeTa Bemieil

C  Touku
HalpaBJICHUE  «UHTEPHET
OTHOCUTCS K pa3psdy CIOXKHBIX CHCTEM,
COOTBETCTBEHHO, €Hd  CBOWCTBEHHBI  BCE
YSI3BUMOCTH, YIPO3bl M PHUCKH, XapaKTepHbIE
JUTSL CIIOXKHBIX cucteM. Kpome Toro, uHTEpHET
BEMIeH 3TO MHPOPMAITMOHHAS CHCTEMA H, CTaJIO
OBITb, OTH  YSI3BUMOCTH, VYTPO3BI, PHUCKHU
SIBIISTEOTCST WH()OPMAITMOHHBIMHE, YS3BHMOCTSIMH,
yrpo3aMd W pHUCKaMH  HMH(POPMAIMOHHOM
0€30I1aCHOCTH. COOTBETCTBEHHO 1A
obecrieueHuss MHPOPMAIIMOHHON OEe30MacHOCTH
[oT, morpebyercss Bech CHEKTp METOJIOB,
CpencTB, MPUHITUIIOB, TOAXOJIOB U JEHCTBUN B
CUCTEMHOW W KOMIUIEKCHOW COBOKYITHOCTH,

3peHUs] TEOPHH  CHCTEM,

Bemei»  (loT)

KOTOpbI  HeoOXxomwMm st oOecreyeHus
Oe3omacHOCTH CJIOKHOM, a TOUHEE
CIIO’KHEHINIEH, H MacIuTabHOM

UHOPMAIMOHHON cucTeMbl. Bripakasicy 6oiee
OPOCTBIM SI3BIKOM, - YeM OOJbIle «YMHBIX»
YCTPOUCTB IOAKIIOYAETCS K CETH, TEM BBIIIE
PHCKH, CBSI3aHHBIE C HECAHKIIMOHUPOBAHHBIM
JIOCTYIIOM B IoT-cucremy,
HECAaHKI[MOHUPOBAHHBIM BO3/CHCTBUEM Ha Hee

MOMOIIBI0  BCTPOCHHOTO  SI3bIKA  CHCTEMBI
iRidium  script, B  paMKax  Hay4HOTO
70
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U HUCIHOJIB30BAHHEM €€  BO3MOXKHOCTEH
3JI0YMBIIIUICHHUKAMH.
Yrpo3el «UHTEpHETAa Bewieil» MOXKHO

pa3OUTh Ha CIEAYIOIINE KATETOPUU:

1. VYrpo3bsl co CTOpPOHBI YCTPOMCTB: BBIXO]I
yCTpoHcTBa u3 CTpOSi; HapylLICHUE
padoTOCOoCOOHOCTH U 0€30MacHOCTH KaHAJIOB
CBSI3M; HAPYLIECHHUE U NTOTEPs YIIPABICHHUS.

2. Yrpo3sl HECAHKIIHOHUPOBAHHOIO
BO3JICHCTBUSI: OJIOKUPOBAHHUE YCTPOUCTB; BBIBO/I
YCTpOHCTBA M3 CTpOS; IEepexBaT YIPABJICHUS
YCTPOUCTBOM; yTeuKa, UCKa)XXeHUE,
YHUUYTOXXEHUE HWH(POPMAIUU, XpaHsiehcs Ha
YCTPOMCTBAx U BBIJABAEMBIX UMH, B TOM YHCIIE
NEePCOHAIBHBIX JAHHBIX U OUOMETPUYECKHUX, B
YaCTHOCTH.

3. Vrpo3bl, CBsI3aHHBIE C KaHAJIAMH CBSI3H U
nepegayr WHQOpMalMK: HE3AUIUIIEHHOCTh U

B eJIsIX aHaiiM3a  ysS3BUMOCTEH "
NpeloTBpalleHus yrpo3 Obula  BBHITIOJHEHA
npoBepka paboTel [P — kamepsl «yMHOTro 10May,
AMYJIMPOBAHHOTO ¢ oMokl iRidium mobile B
pamMKax KOHIICTIIIMM «UHTEpPHEeTa BelIei», Kak
ATO ONHKCAHO B NpenbiayeM pazaeie (Puc. 5).

B ortux mnensx OBUTM HUCIOJIB30BAHBI:
onmepanuonHas  cucreMa  «Kali  Linux»,
IPIJIOKEHUE JJII aBTOMAaTHYECKOTO IIOWCKa
U3BECTHBIX HM3BSIHOB B 3amure «Nessus
Vulnerability Scanner» ot Tenable Network
Security U yTuauTa IS UCCIIEIOBAHUS CETH U
MPOBEPKHU 0e30macHOCTH «Nmap.

[lepen HauyanoM pabOTHI MPOBEAEM TECT
CHUCTEMBl HA HAJIWYUE OTKPBHITHIX IOPTOB B
MPUJIOKEHHH Nmap ¢ TOMOIIBIO TOJIYCKPBITOTO
CKaHMpPOBAHUsl Hallled «UHTEPHET-BEIIU» BO
BpeMsl TIOJIKJIFOUEHHUsI ero K Touke aoctyna Wi-

HapyIIEHHUE 3alIUIIIEHHOCTH KaHAJIOB. Fi. Tecr mnoxazan MAC-aapec, Mapky u
OTCYTCTBHE  OTKpBITBIX  mopTtoB  (Puc.6).
AHaJau3 ySI3BUMOCTeH M MOUCK METO10B
obecriedyeHUus 6€30MACHOCTH
iRidiurm Server
#
HRARY HRBHRH R
tConnect ()
Ping
hannels

: Ping

2: Ping

Ping

Puc. 5. ®parmeHnT padoTsl iRidium Server
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:~# nmap -sS 192.168.1.146

Starting Nmap 7.70 ( https://nmap.org ) at 2018-11-25 22:36 M{

Nmap scan report for 192.168.1.146

Host is up (0.021s latency).

ALl 1000 scanned ports on 192.168.1.146 are closed
MAC Address:

Puc. 6. Pe3ynbTar ckaHMpoBaHUs cUCTEMbI MPUIIOKEeHUEM Nmap

Crnenyromuit  mar MOIKJTIOUEHUE
kamepel 4epe3  Android-npunoxenust  «IP
Webcamy k Hamreli cucteme depes Wi-Fi ceTs.
W3HauanbHO  OPUIIOKEHUWEM  IIpejijiaraeTcs
nedoaraenii mopt 8080 (Puc. 7). Bo Bpems
paboThl TPUIIOKEHHS, B CTPOKE COCTOSHUSA,
TaKk’kK€ MOXKHO YBUIETH TO, UYTO TMOPT OTKPHIT
MTOCTOSTHHO. JTO OOBACHSICTCS TEM, YTO Kamepa
nepenaeT TPaHCIANNIO (JJaHHbBIE) B TIOCTOSTHHOM
pexume. CregoBareabHO, 3TOT MOPT MOMKET
CTaTh IPUYUHOM IIENIOTO Psiia YSA3BUMOCTEH st
Hamed «uHTepHeT-Bemu» B Buie [P-kamepsrl.
Jliss TpoBepKH HATUYHsI OTKPBITHIX TOPTOB
CHOBa BOCIIOJIb3yeMcCsl IpuioxkeHneM Nmap. B
pe3yibTare CKaHHPOBAHUS MOATBEPXKAAETCS
(GakT HaMAYWs TOCTOSHHO OTKPBITOTO TIOpTa

Scan open 8080 port

< Back to My Sc

Hosts 1@ Vulnerabilities 22 History

Host Vulnerabilities

192.168.1.146 H

Puc. 8. Pe3ynbrar ckanupoBanus nopta 8080
npuioxenreM Nessus Vulnerability Scanner

8080. Takum oOpazom, co3maBas MOCTOSIHHOE
MOJIKITIOYCHHUE, KaMepa caMa CO3/IaeT «JIa3eiKy»
AJI4 TIOTCHIUAJIBHOTO 3JIOYMBINIJICHHUKA. Pas
eCTh «Ja3eiikay, CJIeJ0BaTeNIbHO, CYIIECTBYIOT
Pa3siIMYHbBIC YA3BHUMOCTH, HalTH KOTOpPBIE H
SIBIIICTCSL TIEPBOCTEIICHHOW 3ajaueil aHan3a
yrpo3. Jlnsg aHanm3a «Jla3edkuy Ha HaJIHIue
VSI3BUMOCTEH  BOCIIOJIB3YEeMCSl  MTPHJIOKEHHEM

BelyaHue B NOKaNbHON CETH
[ orul ]

Moanepxka ONVIF

HacTpouTe asToONpeaeneHue u ynpasnexne kamepoi no ONVIF

@ Beuwarwne yepes U

NPOYEE

NayHblil CepBy

Pexum 3Byka

Puc. 7. OxHo HacTpoek npunoxeHus [P Webcam

JUISE  aBTOMATHYECKOrO TMOWCKAa HM3BECTHBIX
W3bssHOB B 3amuTe - «Nessus Vulnerability
Scanner». B pe3ynbTate ckanupoBaHusi Nessus
Vulnerability Scanner BbisiBEI 21 ySI3BUMOCTB,
U3 KOTOPBIX: | ySI3BUMOCTB BBICOKOTO YPOBHS, 3
cpensero, 1 HuU3Koro m 16 WHPOPMATHBHBIX
coobmmenuii (Puc. 8).

Crnucox HANJCHHBIX YA3BUMOCTEHN
MPWJIOKEHUE BBIIAET B BUJE CIUCKA C KPATKUM
OIMCAaHUEM, IO KOTOPOMY MOYHO OIpPEIEIHUTh
KOHKPETHYIO YSI3BUMOCTD, TIOJYYUTh €€ MOJTHOE
OIMCaHUE C BO3MOXKHBIMHM BapUaHTaMU IPUYUH
€e BO3HUKHOBEHHUS U JOCTYITHBIMH CIOCOOAMH
pelieHui Ui ee JIUKBUIAINH.

Jlyis aHanmm3a ysi3BUMOCTeH 1 cmioco00B UX
yCTpaHEeHUs BOCTIOJIb3YEMCSI OpTaIoM
www.tenable.com s TIOHCKa MOAPOOHOTO
OIIMCAaHMS YA3BUMOCTEH U JIOCTYIHBIX PELICHUI
Mo WX JUKBuAanuu. JIs mpenoTBpaiieHus
JTaHHOU YSI3BUMOCTH Tpedyercs
MepeKOH(PUTYpUPOBATH YSI3BUMOE MPHUIIOKEHUE,
€CJIM 3TO BO3MOXHO, C IIEJIbIO TPEJOTBPATUTh
ucroiab3oBanue mudpos RC4. Ilpm ycrnoum
TTOJICPKKH Opaysepa " BeO-cepBepa
pekoMmeHyeTcss ucnosibzoBanue TLS 1.2 ¢
Habopamu AES-GCM.

JakimroueHue

B cBs3u ¢ oOrpaHnyeHHOCTHIO 00BEMOB
CTaTbd, HET OOBEKTHBHOM  BO3MOXKHOCTH
MOKa3aTh BCIO TOCIEIOBATEIIBHOCTE MU JIOTHKY
JICUCTBUH MO BBISIBJICHUIO VS3BUMOCTEH U
HeUTpaM3anumn yIrpo3 B peanu3anusx
KOHIIEMIIMM «UHTEpPHET BeIlel», HO Jaxe
KOPOTKHE TPUMEPHI MOKA3hIBAIOT, YTO MOMUMO
(eHOMEHa (BEIIM JUIS HAC) «MHTEPHET BEIei)
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I1.10. ®UJIAK, A.A. U3BIOPOB, A.JI. MAKCUMOB, N.A. TBIPUH

SIBJISIETCSL U HOYMEHOM — «BEIlIbi0 B cebe» — B
(buocoPCcKOM CMBICTIE CIIOBA — U dJIEMEHTapHast
«AHTEpHET Bely - [P — kamepa, 0e3 KOTOphIX, B
YaCTHOCTH, KYMHOTO JIOMa», KyMHOIr0 opuca» u
T.J. U ObITh HE MOXET B IPHUHIUIE, Ha Jelie
MOXET OKa3aTbCsl CEPbE3HON YSI3BHUMOCTBIO U
yrpo3od W TOCIHYXHTb  3(PQPEKTUBHBIM
UHCTPYMEHTOM DoS/DDoS - arax
3aMHTEPECOBAHHBIX JIUI] U 3JI0YMBIIUICHHUKOB.
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Syktyvkar State University them. Pitirim Sorokin

INFORMATION SECURITY UNDER CONDITIONS OF THE INTERNET OF THINGS

Filyak P.Yu, Izyurov A.A., Maximov A.L., Tyrin L.A.

Abstract. The intensive development of information and Internet technologies, creates new ways
of interaction in all spheres. One of the most rapidly developing areas of informatization-Internet of

things.

Keywords: information, information security, Internet, Internet of things, the digital economy,

vulnerability, threat, risk.
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MOAEJIUPOBAHHUE METOJA MHOXECTBEHHOI'O JOCTYIIA C KOJ1OBbIM
PA3BJAEJIEHUEM KAHAJIOB

A.B. SikoBaes, /I.A. [lluokos, Y.A. CaBuiioBa, M.A. UBaHOBCKHI

B naHHOI cTaThe paccMaTpUBAETCs TEXHOJIOTHSI METOAA MHOXKECTBEHHOTO JOCTYIA C KOAOBBIM
pasiesieHueM KaHaJIoOB, pa3paboTka MOACTH, pealusyromeil nanubiii Meroa, B cpene MATLAB Sim-
ulink 1 mpoBepka paboTOCTIOCOOHOCTH U YCTONYHUBOCTH K TTIOMEXaM CO3JaHHOI MOACITN

KnroueBble cioBa: MOAenupoOBaHWE, MHOKECTBEHHBINH JOCTYIT ¢ KOJOBBIM pa3JelieHHEM KaHa-

7oB, GyHKIMM Yooima, Koasl ['onaa

CDMA (Code Division Multiple Access) —
METOJT MHO>KECTBEHHOT'0 JOCTyNa C KOJIOBBIM
paszzesieHueM KaHaIoB, IPH KOTOPOM HCHOJB3Y-
eTcst 00Imas MoJoca YacToT, HO Pa3HbIe MCEBO-
ciayuatinele miocaenoBatensHocta (IICIT) [1].
CTpyKTypHasi cxeMa CHCTeMBI, pealu3yroleit
meron CDMA, npeacraBiena Ha puc. 1.

Bxoambie BrIx0THBIC
CHTHATHL CHTHAJIBI
ap 4’ X ap
TIC 1'[l ) TICTL,
- + —»( + -y
"\\
dn_’ >< X a,
H(, 11, I1CTI,

Puc. 1. YopolueHHas CTpyKTypHas cXeMa CUCTEMbI ¢
KOJIOBBIM pa3/iefieHHeM KaHaJloB

B mpencraBienHO BBINIE CHCTEME BXOJ-
Hele curHayibl cymmupytores ¢ IICII. B cBoro
ouepenpb [ICII momaercst ¢ Gonee BHICOKOH CKO-
pOCTBIO, YeM MEepBOHAYATIBHBIM HWH(pOPMAIMOH-
HBII curHaji. 3aTeM MPOUCXOIUT OObe/IMHEHUE
CUTHAJIOB B 00mMii MOTOK. CTOUT OTMETHUTH,
YTO B 3TOM CJIy4ae IoJioca 4acTOT KaHaja 3Ha-
YUTENHHO IIHPE, YeM T0JI0Ca MePBOHAYATLHOTO
curHajga. DopMalM30BaHHBIA BHIIIE TPOIIECC

SlkoBneB Anekceit BauecnaBosny — TI'TY, kaua. TEXH.
HayK, JIOIeHT, e-mail: gromovtambov(@yandex.ru
HeanoBckuii Muxaun Aunpeesud — TI'TY, kaH[. TEXH.
HayK, JAOLIEHT, e-mail: gromovtambov(@yandex.ru
In6koB Jenuc Anexcanaposud — TI'TVY, cryneHr, e-
mail: gromovtambov@yandex.ru

CamnoBa Yiubsiaa AuapeesHa — TT'TY, cTyzaeHr, e-mail:
gromovtambov(@yandex.ru

Ha3bIBAETCS PACIIUPEHUEM CIIEKTpa IepeaaBae-
MOTO CHUTHAJIA.

[ICII monOupatoTcst Tak, 4TOOBI BIIOCIE-
CTBUH MOXHO OBUIO UX TOJENTUTh U OTACIUTH
curHai ot coorerctByromeid [TCII.

[lepenaua moToka MPOUCXOTUT B OOIIEH
MOJIOCE€ YacTOT ¢ IMOMOINBIO HEKOTOPOTO BHJA
dbazoBoif MOAYASAIUU, TO JTOH MPUYMHE B
CDMA-cucremax He TpeOyeTcsl UCIOJIb30BaHUE
4acTOTHOTO pasjeneHus [2].

Cy1mecTByIoT CIIeTYIOITHE
CDMA:

1. OpToronanbHblii crocod, i peanusa-
UM KOTOPOTO UCIOJB3YIOTCS QYHKIMK Y OJlia
U 10j00HbIe UM (DYHKITHH. YKa3aHHBIE (QYyHK-
UM TPEACTABISIIOT COOOH MOCIeT0BaTEIHHO-
CTH, TpUHUMAaroIue aBa 3HadeHus: +1 u -1. Kax
MPaBUJIO, P KOJUPOBAHUH BMECTO | UCIOIIb-
3ytoT 0, a BMecTo -1 — 1 [3].

2. HeoproroHaybHbIi CcI10co0, IS peatu-
3aIliid KOTOPOTO HCIOIB3YIOTCSI HEOPTOTOHAIb-
HbIe TIceBAocTy4YaiiHble GpyHKIuH. C MOMOIIBIO
CyMMaToOpOB, CIBHUTOBBIX PETUCTPOB U KOHTY-
pOB 00paTHOW CBSI3M BO3MOXKHO TIOJIyUYCHUE
yKazaHHbIX QyHKmwii. CTpyKTypHas cxema, Jie-
MOHCTPHPYIOIIAsl ATOT MPHUHIIUI, MPeCTaBIeHA
Ha puc. 2.

JlnuHa peructpa U KOHQpUTYypanus [enu
00paTHOM CBSI3M ONPEACIAIOT MaKCHUMaTHHYIO
JUTMHY TIOCTIEOBATeIbHOCTH, Ha3biBaeMod M-
MOCJIeI0BATENIbHOCTHI0. OCHOBHOE IpEeuMyliie-
CTBO TaKMX TOCIEIOBaTeNbHOCTEH 00ycioBIie-
HO UX CBOHCTBaAMH, KOTOPBIC IIO3BOJISIIOT
HaUTY4YIIMM 00Pa30oM BBIJIEISITh KaHATBL.

Cpemu TICII crout BBIACIATH KOABI [ 0Mna,
KOTOpBIE MOTYT OBITh MOJIYUYEHBI MyTeM CIIOKe-
HUAS TI0 MO0 2 nByX M-mocnenoBareisb-
HOCTel OJTMHAKOBOMU /UTUHEL. [lomydeHHBIe KObI

CIIOCOOBI
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A.B. IKOBJIEB, JI.A. IIMBKOB, V.A. CABUJIOBA, M.A. UBAHOBCKUI

[Nona mMeroT Takylo e JUIMHY, YTO M UCXOJTHBIC
M-nocnenoBarensHOCTH. | 'eHepaTop koa0B ['om-
Jla IpeJICTaBJICH Ha purcC. 3.

Ry Pl R,

} R, — Brxox

€1 j25)

[+ e—

Puc. 2. ['eHepaTop mocieaoBaTeIbHOCTH MAaKCHMaTbHOH
JUTHHBI

Paccmotpum oproronanbHoe pacHIMPEHUE
¢ moMoIbio (QYHKIUH Yoila Ha cucreMe 3
CJICIYIONIUX TPEX KaHAJIOB:

— mepBbli KaHa: -1, -1, -1, -1;

— BTOpo#M kanan: -1, +1, -1, +1;

— Tpetui KaHai: -1, -1, +1, +1.

[IpeanonoxxuM, 4To MO MEPBOMY KaHAIy
HeoOxo,imMo  Tiepesiath coobmenne 110, mo
BTopomy — 010 u o Tpetremy — 001. [Ipousse-
qem 3ameny O ma -1, a 1 ma +1.

HauampHoe cocTosHIe 1 ‘

CosKeHIIe
110 MOy TIFO 2

-

(XOR — Berxon

b

I'eHepatop M-miocie1oBaTe IBHOCTIL 1
(AMIHA CIBHTOBOTO PErticTpa n OIIT)

TI'eHepatop M-1iocie10BaTe IBHOCTIL 2
(AMIHA CIBHTOBOTO PETICTPa n OIIT)

TakToBBIC TIMITY JIbCBI

HauampHoe cocTosHIE 2 ‘

Puc. 3. I'enepaTop nocienoparesibHocTH [onna

[IyTeMm yMHOXEHHUS Ka)XAOTO paszpsiia Io-
CJICJIOBATEIHLHOCTH Ha 3HAYCHUEC WHQOpMAIIH-
OHHOro OHMTa Moxy4yaeTcsi KOMOWHANMS PACIIH-
PAIOLIEH TIOCIEA0BATEIILHOCTH.

3aTeM pe3yNbTaThl paCIIUPEHHs] CHEKTPOB
KaXJIOTO U3 KaHaJoB cymMmupyrorcs. Oproro-
HaJbHOE KOAMPOBAaHUE ISl CHUCTEMBI M3 TpeX
KaHaJIOB, paccMaTpUBAacMOMl BbIIIE, IIPEJICTaB-
JIEHO Ha puc. 4.

JIIMTENIbHOCTE  OJTHOTO  BIIEMEHTAPHOI'O
BpemeHHoro uHTepBana I[ICII na3wiBaeTcs 4m-
noMm. UaTepBanel T, u T,., mpeacTaBieHHbIE Ha
puc. 4, COOTBETCTBEHHO SBISIOTCS NEPHOIOM
nH(GOPMAITMOHHOTO pa3psiga U IEPUOJIOM YHUTIa.

Ts

Kaan 1 — T T 1]
LT T T T T T T 1 \
T:

k2[5 — 0 ) )
e L1 11

KaHaJIS{ I ] [ I ] :

T 1T 1T 1
CyMMapHEI
CHTHAI
]

Puc. 4 TIpumep OpTOroHaNIBHOrO KOAMPOBAHUS AJ1sL
KaHan1000pa3oBaHus

C moMoIIBI0 YMHOXEHUS pa3psloB CyM-
MapHOI'0 CHUI'HaJla Ha COOTBETCTBYIOIUE UM
paspsiapl paclIUpsrOmeld MOCieT0BaTeENbHOCTH
OCYIIECTBIISIETCS. BOCCTAHOBJIEHUWE  IIEPBOHA-
YaIbHOTO CUTHAJA. 3aTeM pe3yJIbTaThl CKIIaJIbI-
BalOTCsl B IIpeJieliax 11epro/ia 110CIIe/I0BATEIbHO-
ctu. UHTerpanpHble CHUTHAIBl MMEIOT MaKCH-
MaJIbHOE 3HAYCHHE, paBHOC +4 wim -4, TO €CTh
HUCXOJIHOE 3HaueHHue OYJeT COOTBETCTBEHHO
paBubM +1 mim -1.

Ha puc. 5 mpencraBneHo BOCCTaHOBIIEHUE HC-
XOJIHOT'O CHUTHAJa C MCIIOJIB30BAHUEM OPTOrO-

HaJbHBIX (GYHKIOHH UISI  BTOPOrOo  KaHasa.
CyMMmapHBIiT
CHTHA 1 ]
T 7 = I_l ]
IlocnenoBaTenbHOCTD : T :
BTOPOrO KaHana — 1 l_l 1] !_
- \_] I_I L]
Bexon i —
Koppenaropa L | I J

Puc. 5. HpI/IMep BOCCTAHOBJICHUS nepBOHaqanLHOFO
CHTHaJIa /Uil BTOPOTO KaHasa

[To ananoruu mMoryT OBITH BOCCTAHOBJICHBI
UCXOJIHbIE CHUTHANBI ISl TIEPBOTO U TPETHETO
KaHaJIoB.

[Ipu BoccTaHOBNEHUHU CUTHAJIA C MPUMEHe-
HUEM OPTOTOHAIBHOW  IIOCIIEIOBATCILHOCTH,
KOTOpasi He BXOJUT B CYMMapHBIH cHUrHal, 00-
pasyercsi HyJICBOC 3HAUYCHUE JUIsI KaXJOTO Tie-
puona uaTerpanuu (4, 5].

Ha ocHoBe MMeErOIUXCsl CBEJIICHUNA MOXKHO
co34aTh MOJENb, pean3yronryro Metonq CDMA.
B kauectBe cpejpl pazpaboTku Obula BbIOpaHa
rpadudeckas cpega WMHUTALIMOHHOTO MOJEIH-
poBanuss MATLAB Simulink.

Ha puc. 6 npeacraBiena peanusanus Mo-
semu CDMA J1st 9eThIpex 1moJIb30BaTeIICH.

HHOOPMALIUA U BE3OIIACHOCTbD. 2019, T. 22, Bun. 1

75



MOAEJIMPOBAHUE METOJIA MHOXXECTBEHHOT'O OCTVYIIA C KOJJOBBIM PA3JIEJIEHMEM...

—

TX Scope RX Scope
I—
l "| ™ Eror nate —> Error Count
Bernoulli f—4-#{In1 Out1 —>{In1 Out1}——» Ry Calculation Sambes Count
Binary amples Coun
User1 Codert Decoder1
] L ]
hnnar |—>+ L'TK Error Rate | | EER count
Bernoulli ——#{In1 Out —»{In1 Qut1 » Ry Calculation rror Coun
Binary Samples Count
User? Coder2 * 1 Decoder2
—* AVWGN —1
BER
bnmnr ¥ ’_’ TX Error Rate | | Eror Gount
Bernoulli F—4-»In1 Out1 AWGN 1 »lin1 Out1 »{ Ry Calculation rror Coun
Binary + Channel Samples Count
Coder3 — Decoder3
User3 v
1
hnmnr J L ’—'TK Error Rate | | EER count
Bernoulli »In1 Out1 In1 Outd » Ry Calculation rror Coun
Binary Samples Count
Userd Coderd Decoder4

Puc. 6. Mogens CDMA

[IpencraBiieHHas BBIIIE MOJAEIb COCTOUT W3
CIEAYIONINX OJIOKOB:

1. User — 6J10K, reHEpUPYIOLIUI TBOMYHBIE
YHCcIla, UCIONIB3YS pacipesienenne bepuymmm, n
SMYJIUPYIOIIHUHA MONBH30BATENSI, KOTOPBIH OT-
MIPaBIISIET COOOIICHUE;

2. TX Scope — 610K, oTOOpaXKkaroMii Hc-
XOJIHBIA CUTHAIT,

3. Coder — packpbIBaromuiicst OJIOK, CO-
JiepIKaIuii TOJICUCTEMY, KOTOpasl peicTaBIeHa
Ha puc. 7;

4. Add — On0K, CyMMHPYIOIUNW CHTHAJIBI
BCeX MOJIb30BaTelNiel B OIMH KaHAaT,

5. AWGN Channel — 610K, SMyJTAPYFOIITHIA
paboTy KaHaja rmeperayn;

6. Decoder — packpsiBaroruiics 0JI0K, co-
JepIKaluil oJICUCTEMY, KOTOpas IIpeIcTaBIeHa
Ha puc. §;

7. RX Scope — 010K,
OKOHYATEIbHBIM CUTHAJ,

8. Error Rate Calculation — 6110k, paccuu-
THIBAIOITUH YacTOTy OIMUOOK B IOJy4aeMOM
CTaTUCTHUKE;

9. brox mucmes, oToOpaXkaroluii 3Hade-
Hug Tpex xapakrepuctuk: BER, Error Count u
Samples Count.

0TOOpaKaroIIHit

Gold Sequence
Generator

.

Unipolar to
XOR —» Bipolar (1)
Converter out
In Logical
Operator

Puc. 7. Iloncucrema 61oka Coder

[Toncuctema 6:10ka Coder cocTouT u3 cie-
JIYFOIIIUX OJIOKOB:

1. Gold Sequence Generator — OJI0K, reHe-
pUpYIOIIHN  ToCHeoBaTeIbHOCTh [omaa w3
MHOX€ECTBA MOCIEA0BATEIbHOCTEH;

2. In — BxoHO# 6JIOK, C TOMOIITHIO KOTOPO-
'O BBIIOJHSIETCS CBSI3b MOJICUCTEMBI C MOJIETIBIO;

3. Logical Operator (XOR) — 050k, BBI-
TIOJTHSIFOIIHH CITOKEHHE 110 MOJIYJIIO 2;

4. Unipolar to Bipolar Converter — 010K,
peoOpa3yroNuil YHUTIOSIPHBIA BXOJHOM CHT-
HaJl B OUTIOJISIPHBIN BBIXOIHON CHUTHAI;

5. Out — BBIXOAHOH OJIOK, ¢ IOMOIIBIO KO-
TOPOTO BBITOJHSCTCS CBSI3b MOJICKHCTEMBI C MO/Ie-
JIBIO.

Gold Sequence L, Unipoiar to

Bipolar
Generator Converter

Bipolar to
Unipolar
Converter

D,

In Product

Qut

Integrate
and Dump
Sign

Puc. 8. IToacucrema 6so0ka Decoder

[Tomcucrema Omnoka Decoder cocrout wu3
CJIeTYIOITUX OJIOKOB:
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1. Gold Sequence Generator;

2. In;

3. Unipolar to Bipolar Converter;

4. Product — 070K, BBIITOJIHSIOIMIMI BBIUHC-
JICHHE TIPOU3BE/ICHUS 3HAUCHUH CHTHAJIOB;

5. Integrate and Dump — 610K, BBITOJIHSIIO-
WA CYMMHPOBAHUE 3HAYEHUW YypOBHS CHUI'HAJIA
3a OTPE/ICIICHHBIN TICPUO/] BpEMEHH { | TIepeiady
MOJIyY€HHOM CyMMBI B TEUECHHUE TIEPUOJIA 1;

6. Sign — 670K, (POPMHUPYIOIIHHA BBIXOTHOM
CUTHAJI, KOTOPBIi IPHHUMAET TOJILKO TPH 3HAUe-
Hus: 1, -1 u 0 COOTBETCTBEHHO MpHU MOJOXKH-
TEIIBHOM, OTPHIIATEIPHOM W HYJEBOM BXOHOM
CUTHAJIE;

7. Bipolar to Unipolar Converter — 00K,
npeodpa3yroIuii OUIOJIIPHBINA BXOIHONH CHTHAI
B YHUIIOJISIPHBINA BBIXOJHOW CHUTHAI;

8. Out.

brnoku Userl-User4 ot nmma Kaxjaoro u3
YeThIpEX MOJIh30BaTEIeH FEHEPUPYIOT COOOIIIe-
HUST B BHJIC TIOCIIEAOBATEIIbHBIX TOTOKOB OW-
HapHBIX CUMBOJIOB.

CooOmenus moctymaroT B Omoku Coderl -
Coder4 u cknaapIBarOTCS MO MOAYJIIO 2 ¢ pac-
MU PSIFOIITUMH  ITOCJICI0BATSILHOCTSIMHU, TCHEPH-
pytomumucs — Omokamu  Gold  Sequence
Generator. IlomydeHHBIE pacIIUpEeHHBIC CHTHA-
JBI IpeoOpa3yroTes B OUMONIIpHOIO (hopMy O10-
kamu Unipolar to Bipolar Converter.

3aTeM pacliupeHHbIe OUIOJISIPHBIE CHTHA-
761 ¢ BbIXoj10B 6510K0B Coderl-Coder4 ot xax-
JIOTO TIOJTB30BaTENS] CYMMHPYIOTCS.

[ToydeHHBIN CHUTHAI TMOCTYIAeT Ha BXOJT
6m1oka AWGN Channel, kotopslit 1o6aBiseT K
BXOJHOMY CHTHAIYy TOMEXH, TeM CaMbIM >MY-
TUpyeT paboTy KaHalla Iepe1ayn.

Jlanee curman mnocrymaer B OJIOKH
Decoderl-Decoder4, B KOTOpBIX NOJIyUCHHAs
KakO(OHHS YMHOYKAETCSI Ha COOTBETCTBYIOIIYO
Ka)XJIOMY TIOJIb30BATENI0 PACIIUPSIONIYIO TI0-
CIIeIOBATEIFHOCTD, MPUBEJICHHYIO B OHITOJISp-
Hy10 opmy. BeineneHHble CUTHAIBI MOCTYHAIOT
Ha BXojbI 0J10K0OB Integrate and Dump, koTopsie
CYMMHPYIOT 3HA4YeHHs] YpPOBHEH CHUTHAIOB 3a
OTIpe/ICICHHBIN MEepUO BPEMEHHU [ U MepeaaroT
CYMMBI B TeueHHUe nepuoa ¢. bioku Sign cpas-
HUBAIOT 3HAYCHHs] YpOBHEW CHUTHAIIOB M BO3-
BpaIafOT COOTBETCTBYIOIIHE WM HOBBIC 3HAYeC-
HUS, yKa3aHHbIe B omucaHuu Omoka. [locne mo-
Jy4eHHBIC CHTHAIBI TPEeoOpa3yroTcs B YHHUIIO-

nspayto popmy Omokamu Bipolar to Unipolar
Converter.

3areM curHaiel B Ojiokax Error Rate
Calculation cpaBHUBAIOTCS ¢ HCXOJHBIMH CO-
O0IIEHUSIMH IT0JIb30BaTEIICH.

PaccmoTpuM KOHKpETHBIN mpuMep padoTh
MOJICJIA, CTEHEPUPOBAB pa3IUMIHBIC HCXOHBIC
COOOIIEHHS OT KaXKIOTO MOJIL30BaTENs.

[lepBriii MoNIB30BaTENb MEPEIACT COOOIIE-
Hue 01011, nmpencraBiaeHHOE Ha puc. 9.

Puc. 9. McxomgHoe coolmeHne NEPBOTO MOJIb30BATEIIA

Kaxpiit OUT HCXOAHOT0 COOOIIEHUS CKJIa-
JBIBAETCSl IO MOJYJO 2 ¢ MOCJeI0BaTeIbHO-
cthio ['os/1a, st reHepal KOTOpoi BEIOpaHbI
o0pa3yrolye MOJUHOMBI: g x) = ¥+x3+1 u
g,(x) =x+ xt+ 3+ 2241

[lonyuennass pacmmpsiromas Mocjaea0Ba-
TeJIBHOCTH ['0na npeacranieHa Ha puc. 10.

B nanHo# Mozmenu mepuoj mepegadn OJIHO-
ro na(popmanmonnoro cumpoina 75, = 1 c. Torna
Mepuo/ Tepesiadil OJHOTO OWTa pacIIupsIroIei

Ty
2Il__17
neHb oOpazyromiero mnonuHoma. CTeneHb HC-
MOJIB3YEMBIX B MpUMEPE 0Opa3yIOITUX MOJHMHO-

oCJICA0BATCIBHOCTH Tc = rae n — CrTe-

MOB paBHa 5, ciieioBaTenbHo 1, = T

Puc. 10. Pacumpstomas nocienosarensHocTh ['ona ans
TIEPBOTO MOJb30BATEIS

[Tocne cnoxeHus: Mo MOJYJIFO 2 UCXOJTHOTO
COOOINEHNST W pACIIUPSIONIEH MocIe0BaTelb-
HOCTH CHTHAJI OYJeT UMETh B/, MPEJICTABIICH-
HbII Ha puc. 11.
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Puc. 11. PaciuvpeHHblii curHaji nepBoro nojab30BaTes

3areM CHUTHAI W3 YHUTIOJSIPHOHM (HDOPMEI Tie-
PEBOAMTCS. B OHMITONISIPHYIO, TIPEICTABICHHYIO Ha
puc. 12

Puc. 12. PacummpeHnHblii cMrHaJT IEPBOTO MOJIb30BATENS B
ouronsipHO# opme

Curnaisl OT KaXJIOro IoJib30BaTels, aHa-
JOTHYHO TMpeoOpa3oBaHHbBIE, CKJIAJBIBAIOTCA.
CymMapHBIii CUTHAJI, IPEACTABICHHBIH Ha pUC.
13, moctynaeT Ha BXOJ KaHaja [epeadu.

Puc. 13. CymmapHslii curuan

Jlanee w3 CyMMBI BBIICTISICTCSl CHUTHAN, KO-
TOPBIN aJpecoBaH KOHKPETHOMY IOJydYaTelro.
Jlist sToro mpuHSATas KaKOo(GOHHS YMHOXKASTCS
Ha PacCHIUPSIONIYIO MOCIeIOBATENHLHOCTh COOT-
BETCTBYIOIIETO MOJIb30BaTelsl. B BbIeIeHHO-
ro CUTHaJIa MpeJIcTaBlieH Ha puc. 14.

Puc. 14. BoiaeneHHblii CUrHAI NEPBOro MOTYYaTeNst

3aTeM TPOUCXOJUT CIOXKEHUE 3HAUYCHUMN
YpOBHS CHTHaJa 3a mepuoj BpeMeHu 7, =1 c u
nepefada TMOJYYSHHOW CYMMBI, TMPEACTABIICH-
HOU Ha puc. 15, B TeueHne TOTO Xe Mepruoa.

Jlanee cpaBHUBAIOTCS 3HAYEHUS YPOBHS
CHUTHAJa M BO3BpAIIalOTCS COOTBETCTBYIOIIHE
UM HOBBIEC 3HAYCHHUSI.

Puc. 15. PesynbpTatr 00pabOTKH MOTyYEHHOTO CUTHATA

W nakonen, curaan u3 Ounossipaoit Gopmel
npeoOpa3syeTcss B yHUNoOIspHyto. McxomHoe u
OKOHYATEJIFHOE COOOINEHMS IIEPBOTO M0JIB30Ba-
TeJsl ¢ 3a/IEP’KKO B OJNUH TaKT MPEJCTABICHBI
Ha puc. 16.

Puc. 16. UcxogHoe 1 OKOHYATEIFHOE COOOIEHNS
MepPBOro MOJIb30BaTEIs

[IpoBemeM wuccnegoBaHWEe 3aBUCUMOCTH
KOJIU4YecTBa OIUOOK mpu nepenade 8192 6ut ot
pa3IMYHOrO  YPOBHS  3alllyMJICHHS KaHayla
(Es/No). Pe3ynbTaThl HCCIIEIOBaHHS TIPEACTAB-
sneunl B Ta6a. 1, roe BER; — oTHOIIEHHE KOJIH-
YecTBa OIMMOOK K o0mmemy uucity 0ut, BERm —
cpe/iHee 3HaUEHUE.

PeSyJ’ILTaTBI HCCICa0BaHuA MOICIN

Es/No| BER; BER» BER; BER4 BERn
10 0 0 0 0 0
9 1.00e-04 | 3.70e-04 0 0 1.20e-04
8 1.00e-04 | 7.00e-04 | 4.90e-04 | 2.40e-04 | 3.80e-04
7 |8.50e-04|1.60e-03 | 1.80e-03|9.80e-04 | 1.30e-03
6 |2.56e-03]3.90e-03|3.78e-03|2.92e-03 | 3.30e-03
5 17.90e-03|7.45e-03|9.00e-03 | 7.00e-03 | 7.80e-03
4 1.39¢-02| 1.30e-02 | 1.50e-02 | 1.39e-02 | 1.40e-02
3 12.20e-02|2.40e-02]2.50e-02 | 2.53e-02 | 2.40e-02
2 |3.70e-02|3.90e-02 | 4.20e-02 | 4.10e-02 | 4.00e-02
1 5.80e-02]5.80e-02 | 6.50e-02 | 6.25e-02 | 6.00e-02
0 [7.97e-02|7.90e-02|8.98e-02 | 8.90e-02 | §.40e-02

I'paduk 3aBucumoctd BERn oT xoaddu-

nuenta Es/No B jmorapupmMudeckomM macmirade
110 OCH OpJIMHAT IpeJicTaBjieH Ha puc. 17 [6].
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BERm

Puc. 17. 3aBucumocts BER, oT Es/No

Takum oOpazom, ucciae0BaHHE I0KA3ao,
4yTO pazpaboTaHHass MOJENb SBJIsieTcs paboTo-
CIIOCOOHOM M yCTOHYMBOM K Iomexam IpU Ko-
a¢pPurnmente Es/No > 10.
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OI'BOY BO «TamboBckuit rocy1apcTBEHHBIM TEXHUYECKUN YHUBEPCUTETY
Tambov state technical university

MODELING OF THE METHOD OF MULTIPLE ACCESS WITH CODE DIVISION OF
CHANNELS IN THE ENVIRONMENT MATLAB SIMULINK

A.V. Yakovlev, D.A. Shibkov, U.A. Savilova, M.A. Ivanovskii

This article examining the technology of the method of code division multiple access, the devel-
opment of the model implementing this method in the MATLAB Simulink environment and the test-
ing of the operability and sustainability to interference of the created model

Keywords: modeling, code division multiple access, Walsh functions, Gold codes
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NPUMEHEHUE I'PA®OBOI BA3bI JAHHBIX NEO4J 1)1 ONTUMU3 AN
OBYYEHMSI 110 HAITPABJIEHUIO ITIOAI'OTOBKU «MH®OPMALIMOHHASA
BE3OITACHOCTDb»

ILIO. ®uask, C.B. Kopojes, H.B. TebenbkoB

PaccmarpuBaeTcs MOAXOA K PELICHUIO 33Ja4ll ONTUMU3AaLNN O0yUEHHS M0 CMEUHAIBHOCTH U H
HampaBJeHUAM TMOATOTOBKM B 00NacTH HMH(pOpMaUMOHHONW O0e30MacHOCTH, Ui 4Yero B KayecTBe
BapuaHTa pelleHHsa AaHHOW 3amauu, 0e3ycJoBHO OTHOcCHLIelcs k obnacTu GonplIMX AaHHbIX (Big
Data), npemiokeHo MpUMEHeHUEe WHPOPMALMOHHO-aHATUTUYECKUX CUCTEM, KaKOBBIMHU SIBISIOTCA
rpa¢oBble 0a3bl AaHHBIX. B KkauecTBe KOHKPETHOTO MHCTpyMeHTa BbiOpaH Neo 4 j, Ha mpumMepe

MUCTIOJIb30BaAHUA  KOTOPOTO  CTAHOBATCS

SIBHO

O4YC€BUIHBIMH  TPECUMYIICCTBA BU3YyaIU3alNU

nH(GOPMAIUH - COBPEMEHHOI METOI0JIOTUN PA0OTHI ¢ OONBIIUMHI HH()OPMAMOHHBIMU MTOTOKAMHU.
KimoueBsie cnoBa: maHHble, uH(popMalusa, HHPOPMAMOHHAS 0€30MacHOCTh, OONBIINE TaHHBIC
(Big Data), mdpoBas s3xoHOMUKa, (enepanbHble TOCYIapCTBEHHBIE 00pa3oBaTeIbHbIC CTAaHAAPTHI,

yueOHbli1 1aH, rpagoBble 0a3bl JaHHbIX.
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uH(pOpMAITMOHHON OE30MaCHOCTH OTHOCHUTCS K
chepe, TpeaycMarpuBaromiei — paboty ¢
OONBIITUMU O00BbEeMaMH M MOTOKAMHU JaHHBIX U
nH(pOpMAaITHH.
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HAaCEJICHUIO TIAHETHI, a YHCJIO KOMIBIOTEPOB U
MOJIb30BATENIC CeTH MHTEPHET BCEero B 3 pasa
MenbIie Hacenenust 3emun [1]. Ha pucynke 1
MPEACTABIIEH POCT KMUPOBOTO 00BEMA» JAaHHBIX
B XpOHOJIOTHH [2].

B YCIIOBHUSX UH(pOPMAITMOHHOTO
oO11ecTBa, Korja  IJIaBHBIM  PECYpPCOM
YeJIOBEUeCTBA CTAHOBHUTCS HWHpoOpMaNus, a
nHpopMaImoHHast neperpyska crana
OOBEKTUBHOM PEeaNbHOCTHIO, MTOCKOJIbKY
00BbEMBI HaKOTIJICHHOM YEJIOBEYCCTBOM
WH(]pOpPMAIIUU HCUUCTSIOTCS YK€ JeCSITKaMu
3eTTalaiT, a o0BbeM uHpOpMAIH,
«yMEIAONTUICs» B TOJIOBHOM MO3Te YeloBeKa
COCTaBJISIET BCErO JIAIIL OKOJIO 35 skcabaiit [3],
BO3HHKAET HEOOXOIUMOCTh MPUMEHEHHS] HOBOH
METOJIOJIOTHH  paboThl ¢ WHpopMmarmedn —
AKTUBHOEC W  MacIITabDHOE HCIOJIh30BaHUE
CPEJICTB BH3yaJIM3aIliK HHPOPMAITHH.

IIpuBenenHass BbIIe cTaTUCTHKA  [2]
XapaKTepu3yeT pacrojaraemMbie 00BbEeMBI
JTAHHBIX, KOJTUYECTBO JK€ CBSI3eU MEXJy HUMU
MOXET OBITh Ha HECKOJIBKO MOPSIKOB OoJibIie!
U3  ceazeit  mexcoy OanHviMu — BO3HUKAEM
ungopmayus, a  ycmawoeienue ceszeu U
OMHOWEHUU MedcOy OMOCNbHbIMU PA30eiamMu
unghopmayuu (00BEKTaMH) B OTBET Ha 3aIlPOCHI
MOJIB30BATENCH, 10360AAI0M NOAYHAMb 3HAHUS
[3]. KakuMu crnokHBIMEH MOTYT OBITH 3alpOCHI
MOJIb30BaTEIe W HACKOJBKO 3allyTaHHBIMU
MOTYT OBITh OTHOINCHUS MEXJY OOBEKTaMHu,
VUHUTHIBAS, YTO JAHHBIC Yallle BCETO MOTYT OBITh
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HE CTPYKTypHpOBaHHBIMH? Paspermars Takue
CUTYAIIMH [TO3BOJISTIOT rpadoBble Oa3bl TaHHBIX.

Jlo Havayma permeHHMs 3amad U3 00JacTH
OONBIIHUX NaHHBIX, OONBIIHUX 00BEMOB

nHpoOpMarul W WHQPOPMAIMOHHBIX ITOTOKOB
HEOO0X0IUMO OCBOHTH WHCTPYMEHTHI,
o3BoJIsTIONIE (P PEKTUBHO paboTaTh B JAaHHOU

cepe.

Annual Size of the Global Datasphere

| Data created

Puc. 1. Poct 06beMa MUPOBBIX IaHHBIX 110 TO/IA

B orToif CBS3W, B MENSAX IOJyYEHHUS
MepBOHAYANFHBIX ~ HABBIKOB  I[€JecO00pa3HO
oOpaniarbcesi K Hanbosiee IPOCThIM, HHTYUTUBHO
MOHSATHBIM M B TO ke BpeMs 3()(PeKTHBHBIM
HHCTPYMEHTAaM. B KayecTBe  TaKOBOI'O
WHCTPYMEHTA ONTHUMAJIbHONH TMPE/ICTABISETCS
rpagoBasi 6a3a maHHBIX Neo4j. Ona mpocTta B
WHCTAJUISIIIMKA ¥ HACTPOHKE, B HAMTUCAHUU KOJIOB
W TIOCJIEIYIOMUX KOPPEKTUPOBKAX, UTO BECHMa
aKTyaJlbHO JJIi HOBHYKOB W HE CaMbIX
MIPOJIBUHYTHIX TTOJIH30BATEIICH.

Cypher — «pomHOH» SI3BIK 3alpOCOB
rpadoB, KOTOpBIA oOecmeynBacT Hambolee
3¢ (QeKTUBHBII W  BBIpA3UTEIbHBIA  CHOCOO
OIIMCAHUSI «OTHOLLICHUN.

Taxke Neodj nmoaaepkuBaeT TpaH3aKIuU
ACID s TOJNHOCTBIO  COTJIACOBAaHHBIX W
HaJeXKHBIX JAHHBIX  KPYIJIOCYTOYHO,  HYTO
WJeaTbHO  JUIS  TIOCTOSIHHBIX — TJI00QJBHBIX
KOPIIOPATUBHBIX MPUIIOKEHHH [4].

Neodj MoJIepXKuBacT  paboTy ¢
HECTPYKTYPHUPOBAHHBIMU  JAHHBIMH,  UMes
ruOKyl0O MOJIeNib JAaHHBIX, YeM HE MOTYT
«IOXBACTaThCSA»  pelnuoHHBIe Oa3bl.  Ha
pUCYHKE 2  MOpPEACTaBIE€HO  COOTHOIIECHHE
CTPYKTYPHUPOBAHHOH U HECTPYKTYPHUPOBaHHOMH
nHpopMmaruu [5].

Neo4j MTO3BOJISIET paboTaTh o
texnojoruu OLAP, riaBHBIM TpEeUMYIIIECTBOM

KOTOPOH SIBISICTCS CKOPOCTh, JUISI CO3JIaHUs
OLAP-iono6Ho# rpadoBoii CTpyKTyphl. B TO
BpeMsl KaK peJsIUOHHBIC 0a3bl XpaHIT JaHHBIC
00 00BeKTaXx B OTOCIbHBIX TaOmHuIlax, 3Ta
CTPYKTypa yI00HA I ONEeparmoHHBIX 0a3
nanabiX (cucrembl OLTP), onnako peanuzanus
CITOYKHBIX 3aIpocoB, Korja 3ampoc
npeamnonaraerT padoTy ¢ MHOMKECTBOM Pa3HBIX
TaOJINII, BLIIOJHIETCS OTHOCUTEILHO MEIJICHHO

[6].

OpHoli W3  aKkTyaJibHEWIIUX  3ajad
HACTOAIIETO BPEMEHHU SBISETCS IOJrOTOBKA
CHEeIMATUCTOB B cepe WHPOPMAITMOHHBIX
TEXHOJIOTHIA u HH(pOPMAITHOHHOM
0e30MacHOCTH, YTO HAIUIO OTpakeHHe B
Pacniopsbxenuun  IlpaButensctBa P® ot
28.07.2017 N 1632-p «O06 yTBEepKIECHUU
MpOrpaMMbI "udporas 9KOHOMHUKA

Poccuiickoii ®eneparuu"» [1] w mpoTokoie
[IpaButenscTBeHHON Komuccuu (ot 18.12.2017
N 2), yrBepauBmem «llman mepornpustwii 1o
HampaBJICHUIO "UHdpopmarmoHHas
6e3omacHocTh"y  mporpamMmbl  «lludposas
skoHoMmuKa Poccuiickoit @eneparumy.

O1tumu JIOKyMEHTaMH o0o3HaueHa
exKeroaHas MOATOTOBKA CIEIUATICTOB
KOMITETCHTHBIX B 00JIaCTH WH(OPMAIIMOHHBIX W
HUH(POPMAITHOHHO-TEICKOMMYHUKAITHOHHBIX
TexHOJOTUH - 120 THIC. YENOBEK C BBICIIMM H
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800 ThIC. YEOBEK C BBICIIUM M CPEIHUM
npodeccHoHaNbHBIM  O0pa3oBaHueM - ¢
KOMIICTCHIISIMH HE HIDKE CPETHEMHUPOBOTO
ypoBHsl. JlaHHBIE MOKa3aTeNH OTHOCSITCS U K

TIOJITOTOBKE CIICIIHAITACTOB B chepe
uH(popMarmonHoit 6ezonacuoctu (Mb).
B CBOIO o4epeb, HOATOTOBKA

cnenuanuctoB B obnactu Ub Tpebyer ydera B
IporpaMmax HMX IOJIOTOBKH BCEro CHEKTpa

JTMHAMHYHO U3MEHSIOLIETOCs HaOopa
CYLIECTBYIOIIUX U HOBBIX Y4€OHBIX JAUCLUIUIMH
B COOTBETCTBYIOIMX 0OBEMax. OTO B
HACTOSLIHH MOMEHT HaXOUT

HETIOCPEJICTBEHHOE OTpaxkeHue B DegepaibHbIX
rocyapCTBEHHBIX 00pazoBaTeNbHbIX
cragaaprax (®I'OC) u yuyeOHBIX TJIaHAX IO
COOTBETCTBYIOIIUM CHENUATBHOCTSIM u
HAMpPAaBJICHUSIM TOJTOTOBKU JJIsl TOJIyYEHUS

Teker, nordaiinel, ayano-, BHACONOTOKH,
01011, TBHTBI, SMS- 1 JIp.

v

H3MepsIeTCsl TPEX3HAYHBIMU U (ppamMu, a MEKITY
JTACHUILUIMHAMUA u KOMIIETCHIIUSIMU
HNPEeAyCMOTPEHA CIIOKHAsI M JKEeCTKash cucreMa
CBSI3€ii, MO3BOJISIONIASl «HA BBIXOJE» MOJIy4aTh

«3HAHUSY, «YMEHUSD» u «HaBBIKH»
(«BnangeHue») Ha TpedyeMom
npodecCHOHATFHOM ypPOBHE W OTIEPATHBHO
YUUTHIBATh JTUHAMUKY HETIPEPHIBHO

MIPOUCXOISAINAX M3MEHEHUH, TO JaHHAs 3ajada
0e3yCIOBHO OTHOCUTCS K 00IacTé OoIbIIMX
JTAHHBIX, YTO B CBOIO OYepeb HEBO3MOXKHO 0e3
NPUMEHEHHST ~ MaTeMaTHYeCKHMX  METOJIOB,
CPEJICTB  BBIUHCIATENHHOH  TEXHUKH W
COOTBETCTBYIOIIETO UHPOPMAITMOHHO-
AHATITHIECKOTO WHCTPYMEHTAPHS
WH(POPMAIMOHHO-aHATTUTUIESCKUAX CHCTEM
(MUAC) u, B 4acTHOCTH, TaKOr0 WHCTPYMEHTA
Kak rpagoBble 0a3bl JaHHBIX.

Hectpykryprposasnbic i
CIadOCTPYKTYPHPOBAHHBIC

JAHHBIC

2006

2012

Puc. 2. CooTHoIIeHUEe CTPYKTYpPUPOBAHHOM M c1aboCTPpyKTYpUPOBAHHOM MH(pOpMAaLITT

TpeOyeMBbIX KOMIIETCHITHH. [Tockoabky
KOJIUYECTBO KOMIIETEHIIMM W AUCIUILINH
2..-
1.8+
e 16+
= 14+
B -
© 7 121
E B
3 17
— 0
£ 2 081
€ 3 0,6+ CrpykrypupoBaHHbie
8~ 0.4 JIAHHEIE
& 021
0
2000
B Ka4decTBe BapHaHTa pelIeHus
0003HaYEHHOM BBIIIIC 3aJ1aum HHKE
NpEJCTaBlieH  OpuUMep  MNPaKTUYECKOH  ee

peanmm3anuu Ha Oasze rpadosoit CYBJ] Neo4j.
IToctpoum  rpad  yueOGHOro TIUIAaHA MO
HaIpaBJICHUIO MOATOTOBKH «MHpopMarmoHHast
Oe3omacHOCThY (YpPOBEHB OaKajiaBpuara), Iie:
OK - o61m1exyIbTypHBIC KOMIIETEHITHH;

OIIK - o0menpodeccnoHaIbHBIE KOMIIETCHIIHH;
IIK - mpodeccroHaNbHBIE KOMIICTCHITHH;

[ICK - podecCHOHATIBHO-
CIICITHATN3UPOBAHHBIC KOMIICTCHITHH;

oroc BO - denepanbHbII
rocyJapCTBEHHbIH 00pa3oBaTeNbHBIA CTaHIAAPT
BBICIIIEro oOpa3zoBanus (puc. 3) [7].

[lo oxoHuaHum yuyeOGHOro mpoliecca B
COOTBETCTBHH C MpOrpaMMoii OakanaBpuara y
KaXKJI0TO CTyJIEHTa JIOJIKHBI OBITH
c(hOpMHPOBAaHBI BCE BUJbI KOMMETEHIUH - OT
O0IMEKYIBTYPHBIX J0 MPO(EeCcCHOHATHLHBIX.

B dacTtHOCTH, B  COOTBETCTBHM C
TpeOOBAHUSIMU K OOIIEKYJIBTYPHBIM
KOMIIETEHIIUSIM, BBITYCKHUK JODKEH 00J1a1aTh:

«CIIOCOOHOCTBHIO MCIIOJIb30BaTh OCHOBBI
dumocopckux 3HaHUU IS (HOPMHUPOBAHHS
MupoBo33penueckoit mozuruu (OK-1)» (puc. 4).
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110 nalpaB

SOTOC fevs

DEJEPAJIBHBIA I'OCYJIAPCTBEHHBIIA OBPAZOBATEJLHbLIA CTAHJIAPI
BBICIHIEI'O OBPA3ZOBAHWAS

10.03.01 HHOOPMAIHOHHASN BE3OINACHOCTDL

(yponernn

YIBEPHJEL
1prKazoM MHUnHCTeperia obpaszosanus
u nayku Poccuiickoit Dejepaigmm
g y
7

or« o Ll lifrd 2016 v Ne- 20720

CHHIO 1O} (I'OTOBKH

Gakaraspuara)

Puc. 3. @I'OC BO no HanpaBieHHIO MOATOTOBK

n 10.03.01 «<MapopmannonHas 6e30MacHOCTbY

$ MATCH (n:"1@.83.87°) RETURN n LIMIT 25

::]

Table

A

Text

<f>

Code

AELATED_TD

Displaying 6 nodes, 5 relationships

Mpodge...

TRy

X3
o’é‘m

Puc. 4. Hauano noctpoenus y4eOHOro miaHa

CCNOdeﬂﬁ

13

I'pad, rae neHTpanbHbI y3ed -
nmeer MeTKy “10.03.01”7 m e€ cmoiicTBa -
Properties ” - ums “bakxanaspuat, Ub” .

Ot Heé - B pazHbIe CTOPOHBI 4 pebpa Ui
cBs3u- “Relationships” co cBoumu cBolicTBaMu
1 METKaMH.

CpolicTBa MOKHO JlaBaTb HE TOJIBKO
y3JaM, HO U pedpam.

Jlmg  nanpHEWmen peanu3anvy  Hallero
rpada Hajo 3HaTh, KAKOHW IMpeIMeT H3ydaeTcs,

no3unud. JIjist 3Toro HeoOXo MM yUeOHBIH M1aH
(puc. 5).

[Ipeamerom OK (1) mo mnany sBisercs
npeaMet rutocodus (puc. S). Jnsg nanpHewei
paboThl HEOOXOIUMO pazodpaThbesl ¢ TIIABAMH,
paszenamMu, a Tak)Ke BBIICTHTH BpeMs JUIS
Ka)XJIOW TJaBbl, C KOTOPHIMH OyjieT paboTa Ha
3aHSTHUSX. Jlns 3TOTO, HaTnpumep,
BOCTIOJIB3yeMCsI  y4eOHO METOTMIECKIM
koMmiiekcoM (YMK) mo ¢unocodpuu (puc. 6).

yTO0OBI 00nanare (rtocopckumu 3HaHWSMU B KoOHEUHBIN pe3ynbTar TOKa3aH Ha puc. 7.
nensx  (GOpMUPOBAHHUS  MHPOBO33PEHUECKON
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OK-1
JLACLLAN N HEBL (RO Y F) OrkK-<t
NneE-10
LACcTopA e oH-=
DA HECKaA Ky NeTYRa 25 oH-=9
LHOCTRaHHBIA ASbIR == DIH-F
Aoy rHMEHTOES A2 HI1E & -
SHOHOMLES 56 OR-2
PranocodAa = OH-1
MpaeoeeeHL2 '38 OH -
EBeEzonacHOCTE HoHzHE e ATENEHOC T r22 OMNHE-6
MpodhecckoHaneHasA =Teea r1EE OH-5
DCHOEE! WMNPAENEHYSCkOR A2ATENEHOC T '36 OH-5
DICHOEERI H3Y YHEH M FHKCMA20HMeHTaneHex 'E- o7
HCC e A 0B aHLA
C¥MaHMTapHEIZ acnekTel MHO0PMaurMoHHOE 'E- o5
BezonacHOCTI
HoHdmaeHuManeHoe 1 cexpeTHoe 'E- ork-1
AENoAporzEOACTED
SHEOHOMPE Z3WMTE MHQOPrMan e 'E- OME-7
Puc. 5. JlucupmuraHer (MOTyITH)
AE 1. UTo ecTb dianocoguA - 4 4aca
- 4 4aca
AE 2. MicTopwAa drnocodgi - 16 Hacos
- 2 maca
- 2 4Waca
- 2 Yaca
- 2 4aca
- 1 Hac
- 2 4aca
- 3 4vaca
Tema 9. Pycckaa drnocogra - 2 Haca
AE 3. OHTonorna - 4 Yaca
- 1 4aca
- 2 qaca
- 1 4ac
AE 4. T’Hoceonora - 4 4aca
- 2 Haca
- 2 4Waca
AE 5. PrnocodicKand aHTRONONOMAA 1M aKcKonoriag — <4 yaca
- 2 Yaca
- 2 Waca
Puc. 6. Tembl no OK (1)
§ MATY p = () -> () BOIBPAT p NPEAEN 25 & A o
& K (1)
RapHK
B
Tamua
Torcr
<> 4
fon q
il
s
& &
& H o
“ £
g F
P &
7 o
k- E o
By B 7 ST o
%, 2 F 2 o
P B & G&‘" g P &«05 Lo,
2 £ £ & @
Rety g 5
TE0_70 ¥ @ D Mpode
“© ey Gk
P | s @ ea o
5 %
F % e,
& Gl Lo
2
%
?
-3
el
e &
£
= 3
£
g

Puc. 7. ®unansHBIN Tpad yueOHOTO Miana
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I1.IO. ®UJISK, C.B. KOPOJIEB, H.B. TEEEHBKOB

3ak/IoUeHue

[IpencraBneHHbli B CTaTbe  IIpUMEpP
MOKA3bIBACT IMMOAXO0JI K PEIICHHIO MPOOJIEMBI
oOecrreueHusT HHPOPMAITMOHHOW OE30MaCHOCTH
MyTeM HCIOJIb30BaHUS TpPadoBBIX CHCTEM
yOopaBiieHHus] 0azaMM JaHHBIX. | pUBHAIBLHOCTD
MPHUBEJICHHBIX TPUMEPOB OOYCIIOBICHA JIMIIb
OTrPaHUYEHHOCTHIO 00BEMOB Marepuaia,
KOTOPBII MOXKHO OTPa3UTh B CTAThe, JKEJIaHUEM
IpEeACTaBUTDh HarJsiiHo MpOCTOTY u
BO3MOYXHOCTH  HMHCTPYMEHTa, OJIHAKO  3TO
OTHIOJIF HE yMasieT (YHKIMOHAN, TIyOHWHY,
CHEKTP M CJIOXHOCTH 3a7]ad, KOTOPBIC MOKHO
pemars ¢ TOMOINBI0 TpadoBBIX 0a3 JaHHBIX.
DTOMY MOAXOMY «IO IUIedy» Jirodas cereBas

CTPYKTYypa  H® moboi KJ1acc 3aj1ad,
OMHMCHIBAEMBIX  CETEBBIMH  MOJCNSAMH, HUTO
SIBISICTCSL  XapaKTEePHBIM ~ MUMIICPATHBOM  JUTSI
penieHus 3ama4y uH(pOPMAITIOHHON
0€301acHOCTH.
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OI'BOY BO «ChIKTBIBKApCKUH rocy1apcTBeHHBIN yHUBEpcUTEeT UMeHU [ Iutupuma CopokuHa»
Syktyvkar State University them. Pitirim Sorokin

THE APPLICATION OF THE A GRAPH DATABASE NEO4J TO OPTIMIZE
LEARNING IN DIRECTION «INFORMATION SECURITY»

P.Yu. Filyak, S.V. Koroliev, N.V. Tebenkov

An approach to the challenge of optimizing the education on specialty and areas of training in
the field of information security, which as an option for solving this problem is definitely related to
the field of Big Data suggested application of the informational-analytical systems, such as graph
database. As a specific instrument chosen Neo 4 j, for example, the use of which become clearly
evident advantages of information visualization-modern methodology of work with Big Data and Big

information flows.

Keywords: data, information, information security, Big Data, digital economy, Federal State

educational standards, curriculum, graph databases.
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ITOCTPOEHUME HEIIPEPBIBHBIX 3AKOHOB PACIIPEAEJIEHUA /151 OHEHKHU

PUCKOB B UTHOOPMALIMOHHBIX CUCTEMAX

10.10. I'pomos, 10.B. Munun, B.E. luapux, H.I'. lllaxos, C.A. KonsLioB

Jns  ocyuiecTBAeHWs  MOAEIMPOBAaHWA  MH(POPMALMOHHBIX CHUCTEM U NPOBEISHMS
3KCMEPHUMEHTOB, CBSI3@HHBIX C OLEHKOH PHUCKOB, HEOOXOOMMO paccMaTpuBaTh HAOOPBI CITydaitHbIX
BEJIMYMH, paclpeeseHHbIX MO 3aKOHaM, MONYyYMBIIMM Haubonee LIMpokoe pacmpocTpaHenue. [lpu
3TOM B paboTe HawOonbllee BHUMaHWE YIENSAeTCs 3aKOHaM paclpelelieHuss HeTPephIBHBIX
ClydaliHIX BEJIMYWH, OOJNIQNAIONIMX MaKCHUMalbHOW sHTpomnuel. JIJsi OCHOBHBIX 3aKOHOB
pacripefienieHnsi, paccMaTprBaeMbiXx B pa0oTe, TIONYYeHBl BBIpaXEHHUs, OOeCTeYnBaIONINE
MaKCUMaJIbHOE 3HaYeHHE 3HTPONHHU. [loka3aHo, YTO BEJIMYHMHBI SHTPOMUH CYIIECTBEHHO 3aBUCHT OT
TUTIOB WCIMOJB3YEMBIX MOMEHTOB, TIOCTPOEHHBIX Ha OCHOBE PAcCCMOTPEHUs] COOTBETCTBYIOLIMX

3aKOHOB pacrpeacjaceHus.

KnroueBble cnoBa: nH(pOpPMaLMOHHAsl CHUCTEMa, PUCK, BEPOSTHOCTb, 3aKOH pacnpeaesieHus,

SHTPOTIHSL.

B mactosimee ocoboe 3Hauenune mpuodpe-
TalOT BOMIPOCHI, CBSA3aHHBIE C pa3pabOTKOM WH-
(OpPMAIIMOHHBIX CHUCTEM JIJISl pa3IUYHBIX chep
nestenbHOCTH. [Ipy 3TOM, B CBS3M C aKTUBHOM
nudpoBU3ammeil SJKOHOMUKH, HA TEPBOE MECTO
BBIXO/SIT BOTPOCHI, CBSI3aHHBIE C pa3paOOTKOM
TrOCYAapCTBEHHBIX HMH(POPMAIMOHHBIX CHCTEM.
[Ipu sTOM, aKTyalbHBIMHU SIBIISIFOTCS BOIIPOCHI,
CBSI3aHHBIE C OI[EHKAMH PHUCKA UX (PYHKIIMOHHU-
poBanms [1-3]. Ilocnennue mpuBOAST K HEOO-
XOAUMOCTH MOJIETUPOBAHUS IPOIIECCOB Iepe-
Jlaud, XpaHeHWus W OO0padOTKH WH(OpPMAITHH,
KOTOpbIE UMEIOT MECTO MPU PACCMOTPEHUU HH-
(hopMaIMOHHBIX CUCTeM [4-7], HampaBlieHHBIX,
MpEeXE BCEro, Ha pelIeHUE 3aJlad Ha YpPOBHE
rocyJapcTBa, ¢ OJHOM CTOPOHBI, U YCIIOBUH, B
KOTOPBIX OHH (PYHKIHOHHPYIOT [6,8-10], ¢ npy-
roi. TlockoybKy WH()OPMAITMOHHBIE CHCTEMBI
(UC) B oTnivune OT TEXHUUYECKUX CYIIIECTBEHHO
OTPAaHUYMBAIOT PAMKHU TPOBEJICHUS] KaK aKTHB-
HBIX, TaK U MACCHUBHBIX, IKCIEPUMEHTATbHBIX
WCCIIeIOBAaHUM, YTO B TEpPBYIO ouepeab o0y-
CIIaBJIMBAETCS] YCIOBUSIMU (DYHKIIHOHUPOBAHUS

I'pomos Opuii IOpeeBny — TT'TY, nOKTOp TEXH. HaYK,
npogeccop, email: gromovtambov@yandex.ru

MunuH FOpuii Buktopouu — TT'TY, kaHA. TEXH. HayK,
JoueHT, email: gromovtambov@yandex.ru

Hunpux Banepnii Esrensesud — TI'TY, nokTop TexH.
Hayk, ipodeccop, email: gromovtambov(@yandex.ru
IlTaxos Hukonaii I'ypbeBuu — TI'TY, kaHI. TEXH. HayK,
nmoueHTt, email: gromovtambov(@yandex.ru

Komeinos Cepreii Anexcanaposnd — TT'TY, acnupaHT,
email: gromovtambov(@yandex.ru

NC, Ha KOTOpBIE TTOCTOSSHHO BO3JEHCTBYIOT Jie-
CTPYKTHBHBIC BHEIIHHME BozneicTBus [1, 6, 8],
IpU ATOM, OYEBUIHBIM SIBISIETCS CIEeMYIOIIUN
(dakTop: MpOBeIEHUE IKCIEPUMEHTAIBHBIX HC-
clenoBaHUN Tpu aHaMM3e (PYHKIMOHUPOBAHUS
UH(POPMAITMOHHBIX CHCTEM, W B TIEPBYIO OYe-
peab UHGOPMAIMOHHBIX CHCTEM, HaIpaBJIcH-
HbIX Ha pealn3alyuio NOJUTUKH TOCyAapcTBa,
SIBJISIETCSI HEBO3MOXKHBIM, IPH 3TOM 0coboe
3HaUEHWE MPUOOPETAIOT BOIIPOCHI MOJIETUPOBA-
HUS U JaTbHEHIIero MpoBeIeHUsS UMHUTAIMOH-
HBIX HMcclle/IoBaHusl Takux cucteMm. CiydaiiHble
BEeITUYMHBI, XapaKTEPHU3YIOIIHe KPUTHUYECKUE
cOOBITHS, KOTOpPBIE OY/IeM B AaJIbHEHINIEM Ha3bl-
BaTh puckoBbiMU B MC, xapakTepusyrorcs pac-
[peENCHUsIMU BEPOSTHOCTEH, KOTOPhIE HEJb3s
paccMaTpuBaTh, Kak 3TO YacTO JENAeTCsl B TeX-
HUYECKOHN JuTeparype, NMOJUUHSIONINECS 3aKO-
HY HOpMaJbHOrO pacupejenenus ['aycca [1, 3,
11, 12].

B cBs3u ¢ aTM, ocoboe 3HaueHUE MPHOO-
peraer mporecc KiIacCH(pUKaIUU 3aKOHOB pac-
MpeleNicHUusT HEMPEPBIBHBIX CIyYalHBIX BEJH-
yuH (CB), opu sToM OAHMM M3 TOKa3arejei,
KOTOpBIH Hambojee 4YacTO HCIOJIB3yeTCsl Mpu
KiaccuuKanuy  sBisiercss  KodhunueHT sH-
TpOMHH

1
0, =—explH ). (1)
7 20 (1)
B nmanHOM BhIpaKeHHH OykBoW H 00603HaYeHa
SHTPOTIHSI, KoTOpas OTIpeIeIIsIeTCS B

COOTBETCTBHH C COOTHOIIICHHEM 2. BBG,HCM B
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paccMOTpeHHe  CIeAyIoNylo  abOpeBHaTypy:
Oy/leM Ha3bIBaTh IUIOTHOCTh pacipeIesiCHUs
BeposiTHOCTeH caydaiiHoi BenmanHbl ([IPBCB)

= [l =

rae p(x) — IIPBCB; ¢ = \/Z — KOpEeHb W3

2)

JUCIICPCUU  BTOPOTO MNECHTPAJIBHOIO MOMCHTA,
Uy - ISt paccMarpuBaeMoro 3aKoHa
pacrpesieeHusl.

DHTpOIHST HE 3aBHUCUT OT IapameTpa
capura [1-10], 5To mo3BOJIIET HaM BBECTH B

paccMOTpeHue  ClIeylomee  YTBEPXKICHHUE:
OyZeM cuMTarb, YTO OH paBeH Hymo. OcoObIii
HHTEpeC pu paccMOTPEHUH 3aKOHOB
pacrpeeeHus CB B nporiecce
MOJICTTUPOBAHUS ncC MPeJICTaBISIOT
OJIHOCTOPOHHHME 3aKOHBI PaCHpEICIICHHs, TakK
kak CB, KOTOpble  HCIOJB3YIOTCS IS
dopManM3anuu  JISCTPYKTHBHBIX  BHEITHUX
BO3JICHCTBUH, KakK IIPaBWIO, HE  MOTYT

IpPUHUMATh OTPHUIATENIbHbIE 3HAYEHUs. XOTS B
OTPOMHOM KOJMYECTBE paboT, MOCBSALIEHHBIX
BOTIpocaM WH(OPMAITHOHHOM Oe30macHOCTH, Ha
9TO He o0palaloT BHUMaHuUs. Bo3HuKaeT
BOIIPOC, KaK M3 MHOXXECTBA  OJHOCTOPOHHUX
3aKOHOB pachpefiesieHuss HeorpanuueHHol CB
BBIOpars  cooTBercTByroumit?  Jlig  aroro
NOCTYIUM  cJelylomuM  oOpa3oMm:  Oyaem
paccmarpuBarh  3aKOH, sl KOoToporo /,
COIIACHO BBIPKEHUIO (2), SIBIISIETCSL
MAaKCHUMaJIbHOW IIpU  BBIIOJIHEHUU YCIIOBUH
CIIEYIOIeTo BUIa, HakIaapBaeMbIx Ha [IPBCB

p(x):

p(x) >0,
Tp(x)dx—l, 3)
0
Txvp(x)d x=p"1v,
e B, v cOOOTBeTCTBeHHo OPEJIETISIFOT

MacmTad ¥ MaKCUMAaJIbHBIN HaYaJIbHBIN MpsSMOM
U OOpaTHbIi MOMEHTBI, COITIACHO BBIPAXKEHUIO
(3).

Jma nmaxoxpenus ontumanbHol [IPBCB
BBEJIEM B paccMoTpeHue MHoxuTenu Jlarpanxa
/4 ¥ A,, KOTOpBIE JAIOT BO3MOXKHOCTH 3ajady

YCJIOBHOM onTUMHU3ALMH (3) IPUBECTH K 3a7a4e

Oe3yCJIOBHOW OINTHUMHU3AIUU, KOTOpas HUMeEeT
cienyomuii B (3a1a4da 1)

E=p(sYip(s)+ o)

+ 2, xvp(x)] d x = max.

4

Pemenne 3amaum (1), 3aximrouarormieecs: B
MaKCHUMHU3aIuu IieneBod (QyHkuu (4), nuMeer
CIIETYIOIMAYN BUT:

v

plx)=———exp| - = |,
BI(/v) B’ ()
0<x<oo,

rae F(z) - raMmMa-(yHKITHSL.

OcoOblii MHTEpEC MpH aHAIM3€ PUCKOB HA
OCHOBE HCIIOJIb30BAHMSI METOJIOB
MMUTAIMOHHOIO MOJIECITUPOBAHUS TIPEJICTABISIET
MpeACTbHBIN clyvai peleHus
ONTUMM3AIMOHHOW  3agaun  (4), KoTopas
MpeicTaBlieHa  BbIpaKeHHUEM (5): pu
V — o0 TIpeieNIbHBIM SIBIISIETCS OJHOCTOPOHHUMN
3aKOH pacapeneneHus CB, KOTOPBIA
MIPE/ICTABISETCS  BBIPAXKEHHEM  CJIEJIYIOIIETo

BUJA: p(X) = %)’ , O<x<p. Ilpu ycnoBuu

CYIIECTBOBAaHUSI BCEX IMPSIMBIX MOMEHTOB,
MAaKCUMAQIBHOW JHTPONMUEH XapaKTepHU3yeTcCs
paBHOMEpHBIH 3aKoH pactpeaenenus: CB.

[Ipn aHamm3e pPUCKOB (PYHKIIMOHHUPOBAHHS
NC, Tak xe 1enecoo0pa3HO paccMaTpHUBATh
JIBYCTOPOHHUE CUMMETPUYHBIE 3aKOHBI
pacupenenenuss CB. Ilpm stom, kak ObLIO
nmokazano B [13, 14], npu omnpeaeneHHOM
Ha0ope VCIOBHI, MaKCHMAJIbHOW SHTPOMHEH
ob6nanaet [TPBCB crnenytomero Buja:

)= 05v eXp_|x|v !
pril) LB

—oo<x<o00,

(6)

Amnanu3 BeIpakeHus (0) MO3BOJISET cAeNaTh
CIeIyIOIMuiA  BBIBOA, 4YTO 1Opu V=1,
MakcuMalbHOW oSHTponuelr obmagaror CB,
COOTBETCTBYIOIKE pacipeneneHuto Jlammaca,
npu v=2 MaKCUMAaJbHOW  3HTPOIMUEH
0o0JagaT CB, COOTBETCTBYIOIIHNE
pacopenenennio  laycca, npu VvV —®
MakcuMalbHOW oSHTponuelr obmagaror CB,
COOTBETCTBYIOIME  PABHOMEPHOMY  3aKOHY.
OcoOpIii MHTEPEC TPEJICTABISICT CiIydai, Korma
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B BbIpaxkeHuH (6) Vv —>oco, OpU  ITOM,
BBIpaXkeHUE (6) MpuoOpeTaeT CIASAYIOMIHMI BHI:

px)= 0%,, —f <x< [, 9TO COOTBETCTBYET

paBHOMEPHOMY 3aKoHY pacmpezeneHus CB.
AHanu3 TOJYYEHHBIX BBIIIE PE3YJIHTATOB
Jaet BO3MOXHOCTB c(hopMyIHpPOBATH
CJIEAyIOLIee YTBEPXKICHUE: B Cllydyae HAIUUHS
MPSIMBIX MOMEHTOB, MaKCHUMaJbHON >HTpOIUEH
B JIBYCTOPDOHHUX CHMMETPHUYHBIX 3aKOHaxX
pacnpenenenuss CB ob6namgaer paBHOMEPHBIH
3akoH. Ilpm »3TOM, Ha oOCHOBe aHaiM3a
pe3y/IbTaTOB PAacCMOTPEHHsSI YACTHBIX CIIy4yaeB
BbIpakeHU (5), (6), ObUTH cHeNaHbl BBIBOJIBI,

YTO MaKCUMalbHOH SHTpomueil obianaror
3akoHbI pacnpeaenenus CB IMaycca u Jlannaca,
YTO He IPOTHUBOPEYUT pe3ynbTaraM,

MOJIyUeHHBIM B paboTax Jpyrux asBropoB [12-
14]. Ha ocHOBE 3TOro MOXKHO cJeiaTh BBIBOJ O
KOPPEKTHOCTH W TIPaBUIBHOCTH PE3YJIBTATOB,
MOJIYYCHHBIX B IaHHOH padore.

AHanmu3  pemieHWsT  ONTHUMHW3AIMOHHON
3a7a4u 1, TpeJCcTaBIC€HHON BbIpaXeHUsMu (5),
(6), oOycnaBIMBaeT MPABUIBHOCTH CJIETYIONIETO
3aKTIOYEHUS: MaKCHUMH3aIUs DHTPONUU B
3aKOHAX paclpesiefieHusl, XapaKTepU3yeMbIX
HaJTUYUEeM [JTMHHBIX «XBOCTOB», C IOMOIIBIO
MeTO/la MOMEHTOB, TpeOyeT pacCMOTpPEHHUsI
NpSIMBIX ~MOMEHTOB Majoro mopsaka. B
HAacCTOAIIee BPEMSI BO3POC MHTEPEC K MOAXO0AaM
MOJICTTUPOBAHUS U OMHUCAHUS PaCIPEEICHUS
CB, OCHOBaHHBIM Ha WCIOJIF30BAHUH, TaK
Ha3bIBa€MbIX, JAPOOHBIX BhUMCIeHHH [15-21],
4TO oOyciaBiuBaeT HEOOXOTUMOCTD
pacCMOTpEHUsT MOMEHTOB JPOOHOTO MOPSIKA.
[Ipu »TOM, paccMOTpeHHE IMapaMeTpoB 3aKOHOB
pacnpenenennss CB Mamoil TPOTSHKEHHOCTH
MPUBOAUT K HEOOXOAMMOCTH TPUMEHEHHS
MPSIMBIX MOMEHTOB 00Jie€ BBICOKOTO MOPSIIKA.

Pacemotpum 3amady 2: HeoOXoauMO HAWTH
3akoH pacnpenenenns CB, oOecneunBaroniuit
MakcuMyMmM [, B Kjacce OJHOCTOPOHHUX
3akoHoB [IPBCB p(x), YAOBJIETBOPSIFOIIIAN

CUCTCMC OFpaHI/IT-ICHI/Iﬁ CHCI[YIOIIICI‘O BHdA:
p(0)=0, p(x)=0,

Tp(x)dle,

o0

jx”p(x)dx—ﬂ%

0

Bennunna H OIIPCACIIACTCSA BEIPAKCHHUEM

H=— T V- zp(l/y)ln(yf Zp(l/y))d y=
o ®
- [l o).

e )f2 p(%}) — IIPBCB 7, xotopas o6parHa

k CB & Pemienne 3amaud 2, TpencTaBlICHO
BBIpAXECHUEM CJIEAYIOIIETO BUIA

v 1
P I % = exp( s ),
0<x<oo.
PacecMoTpuM psif IpeesibHbIX CIydaeB JIst
BoIpakeHus  (9), HambonbIMi  UHTEpeC
npejacTaBiseT  caydaid — Koraa Voo,
OU3UYECKH 3TO 03HAYAET TO, YTO CYIIECTBYIOT

BCe OOpaTHblE MOMEHTHl U OJHOCTOPOHHUI
3aKOH paclpeneseHus: orpannyeHHo cauzy CB

AMEET BUJ: p(x):%gxz, %B<x<oo.
3

PaccmoTpum 3amaqy , KOoTOpast
3aKJIIOYaeTCs B CIEAYIOLIEM: HEeoOXOIuMO
ompenenuTh 3akoH pacupenenenuss CB cpenm
JIBYCTOPOHHUX 3aKOHOB pacIipeiefieHus, IMpu
koTopoM H  MakcHMaldbHA, U BBIMOJIHSIOTCS
CIIeNTyIOIIHE OTPaHUYEHUS Ha p(x):

plx)=0,

Tp(x)dle,

9

(10)

[e o}

J.exp(vx)p(x)d X :ﬁ%,

— 0
Il Vv — BeIWYWHA, OIpeJeiCHHAs paHee.
MakcuManapHOe — 3HadeHHe  BEIMYHHBI
OTIpeIeNIIeTCS B COOTBETCTBUM C BBIPAKCHUEM
BUIA:

H=- jp(x)ln(exp(—x)p(x))d x. (11)

Kak u s pelreHHs pacCMOTPEHHBIX B
JaHHOW pabdoTe 3ajad, pelieHue 3aaaqm 3
MPEICTABIICHO BhIPAXKEHHEM CIICAYIOMIErO BU/IA:
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IREON (

prl)

Paccmorpum  mpenenbHbiid  ciywait  (12),
KOTOPBII COOTBETCTBYET V —> 0. Duznyvecku
3TO O3HAYaeT, YTO CYIIECTBYIOT BCE IpSMbIe
OKCIIOHEHIIMATbHbIE ~ MOMEHTBl, H  3aKOH
pacmpeniesieHus orpaHuueHHoi cepxy CB

AMeeT BUJT: p(x)= exp(%} -0 < x <In(p).

exp(vx)J
g ) (12

—oo<x <00,

Paccmorpum  3amauy 4, pelueHue
KOTOPOM 1acT BO3MOKHOCTH OIIPENIEIUTh CPean
JBYXCTOPOHHHX  3aKOHOB  pacIlpeAeICHUs

HeorpannyeHHo CB  3akoH pacrpejeieHus,
JUISE KOTOPOTO »HTponust H MakcuMajbHA MpH
OTpaHWYCHHSIX, HAa IUIOTHOCTH BEPOSTHOCTH
plx):

p(x)z 0,

o0

Ip(x)dx=l, (13)

o0
v
Iexp(—vx)p(x)deﬂ/v,
—
IJe Vv — BeJIWYWHA, ONpEJeeHHAs paHee.

Ourtponus  H  ompezenseTcss  CONIACHO
BBIPAXCHHTO:

= [ s nlespep()a +

— 0

(14)

Permrenne 3a0a91 4
BBIpaKEHHEM CJIEIYIOIIErO BU I

P TP((?T) [ @J 15)

—o0o<x<ow.

MIPEJICTABIICHO

Hau6Gonpimmit WHTEpec BBI3BIBAET
npenenbHbIil  cinydali BeIpakenus (15) mpu
Vv —> o, 4Yr0 (U3NYECKH O3Ha4aeT TO, 4YTO
CYILIECTBYIOT Bce 0OpaTHbIE HKCIIOHEHINAIbHbBIE

PaccmoTpum 3amauy 5: HeoOXonuMo HaHTH
3akoH pacmpenenenuss CB, oOecneunBarommii
MakcuMyM H, B Kjlacce OJHOCTOPOHHHX
3akoHoB [IPBCB p(x), YIOBIIETBOPSIFOIIU I

CHUCTEME OTpaHUYCHUN CIIEYIOIIETO BUIA:

p(O):O, p(x)z 0,

Tp(x)dle,

JinGe) pe)a e=7,

rJe vV — BelIMYMHA, ONpeNeNieHHasl paHee. JTo
obecrieunBaeT MaKCHMyM SHTPOIHH, KOTOpas
OIIpEeNISICTCSI B COOTBETCTBHU C BBIpAKEHHEM
BUA:

(16)

H= —Jp(x)ln(x~p(x))d x. (17)
0
Pemenne 3a1a49u 5, MPEeACTABIECHO
BBIpaKEHHEM CJIeIYIOIIEro BUIa
o p—m—LL ]
1 v
2411k B (18)
0<x<oo.
Pesynaprarel  anaimsza BeipaxkeHus (18)

IO3BOJIAKOT CACJIaTb BBIBOJA, YTO B ClIydac
CYIICCTBOBAHUA JIBYX a0COJIFOTHBIX HaYaJIbHBIX

.]'IOl“apI/Iq)MI/ILIeCKI/IX MOMCHTOB, qTo
COOTBCTCTBYCT v=2 , MaKCUMAJIbHYIO
OHTPOIIHUIO o0ecrieunBaeT HUCITOJIB30BaHUC

J'IOl“apI/Iq)MI/I"IeCKOTO HOPMAJIBHOI'O 3daKOHa. HpI/I
V — 0 3aKOH paclpeACICHU OrpaHquHHOfI

cumsy u cBepxy CB umeer Bum: p(x) = 0% X,
exp(—f) <x <exp(f)

Jlorapupmuyeckoe mpeodbpazoBanne CB
MO3BOJISIET CAETIAaTh BBIBOJL O BO3MOYKHOCTH
nepexoza mapameTpoB Mmaciurada ff B mapameTp
(hOpMEBI ¥ CJIBHTA B MacITao.

OTtmeruM cienymomuid (akr, 4To B TOM

cayuae, ecnmu CB  CBA3aHBI COOTHOIIEHUEM
momeHTtel CB  wu 3aKOH  pachpeseeHus
orpanmueHHoi  cmmsy CB  mmeer Bmm O fx), To W3 Kypca MaTeMAaTH4ECKOro
exp(—x) ananmm3a [22, 23] usBecTHO mnpeoOpazoBaHue,
pix)= 4 , —In(f) <x <. O3BOJISIFOIEE  CBSI3aTh M COOTBETCTBYIOMIHE
Pesynbrarbl  mpOBEICHHOTO apamusa QYHKIMH  DAacTpejieNieHus, —KOTOpoe — HMeeT
BeIpakennit (12) u (15) nossomnsror ropoputh o CICAYIONIAN BAIL:
nepexoyie mapaMeTpoB (GOPMBI vV B TapameTp p(x)= p(y).‘%" (19)
Macinrtaba, ¥ MaciTada ff B mapaMeTp CJIBHra.
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[Tpu 3TOM, BEJIMUMHA SHTPOTIHU
ompesnensieTcss  Ha ~ OCHOBE  IPUMCHCHHUS
npeoOpa3zoBaHUs (19) BBIpQKCHUEM

CICAYIOIICTO BUaa:

H=- I p(x)In(gx)- p(x)) .,

dy
x)=|—|", 20
q(x) =| dx| (20)
rae Q — obaacte onpeaenenus CB x.
B  pabGore  paccMOTpeHBI  BOIMPOCHI,

CBSI3aHHBIE C UMUTAIMOHHBIM MOJIEJIMPOBAHUEM
W aHAJIA30M pHUCKOB, KOTOPBIE MOIYT HMETh
MECTO TpPHU DOKCIUTyaTaluud HHPOPMAIMOHHBIX
CHUCTEM, IOCTPOCHHBIX JUI PpEIICHUs 3a/1a4
nrdpoBU3alMM  SKOHOMUKHM U peaiu3arueit
AIIEKTPOHHOTO TMPaBUTEILCTBA, MIPH 3TOM OBLIO
OTMEYEHO, 4TO JIaHHbIE CUCTEMBI
(OYHKIIHOHUPYIOT B YCJIOBHSIX TOCTOSTHHOTO
JEeHCTBUS JE€CTPYKTUBHBIX BHEIIHUI
BO3ICHCTBUN. JlecTpykTrBHBIE BHEIIIHUE
BO3JEHCTBUS (POPMATTU3YIOTCS UCTIONH30BAHUEM
CB, pacnpeneineHHBIX B COOTBETCTBHU C
pa3nuuHBIMHA 3akoHaMmH. Ilpm 3TOM wHMHTEpec
NPEACTABISIOT KaK CHUMMETPHUYHBIE, TaK |
OJTHOCTOPOHHME 3aKoHBI pactipenencHus CB. B
JMaHHOW paboTe TMOCTaBIE€HBI W  PEIleHbI
ONTUMM3AIMOHHBIE 3ajaud  1-5, perneHue
KOTOPBIX MO3BOJIIFOT OOOCHOBAHHO OMpPEIETUTh
3aKOHBI, o0ecreunBaronye  (popMaIH3aIIio
[IPBCB, 1n0pu  WCHONB30BAaHUM  KOTOPBIX
SHTponus /1 MakcumasbHa.

bonee Toro, B maHHOI padoTe MOTYYEHBI
pe3ysIbTarhl, Ha HAl B3IV, UMEIOIUE BAXKHOE
3HAUCHHE TSt pa3BUTHUS METO/IOB
UMHUTaMOHHOTO MonenupoBanus NC, koropbie
3aKJIIOYAIOTCSL B CIIEAYIOLIEM, YTO BEIUYMHA
SHTPONMHU OIPEAEISETCS BHJIOM MOMEHTOB,
HCTIOJIB3YEMBIX JUTSt OIpeeNieHUs
XapaKTepUCTUK 3aKoHa pacnpezenenus CB.
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OI'BOY BO «TamOoBckuit rocy1apcTBEHHBIM TEXHUYECKUN YHUBEPCUTETY
Tambov State Technical University

CONSTRUCTION OF CONTINUOUS DISTRIBUTION LAWS FOR RISK ASSESSMENT
IN INFORMATION SYSTEMS

Yu.Yu. Gromov, Yu.V. Minin, V.E. Didrikh, N.G. Shakhov, S.A. Kopylov

In order to model information systems and conduct experiments related to risk assessment, it is
necessary to consider sets of random variables distributed according to the laws that are most widely
used. Moreover, in the work, the greatest attention is paid to the laws of the distribution of continuous
random variables with the maximum entropy. For the basic distribution laws considered in the work,
expressions are obtained that provide the maximum value of entropy. It is shown that the values of
entropy significantly depend on the types of moments used, based on consideration of the

corresponding distribution laws.

Keywords: information system, risk, probability, distribution law, entropy.
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INPUMEHEHUE I'PA®OBOW BA3BI JAAHHBIX NEO4J 1151 3AJAY OBECIIEYEHUSI
NHOPOPMAIIMOHHOU BE3OITACHOCTH

ILIO. ®uask, C.B. KopoJes, H.B. TebenbkoB

PaccMatpuBaeTcs moaxod K perieHHIo 3agad obecrneueHus MHGOPMaLMOHHOW O€30MacHOCTH,
KOTJa B Ka4ecTBEe WHCTPYMEHTa MPUMEHSFOTCS WHPOPMAIIMOHHO-aHATUTHIECKHE CHCTEMBI, KAKOBBIMH
ABJSIOTCST TpadoBbie 0a3bl MaHHBIX. ['padoBhie 0a3bl MaHHBIX, C MPYTOM CTOPOHBI, - WHCTPYMEHT
paboTsl ¢ GonpiiumMu naHHeIMU Big Data u momydeHusa w3 HUX 3HaHMi Ha ocHoBe Data Mining —
UHTEIUICKTYalIbHOTO aHali3a JaHHbIX. B kauecTBe KOHKPETHOTO MHCTpyMeHTa pabothl ¢ Big Data

BeiOpaH Neo 4 ],

Ha 0OpuUMEpEe HCIOJB30BAHUA KOTOPOTO CTAHOBATCA SABHO OYE€BUIAHBIMHU

MPEeuMYILECTBa BHU3yaau3aluud HH(pOpMaUUu - COBPEMEHHOH METOAOJOTHM PadoThl ¢ OONBIINMH

MH(GOPMALMOHHBIMU OTOKAMH.

KimoueBsie cnoBa: aaHHbie, uHbpopManus, nHpopMalroHHas 6e30MacHOCTh, OONbLINE AaHHBIC
(Big Data), cranmapTsl, HHTEJUIEKTYaIbHBIW aHamu3 maHHbX (Data Mining), cpema BU3yaW3amny,
rpadoBbie 6a3bl TaHHBIX, HHPOPMAITMOHHO - aHannTHYeckue cructeMbl (MAC).

[Ipobiiema obecricyeHust
UH(OPMAITMOHHON 0E€30IMaCHOCTH OTHOCHTCS K
chepe, mpeaycMmarpuBaromeii  paboty ¢
OOJBIIUMU O0BEMaMH M TOTOKAMHU JIaHHBIX U
nH(pOpMaIuu.

C BOCBMHUECATHIX TOJOB MPOILIOTO
CTOJICTHSI CHCTEMBI yIIpaBJICHUS 0a3aMu JaHHBIX

(CYBJI), xoTopble MOXKHO IIPEACTABUTH B
TaOJIMIHOM BHJIC, TaK Ha3bIBaCMbIC
PESIITUOHHBIE 6a3bl JAHHBIX, 3aHSH

nomuHUpytoiee nonoxenue cpeau CYBJ[ 3a
CYeT ONTHUMAIBHOTO COYETAHHS IMPOCTOTHI,
yno0cTBa, YCTOWYHBOCTH, THOKOCTH,
MPOU3BOIUTEIILHOCTH, MacCIITabuPyEeMOCTH,
COBMECTUMOCTH W WHBIX IPEUMYINECTB, HO Ha
CeTOJNHSITHUI JIeHb CHTyalusi ToTpeboBaia
HOBBIX TTOJIXO/IOB.

B YCIIOBHUSIX UH(POPMAITUOHHOTO
oOrmecTBa, Koryna nHGOpMaInOHHAs TIEpeTrpy3Ka
cTajla OOBEKTUBHOM pPEaIbHOCTHIO, MOCKOJIBKY

00BEMBI HaKOIJICHHOM! YCJIOBCUCCTBOM
HH(])OpMaHHH HCYUCITAIOTCA JACCATKaMH
3eTTalaiT, a o0beM uH(pOpMaITiH,
Duisk [Tétp IOpbeBUY — CBhIKTBIBKApCKHAN
TrOCYJapCTBEHHbIi YHUBEPCUTET, KaHA. TEXH. Hayk,
JIOLICHT, JOLICHT Kadeaps HNudopmannonnas

6e30macHoOCTh, e-mail: paralax-1@yandex.ru

Kopones Cepreii BnagumupoBuy — CbIKTbIBKAPCKU I
TOCY/IapCTBEHHBIN YHUBEPCUTET, CTYICHT e-mail:
korolievsergo@yandex.ru

TebGennkoB Hukura Bragnmuposwd — CBIKTHIBKAPCKHI
TOCYJapCTBEHHBIN YHUBEPCHUTET, CTYIeHT, e-mail:
tebenkov.nikita@yandex.ru

«yMeEIIAoIuics» B TOJJOBHOM MO3Te 4YeJI0BeKa,
COCTaBJIICT BCETO JIMIIL OKOJIO 35 sKcabaitT [1-
7], BO3HUKAaeT HEOOXOIUMOCTH HPUMEHEHUSs
HOBOW METOIOJIOTHH padoThl ¢ HHpOpMaIeld —
aKTUBHOE W  MaclITabHOE HCIIOJIb30BaHUE
CPEeICTB  BH3yanu3aluuu  HHPOpMAlMM, B
yactHOocTH TpadoBeix 0az mamabix (I'BJ]) u
cHUCTeM  ympasieHuss rpadoBeIMU  OazaMu
nauHbIX (I'CYBJL). 1loaromy npumenenue 1'BJ]
u I'CYB]J] B mHbOpMAIMOHHON O€301IaCHOCTH
(Mb) siBnsieTcst KpaitHe aKTyaJIbHBIM.

Jlns dopmanuzanuu OTIMCAHUS
OOJIBIITMHCTBA 3a/1a4 UH(POPMAITMOHHOM
Oe30macHOCTH MOKa3bIBACT BBICOKYIO
3 (HeKTUBHOCTH ceTeBol moaxon [2,5]. Cerenast
MOJeTb  JAHHBIX  SIBJSIETCS  JIOTUYECKOMU
MOJIETBIO JaHHBIX, W TIPEJCTaBIsACT COOOM
pacIiipeHrue HepapXHUuecKoro IMOJaX0/a, B

yactHocTH. CTporas mareMaTHdecKas TEOpHS
MO3BOJIAET  aJeKBaTHO W 3(QeKTUBHO
NPEACTABIATE CTPYKTYPHBIM B3IVISAA, B3IV
[EOCTHOCTH ¥ B3I OOpabOTKH JaHHBIX B
ceTeBBIX Oazax maHHbIX [8-13]. I'padoBbie 6a3wI

TAHHBIX [THPOKO TNPUMEHSIOT TUIst
MOJIETTUPOBAHUS COTTUAITBHBIX ceTei
(comuanpHbie rpadbl), IS CEeMaHTHYECKOM

NayTHHBI, a TaK)XXe B OMOnH(pOpMaTHKE.

B kadecTBe HWHCTpyMEHTa peald3aluu
JIAHHOTO TI0JX0aa BbeIOpaHa rpadoBas Oa3za
naHHbIX Neo 4 j, Kak HauOoliee MPOCTOU MaJis
MOHWMAHWsS, HArJSAHBIE W 3P PEKTUBHBIN
BapHaHT U3 CIeKTpa BO3MOXKHBIX [8-17]. Neodj
- tpadoBast CYBJI, xoTopast IMeeT OTKPBITHINA
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HMCXOJHBIM KOJ, HalMcaHa Ha s3bIke Java. Ha
2015 rox cumraeTcsi camoi pacnpocTpaHEHHOK
u BocTpeOoBaHHOH Ha pbIHKE rpadosoit CYB/I.
CoznaTensMu JaHHOTO MHCTPYMEHTA SIBIISIETCS -
amepukanckas kommanust Neo Technology,
pabota Beagres ¢ 2003 rona.

Jnst pabotel ¢ rpadoBoit CYB]/] B Heit
peam3oBaH COOCTBEHHBIM SI3BIK 3aPOCOB -
Cypher. Cypher ko Bcemy mnpoueMy emi¢ u
SIBIISIETCS SI3BIKOM MaHUIYJIHPOBAHUS JAHHBIMH,
TaK KaK «IpUHUMaeT Ha ceOs» Bce (GpyHKIUU
CRUD st rpadoBoro xpanrmina [8-17].

KiroueBbiMu AIIEMEHTaMHU MO/JIeNN
SIBIISTEIOTCSL y3J1BI M CBsI3H. [1o Tomonoruu u

crocobaM peanu3alMy y3J0B M CBsizeid
rpadoBble 0a3bl JIAaHHBIX MOXHO pa3OUTh Ha
HECKOJIBKO MOATUIOB. B yacTHOCTH, €€ MOXHO
paccMaTrpuBaTh Kak 0000IeHue RDF -
mozenn (Resource Description Framework
(RDF). Pecypcom B RDF Moxer ObITh Nr00ast
CYUIHOCTh - KakK HWH(pOpMAIMOHHAs, TaK H
HeMH(pOpMAaITMOHHASI. Y1BepxaeHue,
BBICKa3bIBA€MOE O pecypce, HMeEeT BHJ
«CYOBEKT - TIpeuKar - OOBEKT» W Ha3bIBaCTCS
TpuiuietoM. Ha puc. 1 npeacrasieH Tpumier.

Mpeaukar

O6veKT

CybbexT

Puc. 1. Tpurer B RFD

YTBepXKJICHHE «YETOBEK coOake Ipyr» B
RDF - TepMHHONOTHHM MOXKHO TMPEICTABUTH
ciaeayomuM o0pa3oM: CYOBEKT - «UEIOBEKY,
npeauKar - «cobakey», 00beKT - «apyr». s
o003HaueHUsT CyOBEeKTOB, OTHOIICHHH U

0o0wexToB B RDF ucnomnb3yrorest URI (Universal
YHUBEPCAITbHBINA

Resource  Identifier

uneHTupukarop pecypea) [13]. Ha pwme. 2
mpeacTaBlieHa cxeMa (opMalv3anud 3aaadd
paboTHI ¢ TaHHBIMHA Ha OCHOBE HCIOJIH30BAHHMS
rpadoBoit  cucTeMBl  ympaBieHHS — Oa3zaMu
naaubix (I'CYBJ).

Puc. 2. ®opmannzanys 3agaqu paboTsl ¢ JaHHBIMU Ha ocHoBe ' CYBJ]

SI3bik 3anmpocoB Cypher

Otot SI3BIK SIBIISIETCS caMbIM
pacrpoCTpaHEHHBIM  SI3BIKOM  3aIpOCOB K
rpadoBeM 0a3aM JIaHHBIX, YTO U 00YCIIOBHJIO
ero wucnosnb3oBanueM B Neodj. Cypher
MO3BOJISIET CO3/1aBaTh, OOHOBISATh W yJAJIATh

BEPIIUHEL, pedpa, METKH U CBOMCTBA, a TaKkKe
YIPaBJISTh HHICKCAMHU ¥ OTPAaHHYCHUSIMU.
B xadecTBe mpuMepoB pelieHus 3aaad,

0  TOINOJIOTUH  AHAJIOTMYHBIX  3aJa4aM
obecrieucHUs uHOOPMAITMOHHON
0e301MacHOCTH, BBIOpAaHbI JBE HAIJISTHBIC

CCTCBLIC HCPAPXHUUCCKHUC 3a/1a1uu:
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eco3nanue rpadoBodt 0a3bl JAaHHBIX
HeOOJIBIIIOTO TBOPYECKOTO KOJUIEKTHBA
(Cepreit, Unpss m Hukwuta), 00BETMHEHHOTO
MIOMUMO TIPOYETO HEKOTOphIM  HaboOpoM
JUYHBIX OTHOIICHHUM, IIPEyCMaTPHBAFOIITHX
HaJldYue JIMJepa KOJUIGKTHBA II0 HMMEHHU
Cepreii;

e rpadoByIO 6a3y JIAHHBIX,
OTPaKaIOIIYIO JIEpPeBO POJIOCTIOBHOM
JTuHAacTUU POMaHOBBIX B IEPUOJT «CMYTHI.

Ilpumep  nepswviii  —  «Teopueckuil
KOJLIeKIMUGY:

Bri6path Bce HOABI:

MATCH (n) RETURN n

BriOpath Bce HONBI ¢ MeTKO# “Person”
U umMeHeM Mnbst

MATCH(n:Person{name:"Wnps"})
RETURN n

Co3pnath 2 cBA3aHHBIE HOJBI:

Create(a:person{name:"Cepreii"})

Create(b:person{name:"Huxura"})

Merge (a)-[r:FRIEND]-(b);

Y nanuth Bce CBSI3aHHBIE HOJIBI:

match (n)-[r]-() DELETE n,r;

[Ipocteie Cypher KOMaHIbI Ha puc. 3 mnpencraBnena rpadosas
Cozanue HOJbI ¢ METKOM: peanuzanus JaHHOMU 3a7a4H.
Create
(n:Person{name:"Cepreii",age:"20"})
RETURN n
$ MATCH (n) RETURN n LIMIT 25 = <2 A
Graph
Table &
Text
\f & 5 *
& %
<>
Code friend
. -
Puc. 3 I'padoBas 6a3a 6aHHBIX «TBOpUYECKHI KOJIEKTUB»
Ilpumep 6Mopoil — «/[unacmus o :Smyta

Pomanoswix u nepuoo cmymuor»:

B xauectBe BTOpOTO IpuMEpa B3siTa
nuHacTUss PoMaHOBBIX W moOCTpoeHue rpada-
JiepeBa ISt BX POAOCIOBHOM.

®parmMeHT Koja:

CREATE

{name:"CmyTa",years:"1598-1613 rr'"}) ,

(1" :Genus Godynov' {name:"bopuc
l'onynos",years:"1598-1605
rr",class:"bospun"}) ,

('2" :’Genus Godynov' {name:"®&nop II
bopucosud",years:"1605-1605
rr",nickname:"Kpupoit"}) ,
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3 :LDmitr {name:" JIMuTpuit
WBanoBuu",years:"1605-1606 rr"}) ,

4 :LDmitr {name:"J/IMuTpuii
HBanoBuu ",years:"1606

r",nickname:" TymuHckwmii Bop"}) ,
(’5" ’Ginus Shuyskix® {name:"Bacunuit

v [yiickmii",years:"1606-1610 ",
nickname:"Bop"}) ,

6’ :Semibouarshina
{name:"Cemubospmuaa", years:"1610-1613
rr'}),

7 :Glava {name:"Kus13p
McrucmaBckuii"}),

8 :Sovet {name:"VBan
Bopoteackmii"}) ,

o :Sovet {name:"Bacunmit
lamumem"}) ,

(C10° :Sovet {name:"®&nop
[IlepemeTen"}) ,

Y €D dymasty(1)
o JGH)
A

Rete,

@,
@%%

To

RELarg,,

or03N3Y

Displaying 35 nodes, 33 relationships.

imperstor1721 on))

o ; »
Ry,
i o
CemmbBospupHa
waeu e
0
G «9 "%
T
%
3
B
.
70
<©
o
o
RE| =

Cir

C12°
TpyOGenkoit"}) ,

( 13 :Sovet {name:"bopuc JIpikos"}) ,
“RELATED _TO" [->('1"),
“RELATED TO" [->(°2"),
"RELATED _TO" [->("3"),
“RELATED TO" [->("4"),
“RELATED _TO" [->(°5"),
“RELATED TO" [->(°6"),
“RELATED TO" [->('7"),
“RELATED TO" [->(°8"),
"RELATED _TO" [->("9"),
“RELATED _TO" |->("10°),
“RELATED _TO" [->("11"),
“RELATED TO" |->("12%),
-[:"'RELATED_TO" |->("13").

Ha puc. 4 npencraBiena peanuzanust
rpada Jlnnactir PoMaHOBBIX U TIEPHOJ CMYTHI.

:Sovet {name:"Ban Pomanos"}) ,
:Sovet {name:"Annapeit

Pi - Pi - Pi - Pi - Pi - Pi -
O\O\O\O\O\O\O\U}-Pwl\)r—‘o
4 - 4 - 4 - 4 - P - 4 -
\/\./\/\./\/\./\/\./\/\./\/\./\/
1
l—|l—ll—|l—ll—|l—ll—|l—ll—|l—ll—|l—ll—|

-

Huxonait

RELATEDTO @

Puc. 4. Iunactiss POMaHOBBIX U EpUOJ CMYThI

3akiaroueHne

[IpencraBieHHblii B CTaTbe MPUMEP
MOKa3bIBACT MOJXOJ K PEHICHUIO TPOOIeMBbI
obecreueHus: UHPOPMAITMOHHOW OE30MaCHOCTH
MyTEeM  HCIOJb30BaHUs TPadoOBBIX CHCTEM
yhapaBiieHUs 0a3aMu JaHHBIX. |pUBHAIBHOCTH

MIPUBEJICHHBIX IPUMEPOB OOYCIIOBIIEHA JIUIIb
OTrPaHUYEHHOCTHIO 00BEeMOB Marepuana,
KOTOPBIA MOKHO OTPa3UTh B CTAThe, KEJIaHUEM
MPEICTaBUTh HarJIs,HO IIPOCTOTY u
BO3MOKHOCTH  HMHCTPYMEHTAa, OJHAKO  3TO
OTHIO/Ib HE yMajsieT (YHKIMOHAT, TIyOHHY,
CHEKTP U CJIOXKHOCTH 3a7ay, KOTOPbIE MOXHO
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pemarb ¢ MOMOIIBIO TpadoBbIX 0a3 JaHHBIX.
DTOMy HOAXOAY «IIO ILIeYy» Jiro0asi ceTeBast

CTPYKTypa H JIIO0OH KJacc 3a1ad,
OIIUCBLIBAEMBIX  CETEBBLIMH  MOJICJISIMHA,  4YTO
SBISETCA XapaKTepHBIM HMIIEPATHBOM IS
perneHus 3a1a4 uH(OPMATTMOHHOH
0e30IMacHOCTH.
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OI'BOY BO «CrIKThIBKapCKUi rocylapcTBEHHbIH YHUBEpcUTET MMeHH [ Iutupruma CopokuHa»
Syktyvkar State University them. Pitirim Sorokin

THE APPLICATION OF THE A GRAPH DATABASE NEO 4 J FOR TASKS OF
INFORMATION SECURITY

P.Yu. Filyak, S.V. Koroliev, N.V. Tebenkov

An approach to address the challenges of information security, when applied as a tool of
information and analytical systems, such as graph database. Graph databases, on the other hand,-
tool for working with big data, Big Data and making knowledge based on Data Mining -data mining
as a tool for working with Big Data selected Neo 4 j example of use is becoming clearly evident
advantages of information visualization-modern methodology of work with large information flows.

Keywords: data, information, information security, Big Data, standards, Data Mining,
visualization and exploration software, graph database, information-analytical system (IAS)

HHOOPMALIUA U BE3OIIACHOCTbD. 2019, T. 22, Bun. 1

97



NHO®OPMAILINA 1 BE3OITACHOCTB. 2019. T. 22. BBIII. 1. C. 98-101

DOI 10.25987/VSTU.2019.22.1.016
YVIK004.491.22

CPABHEHME CITIOCOBOB PACIIPOCTPAHEHUS CKPBITHIX MAMHEPOB

A.B. SixoBiaeB, M.B. Momuceena, /I.A. fikoBiena, A.Il. PorxkoB

B crarbe npencTaBieH aHaJIU3 pa3iMYHBIX CIOCOOOB PACPOCTPAHEHUsI CKPBITHIX MaliHEpOB, a
TaKKe CMOCcOObl 3AlIUTBI OT HECAHKLUMOHUPOBAHHBIX NCHCTBUII 370yMBILUIEHHUKA TIPH pealn3alun

JAHHOW yIrpO3bl.

KitoueBbie ciioBa: KPUIITOBAIIOTA, CKPBITHII MaliHUHT, O0THET, IpeoOpa3oBaHue Tpaduka

JloObl4a KpUNTOBATIOTHI CTAHOBUTCS JO-
CTAaTOYHO TIOMYJISIPHOM, YTO TPHUBJIEKACT BCE
OoIbllle TaK HA3bIBAEMBIX MalHEPOB IO BCEMY
mupy. U3-3a Oonbllioro cipoca Ha KpHUIITOBaA-
TIOTY, NOOBIBATh €€ CTAaHOBUTCS BCE CIIOKHEE U
3aTparHee, TaKk KaK aJTOPUTM YCJIOXKHSETCS U
4TOOBI TOOBITH XOTS OBl OJHY MOHETY HEeOOXo-
JIAMO TIPHUJIOKUTH HEMaJIO YCWJIMM W CPEJICTB.
[Ipotiecc mOOBIYU KPUNITOBATIOTHI MpeICTaBICH
Ha puc. 1. lloaTOMy 37T0YMBINIJICHHUKH TIHITA-
I0TCSI JOOBITH MOHETHI ITyTeM OOMaHa PSTOBBIX
mosb3oBaTesiei. OHH WCHOJIB3YIOT BBIUMCITH-
TeTbHBbIE MOITHOCTU JIPYTUX KOMIBIOTEPOB, KO-
JINYECTBO KOTOPBIX MOXKET JIOCTUTATh THICSYH U
3HAYUTENHHO OOJIbIIIE.

3JI0YMBIIUIEHHUKU [PUOETaloT K pa3iind-
HBIM YJIOBKaM JUIsl TOTO, YTOOBI 3aIlyCTUTh Maii-
HUHI Ha 4y>XOM ycrpoicte. Hanmpumep, mac-
KHPYIOT YCTAaHOBIIMK B BUJE YCTAHOBIIUKA U3-
BECTHOM MPOTPaMMBI, UTPHI U Tak jainee. [lomb-
30BaTellb MHOT/Ia COBEPIIIEHHO HE 3aMeyYaeT, YTo
Ha €ro yCTpOMCTBE CKpBIThIA MaiiHep. JlanHas
mporpaMma JOTOTHSETCS PSIoM (PYHKIUH, KO-
TOpBIE TIOMOTAIOT CKPBITH PE3YJIbTAThI €€ Jies-
TETPHOCTH ¥ BBECTH TMOJB30BaTeNsl B eIle
Ooutbiriee 3a0myxaenue [1].

B GonpmmHCcTBE ciiydaeB MaliHep momnajaaeT
Ha KOMIIBIOTEP TPU TOMOIIU CIEIHAIBHOTO CO-
3MaHHOU MPOTpaMMbl, TaK HA3bIBAEMOTO NPOTI-

SxoBneB Anekceit BsuecnaBosuy — TT'TY,
KaHJI. TEXH. HAYyK, JIONECHT, e-mail:
yava73(@bk.ru

Mowuceea Mapust Biraqnmuposaa — TI'TY, ac-
IUPAHT, e-mail: mariyamoiseeva@mail.ru
Skosnesa Jlapest AnekceeBHa — TI'TY, cry-
neHT, e-mail: yada99@mail.ru

PeoxkoB Anekceit [lerposuu - TI'TY, kan.
TeXH. HayK, JOICHT, e-mail:
gromovtambov(@yandex.ru

nepa, riaBHas (PYHKIHS KOTOPOTO — CKPBITHO
ctaButh Jipyroe 110. Takue nporpammbl o0ObIu-
HO MACKHUPYIOTCSI TIOJI MUpATCKUE BEpPCHH JIH-
[EH3UOHHBIX TPOJYKTOB HWJIM TOJ[ F€HEPATOPbI
KIIFOuel aKkTUBAllMA K HAUM — YTO-HMOYHIb B Ta-
KOM JlyX€ II0JIb30BaTeNd HWINYT, HAlpUMeEp, Ha
(aittooOMeHHUKAX U CO3HATENHO CKAYMBAIOT.

Ilocme 3amycka ckadanHoro (paima Ha
KOMITBIOTEp JKePTBBI CTABUTCS COOCTBEHHO
YCTaHOBIIKK, @ OH YX€ 3aKauyMBaeT Ha JUCK
MaliHep U CHeNHAIbHYI0 YTHUIUTY, MacKHUPYIO-
miero B cucreme. Takke B KOMIUIEKTE C IIPO-
rpaMMOH MOTYT MOCTaBIATHCS CEPBUCHI, KOTO-
pbie 00ecrieunBalOT €ro aBTO3allyCcK U HacTpau-
BaIOT €ro padory.

Hampumep, Takuwe cepBHCHI MOTYT TIpH-
OCTaHaBJIMBaTh paboOTy MaiiHepa, €clii MOJb30-
BaTejb 3allyCKaeT KaKylo-HUOY/b MOMYJISPHYIO
UTPY: TOCKOJIbKY MaiiHep HCIOJIb3yeT MOIIHO-
CTH BHUJEOKApTHI, UTpa MOXKET HadaTb TOPMO-
3UTh, @ TIOJIb30BAaTEllb O YEeM-TO MOJ03pe-
BarTh.Takue 1o J00HbIE CEPBUCHl MOTYT IBITATh-
Csi BBIKIIIOUUTH AHTHUBHUPYC, TPUOCTABIMBATH
paboTy MaliHepa, €clid 3alyllieHa Iporpamma
MOHUTOPUHTA aKTUBHOCTH CHUCTEMBI WUJIU 3aIly-
IIEHHBIX IPOIECCOB, a TAK)KE BOCCTaHABIMBATH
MalfHep B cliydae, €ClId MOJb30BaTelhb €ro yua-
T [2].

CTouT OTMETUTH, UTO PadOTa CKPBITOTO
MaiiHepa, Ha IIEPBBIM B3IVIAJ, OYEHb CXOXa C
BUpycoM. OH Takke MacKUpyeTcsl O]l CUCTEM-
HBIM (paiis1, Takke COBEpINacT KaKkWe-TO orepa-
WU U TPY3UT cucteMy. OH MPOCTO UCHOIB3YET
pecypchl Ipolieccopa, TEM caMbIM Mellasi 1oJb-
30BaTelt0 HOpMAIbHO paboTaTh. IMeHHO B TOM,
yT0 OOTHET HEBUJUM ]Il OOJIBIIMHCTBA AHTH-
BHUPYCOB U KPOETCs raBHAas ONACHOCTb.
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MaiiHepsl €031aH0T GHTKOHHEBI
HCILIB3YA KOMIBHTED L18
PemeHHs MaTeMaTHIeCKAX
byaknmii. ITOT Ke mponecc
NOATBEPAAET NpeAbIAyme
TPaHIaKOHH B CHCTEME

P2P ceTn

g 3

Toab20BaTe b CKATHEAET
OETKOHH-Komenek,paGoTa
KOTOPOr0 HeMHOI0 HAIOMHHAET e-
mail aapec,06ecneanparomuii
BO3IMOKHOCTB XPAaHATE H
OPHHEMATE 31eKTPOHHEIE JeHbIH.
BUTKOHHBI MOXHO 0THPABIATH OT
0JHOro KomeIbKa
APYTOMY,HCI0IB3YH Opaylep mim
MOGHABHOE NpHICKeHHe

Bcevmpras
AeUeHTpaITHI0OBaAHHAA

ObMer ONTKOHH MO3BOISET
OpPOHZBOANTE TOPIra C
TPAAHIHOHHEBIME
BAaTIOTAMHO. JaBasd "He
MafiHepaM" OYyTh Ha PbIHOK,
a TaKKe Kak cnocod
00HAINTATE GHTKOHH

Co3gaHme KomeIbKa 115
OH3Heca He OTIHYaeTCH 0T
CO3JaHHN KomelbKa 06BI9HOrO
N0JL3I0BaTENH, KpoMe
BO3MOKHOCTH HCHOIBI0BATE
KHOIKY OILTAThl OHTKONHAME Ha
caiiTe. [l ynpomeHus u
YCKOPEHHS 0MIaThl KAHeHTaMH
MOTYT HCHOIB20BATECH QR-
KOJblI

Puc. 1. IIpouecc 100bIYN KPUIITOBATIOTHL.

CkpbIThle MaliHEpHI pearupyroT Ipu 3aIyc-
Ke aucrerdepa 3anad. OHU cpa3y ke mpekpa-
IAI0T CBOIO paboOTy U IMOKa3aTeld MPUXOMIST B
HopMy. Hexotopble MaifHep-OOTBI MOTYT BBI-
KJIIOYaTh JUCIETYep 3a/lad Ha Kakoe-TO Bpemsi
(darme Bcero 3TO BpeMs COCTaBISIET OKOJIO S
MUHYT).

[TooOHBIE TPOrpaMMBbI PacIPOCTPAHSIOTCS
Cpelu 3JIOYMBIIUICHHUKOB KaK yclyra — cka-
xKeM, B MecceHkepe Telegram, B xaHanax, mo-
CBAIIEHHBIX 3apa0OTKy B HHTEpPHETE, MOKHO
BCTPETUTh OOBSIBIICHUS Ipeajararonye mnpoo-
HYIO BEpPCHIO Takoro cOOpIIMKa-yImaKoBIIUKa
JUUISL pacIipoCTpaHEeHMsI CKPBITOTO MaitHepa [2].

Uto06sl mpescTaBUTh cede MaclTadbl mpo-
UCXOJsIIero, aKenepTsl Jadopatopun Kacmep-
CKOro OOHapyXwiu OOTHET, COCTOSIIUNA TI0
NpUOIM3UTENBHBIM MOJICYeTaM, U3 HECKOJIBKHX
THICSIY KOMIBIOTEPOB, Ha KOTOPBIX OBLI CKPBIT-
HO ycTaHoBJieH MaitHep Minergate. C ero mo-
MOIIBIO 3JI0YMBIIUICHHUKU JT00BIBAIOT HE IOIY-
JSIPHBIA OUTKOMH, @ B OCHOBHOM T€ KPHIITOBa-
JIOTHI, KOTOpbIE MO3BOJISIIOT CKPBITH TpaH3aK-
LU U TO, KOMY IIPUHAJUJIEKAT KOLIEIEK.

CKpbIThIH MaiiHep XOTb U HE NPECTaBISET
ocoboit yrpos3sl nanHeiM Ha IIK, HO Bce-Taku
SIBJISIETCSI BPEJIOHOCHOW mporpammoii. OH Top-
MO3HUT PabdOTy KOMITbIOTEpA, TPATUT €ro pecyp-
cel. BeIsIBUTH W yJanuTh MaifHep-OoTa gocra-
TOYHO CJIO’KHO, OJIHAKO, BIIOJIHE ITOCUJIBHO IS
IIPOCTOTO MOJIL30BATES.

To, 4TO MOIIEHHUKN HAYYWJINCH UCIIOJIB30-
BAaTh BBIYUCIMTEIBHYIO MOIIHOCTH KOMIIBIOTE-
POB PSIOBBIX IOJIb30BaTEIEH YK€ HU JUISL KOTO

He cekper. Co CKpBITHIMM MalHEpamH YiKe
MOKHO O0poThcsi. CerofHs MOXKHO BBIYMCIIUTH
MaiiHep, OpyAyIOLIUMi Ha KOMIBIOTEPE I10JIb30-
Batenst. [loaTOMy 3JIOYMBIIUIEHHUKHA PEIIMIINA
NOUTH Janbllie U TpeoOpazoBalu  CKPBITHINA
MalHUHT B MOJIyJIETaIbHOE MEPOIPUATHE C TO-
MOIIBIO ceTelt oliecTBeHHoro joctyna. M kak
nokasajia IpakTUKa, HU aHTUBUPYCHI, HU CIIe-
HUaJbHbIE YTUIUTHI NOMOYb HEe MoryT. llox-
KJIoYasch K OecIiaTHOW OOIIeCTBEHHOW ceTH
[10J1b30BaTENh CaM JaeT COTJacue Ha UCIOJb30-
BaHUE €ro yCTPOWCTBA B LENSAX 3JIOYMBIILICH-
Huka. CTOUT, KOHEUYHO OTMETHUThH, YTO TPSIMO 00
3TOM HUKOMY

HEe cooO1aercs.

Hecnenuanu3upoBaHHble KOMIBIOTEPHI Ha
caMoOM JIeJie HEJJOCTAaTOYHO TOJXOST AJis Maii-
HHUHTA, HO B JITAHHOM CJIy4ae UrpaeT poJib KOJIH-
yecTBO. Beab vMest ThICSUM MalluH MOYHO J10-
OBITH OOJBIIIE KPUTITOBATIOTHI, YeM C COOCTBEH-
HOH (pepMBL.

CKpBITBIi MaWHHHT MOXeET OBITH JIe-
ranbHbIM. OIHUM U3 CaMbIX IOIYJISIPHBIX ILjIa-
ruHoB sBisercs Coin-hive. OH Mmo3BoMSIET Psij
HECKOJIbKUX YHOOHBIX ¢yHKImiA. K mpumepy,
npeajaraeT MOCETUTENSIM OTKIIIOUYUTh peKiiamy
Ha caiiTe B OOMEH Ha UCIOJIb30BAHUE YCTPOW-
CTBa /g MallHUHra. Takxke ecTh Mpe/iyIoKeHue
JUTSL TI0JIB30BaTeNe — moOuTene oHmaiH-urp.
3a HWCHOJIb30BaHWE YCTPOMCTBA sl MailHWHTa
Ha caifTe OHJalH-Urphl IOJIL30BATENISIM BbLAA-
I0TCSI pealibHbBIE JICHEXKHBbIE HArpajbl 3a MoOey.
OHaKo He Bce XOTAT MPUJIEPKUBATHCS JIeralb-
HOTO CKPBITOTO MaHUHTA.
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Puc. 2. Ilpunoxenue Ansg MaiiHUHTA.

[locetutens kodeitnu Starbucks B Bysnoc-
Afipec 3aMeTHII, YTO TIPU TOAKITIOUYEHUN K Wif
€ro KOMIIBIOTEp HauWHal HarpeBaTrbcs M MeJ-
nenHee pabdorarh. OH 3aryisiHYJl B HCXOJIHBINA
KOJl CTpaHHIIBl M OOHApyXWUJ Uy>KEepPOJTHBIN
ckpunT. Kak BBIICHHIIOCH, ITpoBaiiaep KohelHn
UCIOJIB30Bal KOMIBIOTEPHI TOCETUTENeH Juis
n00brau Monero — BOCBMOW TI0 KalTATAIHM3AIANA
KpUOTOBATIOTE B Mupe. KOHKpeTHBIH citydait
OOy IUIT apreHTHHCKUX MOOMITBHBIX TpoBaiije-
POB U pa3pabOTUMKOB NPOrpaMMHOro odecre-
YeHHs TOJPOOHO W3YYUTh CXEMY JCHCTBHS
3JIOYMBILUIEHHUKOB. B gaHHOM ciywyae oOHa-
PYXKHIIOCH, UTO CYIIECTBYET J[Ba CIIocoda, KOTo-
PBIMU MOIIEHHUKH MOTYT BOCIIOJIb30BaThCS TSI
MalfHUHTa KPUITOBATIOTHI B OOIECTBEHHBIX
MecTax 4yepes uykue ycrpoiictsa. IlepBelii cno-
co0 3akimrodaercsl B npeoOpa3oBaHWH Tpaduka,
KOTOpBIN pazgaercs OecrIaTHBIMU Wifi B TOIY-
JSIPHBIX MECTax OTJAbIXa JIOJAEH, a BTOPOU 3a-
KJIIOYaeTcs B OpraHu3aluid cOOCTBEHHOM ceTd
JIOCTyTIA.

Paz0OepeM kaxzawlit cnoco0 M TpoBeneM
CpPaBHUTENIbHBIM aHanmm3. Opraausamusi co0-
CTBEHHOH CEeTH JOCTYIa KaK CIOCO0 HECAHKIIH-
OHHPOBAHHOTO MalHWHTa BCTpPEYAeTCS JIOCTa-
TOYHO PEeNIKO, TaK KaK CO3[aHhe CeTH J0CTyIa
JIOCTATOYHO 3aTpaTHOe Meporpusitiue. YenoBek,
y KOTOPOI'O €CTh pecypchl AJis Co3JaHus wifi B
00IMeCTBEHHOM MeCTe, CKOpee BBIOEpeT co3jia-
Hue coOctBeHHOU (epmbl. Ho ecin TenaeHnus

pocTa CTOMMOCTH BHJAEOKapT OyneT Npojo-
KaTbCsl, TO COCOO CKPBITOrO MalHMHIA MOXKET
MOJIyUYUTh JIOBOJBHO-TAKM INUPOKOE pacrpo-
ctpaHeHue. CTOUT TakXXe OTMETUTh, UTO € TOY-
KU 3peHust dHepro3pPpeKTUBHOCTH UCIOIH30Ba-
HUE 4y)XHX YCTPOHCTB 00Jjiee BBIFOJHO, YeM
MOJJIEPKKAa M SKCILTyaTanusi cBoed COOCTBEH-
HOM (pepMBIL.

[IpeobpazoBanue Tpaduka, KOTOPBIH pas-
JTlaeTcsi B OOIIECTBEHHBIX MecTax 0oJiee IMomy-
JSpHBIH cnoco6. 3MOyMBIIUIEHHUK JeHCTBYeT
0 ompeneieHHOMy anroputMmy. CHadana OH
MIOMEIAeT COOCTBEHHOE YCTPOHCTBO MEXKIY
MapIIpyTH3aTOPOM M YCTPOHCTBOM IIOJIb30Ba-
Tensl. 3MOYMBILUIEHHUK IepexBaThIBaeT Tpa-
¢uK, a 3aTeM, pacchuIas JOXKHBIE MPOTOKOJIBI
ARP, HaumHaeT ero pasgady I0JIb30BATEIISIM.
Ho HyXHO OTMETHTh, YTO B TakoOM Ciydae
MOJIb30BaTeNN OyAyT BUJIETh, YTO OHHU MOAKIIIO-
YJaloTCsl K aBTOPU30BAHHOMU ceTH [3].

Takke npenBapUTEIBbHO Ha CBOEM YCTPOM-
CTBE 3JIOYMBIIICHHUKY HEOOXOIUMO HaCTpO-
UTh hitp — cepBHUC, a 3aTeM YyXKe MpHU IepexBare
TpaduKa BCTaBISATh (PparMeHTHI ¢ €ro KOJIOM B
MOTOK JaHHBIX. [IporpaMMHBIM depBb AJis
CKPBITOTO MalfHWHTA MPEJICTABIISICT COO0H BCETO
JIMIIb OPOCTYIO KOMaHIy, KoTopasi oOpalaercs
K yJaJeHHOMY MaiiHepy uepe3 javascript. B
JAHHOM cJlydae, caMo€ CJI0XKHOE Il 3JI0-
YMBIIUIEHHUKA - 3TO aBTOMAaTH3UPOBATh [aH-
HBIH npouecc. Hampumep, co3nare nporpammy,
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KoTopass W OyJIeT Bce aBTOMaTU3UpoBaTh. B
IIPOTUBHOM Cily4ae, Kaxawlii /P-anpec npuuer-
cs  go0aBnaTh BpyuHyto. llomywaercs, 4yto
HACTPOECHHBINA CKPUNT I CKPBITOIO MailHHUHTA

cam moJsiy4aet /P-aapeca, HacTpawBaeT mepeas-
pecaruio TaOJHIlbl, BRIOTHSIET ARPspoof u 3a-
nyckaer HTTP-cepBep st OOCITy>XKHBaHUS
KpPUITOPEMOHTEPA.

CpaBHeHHe c1T0COOOB CKPHITOro MailHUHTA

PecypcosarpatHocTs | DHeprosaTrpaTHOCTb [Tpu6sLIH

1 coco® HU3Kast HU3Kas BBICOKAsI

2 cmocob BBICOKAs BBICOKAs BBICOKAs
Takum oOpa3oM, BO BpeMsl IMHKa aKTyallb- Jlureparypa

HOCTU CKPBITBIX MaifHEPOB 3JI0YMBIILICHHUKAM
Bce Oojee y00HO HCIOJIB30BaTh OTKPBITHIC
oOImiecTBeHHbIe ceTH. M maHHbIi cmoco0 cTaHo-
BHTCS TIoMyJisipHee. PeanmbHOTO yiiep6a KOMITb-
10TepaM, KOTOpbIe UCHOJIB3YIOTCS TaKuM oOpa-
30M He HaHocHTCs. MHOT/Ia psijioBOi TOJTb30Ba-
TeNb Jla)Ke MOYKET U HE 3aMETHUTh JaHHBIN MpO-
oecc, TaKk Kak OOBIYHO MAIIWHEI HCITIOJIB3YIOT
MeHee 50% BO3MOXKHOCTEH MpoIeccopa.

1. Xakeppl MalHWIA KPUNTOBATIOTY Ha KOM-
MBIOTEpax TOCETHTENEH [DIeKTPOHHBINA pe-
cypce]. - Pexum JIOCTyTa:
https://ru.insider.pro/topnews/2017-12-
13/hakery-majnili-kriptovalyuty-na-
kompyuterah-posetitelej-starbusks/

2. Starbucks ymuuuim B «TPOSTHCKOM MaifHWH-
re» [OnexkTpoHHBIM pecypc]. — Pexum mo-
cryma: https:// www.bfm.ru/news/372537

3. Tlommep H. Ludposoe 3omoto/ H. Ilommep —
M.: JInanektuka,2016 — 368 c.
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COMPARISON OF DISTRIBUTION METHODS OF HIDDEN MINERS

A.V. Yakovlev, M.V. Moiseeva, D.A. Yakovleva, A.P. Ryzhkov

The article presents an analysis of various ways of spreading hidden miners, as well as ways to

protect against unauthorized actions on the device.

Keywords: cryptocurrency, hidden mining, botnet, traffic conversion
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TPA®OBAS CPEJIA GEPHI B OBECIIEYEHUN HH®OPMAIIMOHHOM
BE3OITACHOCTHU

ILIO. ®uask, H.B. Te6enbkoB, C.B. KopoJeB

Jnas pewienus 3agay MHGOpPMALMOHHONW O€30MACHOCTH TOJNE3HO, a WHOTAAa U HEoOXOoAUMO,
aHAIM3UPOBATh OOJbIIME O0BEMBl MAHHBIX. A TP JOOOM aHAIW3E OTIIMIHO TOMOTAIOT CPEACTBA
pusyanusanuu. Gephi sBIsieTCS O4YeHb MOIIHBIM CPEICTBOM BH3YalM3alMH Pa3iMYHBIX NaHHBIX,
KOTOPBIl MOJOMAST Kak HOBUYKY, TaKk W OMBITHOMY ToJsb3oBaTemo. Gephi 3TO NOMOJIHUTENBHBIN
WHCTPYMEHT Ul aHaiu3a, TaKk KaK BU3yalbHOe MpeicTaBiieHWe HWH(popMmauuu u pabota ¢ HHUM,
MOMOTaeT B PeLICHUH 3a/1a4.

Kmouessie cnoBa: Gephi, Buyammamms,
0€30MacHOCTb, yTeUKa.

rpad, manHeie, WHpOpMALUL, WHPOPMAMOHHAS

[IpoGnema oOecrieueHusT KavyecTBE DJIEMEHTOB pedpa U BEpPIITUHEI.
WH(POPMAITMOHHON 0E€30ITaCHOCTH OTHOCHTCS K I'maBHoe nocromnctBo Gephi B ToM, 4TO
chepe, mpeaycMarpuBamomie  pabory ¢ OH OTKPBIT  JIS UCTIOJIB30BAHUS U
O0JBIIUMU 00BEMaMU M TTOTOKAMH JaHHBIX. B HapammBanus. bazoBas (QyHKIHOHAIBHOCTH

Hallld JTHU HACTYMWJ 3Tam WH(OPMAIMOHHOU
TIePEeTPy3KH,  BCIEJACTBHE YE€TrO  BO3HUKACT
HEe0OXOAMMOCTh BU3yalu3aliu HHPOPMAITUH.
Gephi — 310 MporpaMmmMHOE 0OCCIICUCHHE
JUTSL BU3yallu3allii U aHanm3a JaHHbiX. Gephi
Hapsay ¢ rpad)OBEIMU Oa3aMM JaHHBIX SBIISCTCS
COBPEMEHHBIM HHCTPYMEHTOM, KOTOPBIH
TO3BOJISIET n30exKaTh TOU camMou
nH(popMarmonHo# neperpy3ku. OcHoBoit Gephi

CHUCTEMBI HE CJIMIIKOM BEJIMKA, HO BKJFOYACT
Bce camoe HeobOxoaumoe. Kpome Toro, 3a cuer
MOCTOSTHHOTO ~ pOCTa YHWCJIa IUIArMHOB — 3Ta
(YHKIIMOHATBHOCTh OBICTPO H  CYIIECTBEHHO
pacret [1-3].

Gephi nocrarouno mpocT W ymoOeH B
UCTIONTb30BAaHUM, KPATKO pazdepeM ero OCHOBY U
uHTepdeiic.

OtkpeiB Gephi, MBI BHJIUM B BEpXHEM

SBJIIETCS. Teopusi rpadoB, WIM JAUCKpETHAas
MaremMaruka, B KOTOpOH HUCHOJB3YIOTCS B

JIEBOM YTy BKJaaku (puc.l)

B Gephi0.9.2

Main PaBouas obBnacte Bug Cepewc OkHo Cnpaeka

by CopaboTra H || NabopaTopua naHHb = MpochoTp
Puc. 1. Unrepdeiic Gephi
Bo Bkiagke «O6paboTka» MpOU3BOAUTCS
peIaKTHpOBaHUE rpada, JUTSt 3TOTO
@unax  Ilétp - KOpeesud  —  CRIKTBIBKApCKMit  poponpayiorest  Clefyrole  HHCTPYMEHTEL

rocynapcTBeHHbidt  yHuUBepcuter (CI'Y),
HayK, OIIEeHT, e-mail: paralax-1@yandex.ru

KaHI. TEXH.

(Puc.2). UnctpymMeHThl MHTYUTUBHO MOHSITHBI
Ja)ke HEONBITHOMY IIOJIb30BaTENi0 M IpU
HABEJICHUU YKa3aTelsl MbBIIIM Ha WHCTPYMEHT
HOSIBJIIETCS.  OKHO € WHCTpPyKUueH 1o
[IPUMEHEHHUIO.

TebenpkoB Hukura Biagumiposud — CBIKTBIBKAPCKHIA
rocynapctBeHnsiit yausepcutet (CI'Y), cryaeHT
e-mail: tebenkov.nikita@yandex.ru

Kopones Cepreii BnagumupoBuy — CbhIKThIBKAPCKU
rocynapctBeHnsiit yausepcutet (CI'Y), cryaeHT
e-mail: korolievsergo@yandex.ru

102 HH®OPMAIJHA U BE3OITACHOCTb. 2019, T. 22, Buin. 1



[1.IO. ®UJIAK, H.B. TEBEHBKOB, C.B. KOPOJIEB

Mpath X

P

S

=]

L@ AN NI O N

(_l:g{_i\j NepeTackueanwe (Configure)

Puc. 2. UnctpymenTst Gephi

Tenepn nepeiem K BKJIAJIKE
«JIabopatopust marubex» (Puc.3). 31ece MOXKHO
mubo ummopTtupoBarh (aitn uz CSV, nubo
cO3/IaTh TAONHILy cCaMOMYy IIyTeM J00aBJICHHS
y370B U pebep. [ 3TOro Hajmo MUCHOIB30BaTh

m Gephi 0.9.2 - ncumnanergephi

®aiin PaBouan obnacte Bug Cepewc Okno Cnpaeka

Bkimanku «JloGaButh y3zem» u  «JlobGaBUTH
pebpo». Ilpu  nmobGaBnenum  pebpa, MBI
yKa3plBaéM HCTOYHHUK U TPHUEMHUK, TaKUM
00pa3oM, CBs3BIBas JBa y3Jla MEXIY CcoOoi

| {9  Ofpabotka H || NabopaTopus AatHeIx || = MpocroTp

| Pafioyan ofnacte 2 X

[2 Tabmua flanHen X

¥anel PEGpa | & Kondmrypauma | q} [llofiasuTe yzen (+) [obasute pefipo ﬂ Mouck/3ameHa ELVINHOD‘I’MDOBB‘I’I: uz C5Y @I_.Bnccnopmposa‘rb Tabnuuy Jﬁ Npyrve peficTens v

Id

baz0Ban yacTe

Label

Baz0Ban YacTe

McTopus

McTopus

DU3MYECKEA KyNETYPa

DU3MYECKER KYNBETYPE

MHOCTPaHHEI A361K

MHOCTPEHHEI A361K

[loKyMEHTOBEAEHKE

[oKyMEHTOBEAEHKME

SKOHOMMKE

SKOHOMMKE

Dunocodna

Dunocodia

MpasoseneH1e

MNpasoseneque

Puc. 3. JlabopaTtopust 1aHHbIX

Tperpss Bkianka - «lIpocmoTrp». 3aech
MOKHO TIOCMOTPETh Ha OTpPeAaKTUPOBAHHBIN
rpa¢p mrOO TaK K€ WCIIOJIB30BATH AJIEMEHTHI
penaktupoBaHuss B okHe  «Hactpoiiku
npeanpocMoTpay (puc.4).

Tenepp, YTOOBI MOKa3aTh
sppextHo  mpumenenue  Gephi,

HACKOJIbKO
perum

nmpoctyio, HO  3pdexTHyro, B  IUIaHE
BU3yaJIU3alllK, 33/Ja4y - COCTaBHUM HECKOJBKO
rpadoB, KOTOpbIE HAIVSIIHO JEMOHTHPYIOT,
KaKHe JUCIUIUIMHBI HEOOXOJUMO H3YYUTh IO
HaIlpaBJICHUIO WHpOpMaIHOHHAsT 0€30IMacHOCTh
B cooTBeTcTBHH ¢ PI'OC.
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I'PA®OBA S CPEJIA GEPHI B OBECIIEYUEHUU MTHO®OPMAILIMOHHOM BE3OITACHOCTHU

Hactpo#iku npegnpocmotpa X | =
# Habopel HacTpoek &l
?{DVIBbIE pebpa e
HacTpofikm YnpasneH1e oTPHUCOBLULHMKEMH
=¥ane
TomyuHa oGsogkm 1.0
LseT ofs0gKn custom [0,0,0]
MNpo3payHocTb 100.0
Per-Node Opacity |
[=IMeTkn yanos
COTofpamaTh METKH
LWipndT Arial 14 MpocToi TekcT
MponopuUMoHansHLIi pasmep |
UseT custom [0,0,0]
YKOpaYNBETE METKN O
MakcHmanoHoe YHCno CHMEONDE 30
TomumHa oGs0gkmn 0.0
UseT ofsogkm custom [255,255,255]
Npo3pausocTs ofB0OKM 80.0
CTofpamaTe pamMEn METOK |:|
UBeT paMen MeToK parent
MNpo3payHOCTL paMEN METOK 100.0
|=I Pefipa
OTofipaxaTe péfpa
TonwmHa 1.0
MacwrafnposaTts BEC |:|
Min. rescaled weight 0.1
Max. rescaled weight 1.0
UseT mixed
MNpo3payHoCTh 100.0
COrofipazaTe pEGpa KpMBLIMK
Papuyc 0.0
=l CTpenkn peGep
Pasmep 3.0
=l MeTn peGep
OTofpamaTs METKN
WpndT Arial 10 MpocTol TekeT
UseT original
YKOPaYNBATL METKM O
MakcumanbHoe YMCcno CHMEONOE 30
TomwmHa oGB0OKN METOK 0.0
UseT ofiB0gkn MeToK custom [255,255,255]
MNpospayrocTs 00BOOKM METOK 80.0
JeTansHocTe NpeanpocMoTpa: 100%
I ) ObHoBMTL
SkcnooT:  SVG/PDFIPNG

Puc. 4. IlpeanpocmoTtp

Ha Bxome MbI wumeeM OOBEMHYIO
HH(POPMAITHIO, KOTOPYIO JOCTATOYHO TSDHKEIIO
BOCIIpUHUMATh. A Temepb MOCIe 3aloIHEHHUS
Bcell mH(popMaruu Bo BKIaake «JlabGoparopus
JAHHBIX» (pHc.3) IPOCMOTPUM, KaK e KPacHBO

nmo3Bojsier  Gephi  BuU3yanm3upoBaTh  ITY
uH(popMaruro. (puc. 5, 6).
Jlatee pazbepem pabory Gephi Ha

nmpuMepe aHalii3da TOr'o, KaK HUCIIOJIb3YIOTCA

aHanu3, Oyarojaps CUCTeMe HHBEHTapu3aluu
KOHTpPOJII ChEMHBIX HOCHUTENIEH NOKaXeT Ham,
KakMe HOCHUTEIIM W K KaKuM KOMIbIOTepaM
MOAKITIOYAIIUC.

B pesynprare mnepegaud JJaHHBIX WU

obpabotkn B  Gephi momydaeM  Takyro
KapTuHKY (puc.7). Ha pucyHke HarisiiHO
MpeJcTaBieHa  rpaguyeckas  WILTIOCTPAIUs
TOTO, Kak HOCUTENH MPUMEHSIOTCS

CBbCMHBIC HOCUTCIIN B paBHHqHBIX B paSHHqHBIX Hoz[pasz[eneHn;Ix OpFaHI/ISaI_[I/II/I.
oApa3aAcIeHUIX Opra"Hu3aluu. JlaHHBIH
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F\-ln,wmpunau HE CHETEM H .'llC TH 3dIHTLI IlIII'I(IpMiIIII“l

MaTeMATHYCCKIE @ OBbI KPHITMIOIHH

MaremMaTHIecKad 10T @ H TEOpHs AATOPHTMOB

Texnuieckan Ja.’ra HH{pOpMALHH
¥ ‘
bezonachoeTh nm.ﬂmenwm ceteii
|
|
Ocronst nndopmail@unoii Geonacnocn /

(OcHOBBI YIPAB.ICHHA lmqy.lamuonnoﬁ {C201IACHOCTRI0
( -

“f Kphnmmmﬁ;@@,&m‘u FAMHTE HHPOPMALHI

Moayas "MeToas! u cpeacTsa oﬁepiﬁi HH(popMALHOHHOIT He3omacHOCTH"

Tporpammuo-annapaTnie c.u:ma JAMHTED HEGopMAIHH
Oprasu3auHoHHOE il NPABOBOE oﬁccn.mm nuopManHoinoii GezonackocTn

Komnuiekenoe odecnedenne 3anurol l.l(ll]hﬂlll]l“ oiberTa HIiIllUpMﬂTH'.HIlIHH
)
HllltmpMﬂllHDllllﬂil Gt"l(lIIHI.'!IIO(.HITI‘O“ﬂ'l'l['l"[lllnﬂllllhl\i CHETEM

Puc. 5. O0wwii Bug

.‘\l'l[lapaTHhIE cpeiacrea HCIHTEILHOH TEXHHKH

TEXHOIOIHH

1 HHpopManun

MHPOBAHHA

Moayas "Hudop ble Texnojorun"

AVTOTHS W MEeT porpaMMHpoBanns

|
THKA

Puc. 6. OmuH u3 rpadoB
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I'PA®OBA S CPEJIA GEPHI B OBECIIEYUEHUU MTHO®OPMAILIMOHHOM BE3OITACHOCTHU

enb Ne 3.2

CbeMHbIN enb Ne 1.2

Puc. 7. O6umii Buxa

IIpu JETAILHOM aHajmse MOKHO
3aMETUTH MOJ03PUTEIBHYIO AKTUBHOCTD
(puc.8).

Ha 3TOM pUCYHKE HECKOJIBKO
KOMITBIOTEPOB OJIHOTO oApa3ieICHUs

UCIOJB3YIOT OOIIUH HOCHTENb, MPH 3TOM Ha

OJTHOM W3 KOMIIBIOTEPOB 3TOTO IMOAPAa3ICICHUS
HCHOJIB3YETCS APYrOod HOCHUTEIb, KOTOPBIA B
CBOIO OYepep MOJKIOYACTCS K KOMIIBIOTEpaM
Jipyroro noapaszaeneHus. Takoi aHamu3 moMor
HaM BBISIBUTH CKpPBITBIE HA IIE€PBBIA  B3IJISA
WHITUJICHTHI [2].

CbeMHbIN HocnTenb Ne3

CbeMHbI

Puc. 8. Ilono3putenbHasi akTUBHOCTh

106
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3ak/I0ueHue
B cratee ObIT  TOPOAEMOHCTPHUPOBAH
MOAXOA K PpEHICHHIO HECKOJbKHX  3ajad,

HarJSHO JAEMOHCTPUPYIONHNX APPEKTUBHOCTD
MOJIa4¥  BH3YaJIM3UPOBAHHON WHpopManmu ¢

IIOMOIIIBIO cpeJlicTBa rpaduyecKoi
pusyanu3anuu Gephi. CpenctBa rpaduyeckoi
BM3yanm3anuu, a B 4vactHocth  Gephi,
00eCIIeUnBalOT  MPOXOXKIECHUE TOro  ATara,
KOTOpBI Tak HEOOXOAWM [UIS Tiepexona K
NpUMCHEHUI0  TpadoBeIXx  0a3  JIaHHBIX,

obecrieunBarOIMX peleHrne MmpodiieM aHain3a
U paboThl ¢ OONBIIUMH OOBEMaMH JIAHHBIX B
YCIIOBHSIX HH(POPMAITHOHHOM MTEPETPy3KH.

Cpencts TS rpaduueckoi
BH3yaJIM3allill MHOTO. [IpaBUIIBHO TpHUMEHSS
HX, MOJKHO MOJy4aTh KOHKPETHBIC Pe3y/IbTaThl,
KOTOpPBIC TaK MOJIE3HBI U HEOOXOAUMBI CITyKOaMm
“H(pOpPMAIMOHHONW Oe30IacHOCTH JUIS aHalu3a
WHITUACHTOB WH(POPMAIMOHHONW 0e301MacHOCTH
3|

ONCHKA  3(PPEKTHBHOCTH MO THKA
uHpopMaImoHHON Oe3omacHoCTH. J[Is 3TOro
HEOOXOMMO OIIEHHUTh BO3MOYKHOCTH JaHHBIX
cpeactB — HHGOPMAIIHOHHO-aHATHUTHYCCKHX
cucreMm (MAC) — cpen  Busyanuzanuu

nH(pOpMAIMK, B YaCTHOCTH,
obecrieynBaTh s pekTUBHOE
YKa3aHHOTO KJ1acca 3aj1ad.

TTO3BOJIAIOIINX
PCHICHUC
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OI'BOY BO «ChIKThIBKapcKHit rocyiapcTBeHHbINH yHuBepcuTeT uMenu [ lutupuma Copokunay
Syktyvkar State University them. Pitirim Sorokin

GEPHI IN INFORMATION SECURITY

P.Yu. Filyak, N.V. Tebenkov, S.V. Koroliev

To solve the problems of information security, it is useful, and sometimes necessary, to analyze
large amounts of data. And in any analysis, visualization tools help perfectly. Gephi is a very powerful
data visualization tool that is suitable for both novice and experienced users. Gephi is an additional
tool for analysis, as the visual representation of information and work with it, helps in solving

problems.

Keywords: Delphi, visualization, graph, data, information, information security, leakage.
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MPOLEAYPA ONPEJAEJIEHUS KPUTUYECKHUX 3JIEMEHTOB CETEBOI
WHO®OPMAIIMOHHOM CUCTEMBI

P.A. 1016un, 10.B. Munun, I'.H. Hypyraunos, A.B. Beicouknii

B nanHOl paboTe paccMaTpwBaeTCss BOMPOC OUCHKU SPGPEKTUBHOCTH (PYHKIIMOHUPOBAHUS
ceTeBOM MH(OPMALMOHHON cHcTeMbl. [IpencTaBieH MOAXOJ, MO3BOJSIOMINN BBIABIATH JJIEMEHTHI
CEeTeBbIX MH(POPMALMOHHBIX CUCTEM, KOTOpPbIE SBISIOTCS KPUTUUHBIMU Ul COXPaHEHHUs TpeOyemMoro

yYpoBHS 3 GeKTUBHOCTH (PYHKIIMOHUPOBAHUS.

KitoueBble cioBa: cereBasd MH(OpPMaLMOHHAsA cUcTeMa, YPPEKTUBHOCTb (YHKIIMOHUPOBAHMS,

HaOEXHOCTb.

CoBpeMeHHOe 00IIEeCTBO IMMPOKO HCTIOJIb-
3yeT U HEMpPEephIBHO COBEPIINCHCTBYET CETEBBIC
nHpopmarmonnbsie cuctembl (CHUC), nmeronime
pa3BUTYIO CTPYKTYpy. Wx mnpumeHnenue o0y-
CJIOBJIEHO oOecrieueHueM HEeOOXOIUMOCTH IpH-
HATUST d()PEKTUBHBIX PpEIICHUN B Pa3IHMYHBIX
chepax nestenbHOCTH. J{mst momydenust Golee
JTYUYIIUX Pe3yJIbTATOB MPUXOIUTCS CTATKWBATh-
CSl C YCJIOKHEHUEM TOIMOJIOTHYECKOH CTPYKTYpPHI
CHUC [1].

Tunosyio crpykrypy CHUC M0kHO onucarhb
B BHJIE MHOXXECTBa Y3JIOB, CBSI3aHHBIX OIpee-
JICHHBIM 00pa3oM Mexay coOoii. [Ipu ¢yHKIH-
onupoBanuu CHUC mnoasepraercs HEraTUBHBIM
BozzeicteusiM (HB), Hanocsmum eif moBpe-
KIACHUS.

CrocoOHOCTh BBINOJIHEHHUSI CBOETO OCHOB-
HOTO MpeTHA3HAYEHUs, BHE 3aBHCHUMOCTH IIO-
BPEXKJICHUMN, ITOJNIYYCHHBIX W3-32 BO3JICUCTBUSA
HB, xapakTtepusyet BakHelmuii Gpaktop, KOTO-
pHBIi oTIpeeNsieT KauecTBO (pYHKIIMOHUPOBAHUS
CHC. Takum oOpa3oM, BOIPOC OIEHKH PPek-
tuBHOCTH (yHKIHoHUpoBanusi CHUC octpo
CTOMT Ha KaXJIOM CTa/Iy KU3HEHHOTO IIUKIIA.

Jlannast mpoOnema TpuoOpeTaeT 0coOyro
BOXXHOCTh B CIydasX, KOTJa HEOOXOIUMBI
OBICTpblE U3MEHEHMS CTPYKTYpbl. B 3TOM Ciy-
yae aHAJIUTHYECKOe OMHCcaHue mporecca PpyHK-

Honoun Poctucnas Anekcannposud — TT'TY,
MarmcTpasr, e-mail: gromovtambov(@yandex.ru
MunuH FOpuit Buktopoud — TT'TVY, KaHA. TeXH. HayK,
JOLeHT, e-mail: gromovtambov(@yandex.ru
Hypytaunos I'ennanuit Hypucnanosuu — TI'TY, kaHz.
TeXH. HayK, JOIEHT, e-mail: gromovtambov(@yandex.ru
Bricoukuii Aunpeii Bnapumuposuu — TI'TY, acnupanr,
e-mail: gromovtambov(@yandex.ru

nuronuposanusi CYC npu ee pa3IWyHBIX Bapu-
aHTaxX CTPYKTYphl IPHOOpeTaeT 0co0yIo aKTy-
ANbHOCTb.

Onnaum u3 kimaccoB CUC saBisitoTCS KOPIO-
paTHBHBIE CHCTEMBI O0PabOTKH WH(OpPMAITUH,
oOnafaronire pacupee’IeHHON apXUTEKTYpPOu.
B npornecce cBoelt skcmyaTaliiil 01 BIMSIHU-
em HB, pocra o6bema oOpabaThIBaeMBIX JIaH-
HBIX, OHU TEPECTAIOT YIAOBJICTBOPSITH MO MHTE-
rpaIbHOMY KpHTEpHIO 3(h(PEKTHBHOCTH (YHK-
LIHOHUPOBAHMS, COCTOSIIIEMY U3 CIEAYIOINX
mokazaTeyieli: BpeMsl peakiud CHCTEMBI, ee
MPOIYCKHAsI CIIOCOOHOCTh M WHBIE XapaKTepH-
CTHKH, OIHCHIBAIOIIME KadyecTBO OOCITy>KUBa-
HUSL.

Paccmotrpum CHUC co cTpykTypoii «3Be3aa-
nepeBo» (puc. 1), KoTopasi ¢ TOMOIIBIO KaHAIOB
CeTH Tepeaydl JaHHBIX OOBEAMHSET Ha0op
CTPYKTYp, PEAIM30BAHHBIX B BHUJIE JIOKAITHHBIX
BeIuUcIUTEIbHBIX ceTei (JIBC) ¢ meHTpalbHBIM

yaom CUC. B cocrase i-oit JIBC (i=1n)

nmeercs C; paGoumx cTaHIMiA, KOTOpHIE SBIIS-

foTcsi koHeuHbIMU y3nmamMu CHC u y31bl KOH-
IEHTpaIuu WH(OpMaITMOHHBIX MOTOKOB
(YKUII).

Jlannbie, xotopeie pasmenieHbl B CUC,
MOHO TPEJACTaBUTh Kak MHOXecTBO M (par-
MEHTOB (Tabmui, ¢aiaoB), KOTOpBIE OmIpeiae-
JeHHBIM 00pa3oM pa3MelleHbl Ha pa3HbIX
VKUII. Jlng onucanus BapuaHTa pa3MEICHUS
(¢parMeHTa JTaHHBIX BOCITOJIb3YEMCSl MaTpHIlCH

X:|

xpsi=Ln j=1LM H Ee omemeHTHI onpete-
JISFOTCS CITETYIONUM 00pa3oM, x, =1 B ciydae,

Korja (parMeHT JaHHBIX j TPUCYTCTBYET Ha i-
om YKMII; B npotuBHOM City4yae x,; =0.
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LleHTpanbHEBIT
y3en CIIC

Puc. 1. Ctpykrypa CHUC

Cnenyer OTMETHTh, YTO HWHGMOpMAIHUs B
CUC MoxeT myOonmmpoBaThCs, a CIIeIOBATEIIHHO
4acTh ()parMeHTOB JAHHBIX UMEET CBOU AyOH-
katel B pasHbix YKMUII. Takoe nyOmmpoBanue
WCIIONIB3YyeTCsl Il yMEHBIeHUsT o0beMa Tepe-
naBaembix janabix Mexay YKUIT CUC, a Tak-
K€ JJIS TIOBBIIIIEHUS] CTENEHU JOCTYIHOCTH WH-
(dopmamiu B ciiydae BBIXOJIa U3 CTPOSI KAKOTo-

au6o YKUII. Takum obpazom, ZX,-] >1 npu
i=1

j=LM .

OO0pamieHue K (¢QparMeHTy JaHHBIX |

(j=1,M) nonp3oBareseM, KOTOPBIA B3auMO-

nericteyet ¢ i-biMm YKUII (i=1,n), oGpabaTsi-
BaeTcs B ciydae, eciu nanHbii YKHIT conep-
KHUT HEOOXOJIUMBIN (hparMeHT JaHHBIX. MHaue
OTIIPaBKa 3ampoca OCYIIECTBISIETCS K APYTyMY
pabotocnocoonomy YKMUII, ma xotopom pas-
MeIaeTcsl COOTBETCTBYIOIMUN (pparMeHT daH-
HBIX. VIHTEHCHBHOCTH MOCTYTUICHHSI 3aIIpOCOB
noas3oBateneit CUC k ¢parMeHTy JIaHHBIX [

0603HauMM Kak 4 .

[IycTh B MpOU3BOIBHBIT MOMEHT BpEeMEHU
Bce (pparMeHTHI MaHHBIX i-oro YKUII (7= L_n)
C BEPOSITHOCTHIO K,(q? OKa3bIBAIOTCSI HEJIOCTYTI-
HBIMU JJIS1 3aIIPOCOB, MTOCTYMAIOIIUX OT MOJIB30-
Barenet CHIC. HazoBem K,(,I? - K03 purpeH-

TOM TpocTosi. [IoCKONBKY JaHHBINH KOAPPHUIH-
€HT NMPUHUMACT 3HAYCHUS, SIBJISIOIIUECS MaJlbl-
MH BEJIMYMHAMH, TO OTKa3 B OJIHO ¥ TOXKE BpeMs
nByx u Oonee YKUII Oymem cumTaTh HEBO3-
MOXXHBIM COOBITHEM.

MuoxectBo cocrosHuit CUC o00o3HaYUM

Sk
(kzl,_n) - 9TO0 pe3ynmpTaT oTkaz k-ro YKWUII,

kKak S ={S;:k= O,—n} , TJIe coCTosSHHE

BEPOSATHOCTH KOTOpOoro £ =K7(,2. CocrosiHue

CcucC So HaOJII0/1aeTCs C BEPOSITHOCTHIO

n

R=1->K
i=1
korga Bce Y KUIT paGoTocnocoOHBL.
B 3aBucuMocTH OT KOHKPETHOTO COCTOS-
Hust CUC MeHsIeTCsl COBOKYITHOCTh JOCTYITHBIX
(GbparMeHTOB JAHHBIX, JUISI STOTO OIPEICITAM

MHOXECTBO Matpull {Z;;k=0,n}. 3HadeHus
MaTpullbl Z, COOTBETCTBYIOT 3HAYECHUSM Mar-

putiel X, T.e. Zy =X . Jlna monyueHus 3Ha-

YeHWH MaTpuiel Z, B MaTpuie X oOHymsieM k-

IO CTPOKY, T.€. Z; =|z\F3i=1mj =1, M|, rne
w % anéei # k;
Z: =
ij o in s
0, anéei = k.
KonuuecTBO  JOCTYNHBIX — JK3EMILISPOB

(dparMeHTa JAaHHBIX j, KOTOpPBIE TPUHAMAIOT
ydacTHe B 00pabOTKe IOCTYIAIOIETo 3aIpoca B
CUC, ompenensiercss sl KaXKJIOTO COCTOSIHHS

H3 MHOXKECTBA S CJICAYyIOIINM O6p8,30MZ
n

n
dy=35 =3
i=1

i=l

ik
Onenuth >PPEKTUBHOCTh (DYHKITHOHUPO-
Banusa CHC MOXHO ¢ HOMOIIBIO ITOKAa3aTeleH,
KOTOpBIE XapaKTEePU3YIOT CKOPOCTH 00pabOTKH
MMOCTYIIUBIIIETO 3ampoca K ¢parMeHTy JaHHBIX.
JInst 5TOr0 MCHONB3yeT ammapar TEOPUH odepe-
nert. Kaxneii YKUII mpencraBum kak paso-
MKHYTYIO C€Th MaccoBoro oocmyxkuanus (Ce-
MO), xoTopast COCTOUT U3 TPEX YCTPOUCTB [2]:
VKMUII, a takke BXOIIINHUNA W HCXOMSMIIUNA Ka-

HaJIbI TIEpeIaun JTAHHBIX.
3anpockl, IOCTYIAOIIAE OT KOHEYHOTO Y3-

JIa Cj , OTHOCATCA K BHYTPCHHHM 3alipocaM, B

cilydae UX oOpameHus K (pparMeHTam JaHHBIX,
Haxojsmmmes B i-om YKHUII. B ciydae Haxox-

nerus CHUC B cocrosmuu S; Harpyska Ha i-if

YKMUII onpenensieTcs MOTOKOM 3alpoCcOB ¢ HUH-
TEHCUBHOCTHIO
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IMPOLIEAYPA OHPE}IEHEHI/IH KPUTUYECKUX DJIEMEHTOB CETEBOU MHO®OPMAIIMOHHOIA. ..

nza _

Z (k)/l

JlanHbIe, nonyquHHe B KayecTBE OTBETa
Ha 3ampoc K OTCyTCTByIommM B i-om YKUII
JIAaHHBIM, TIOCTYHAIOT MO BXOJSIIEMY KaHaTy
mia sroro YKWII. MHTEeHCHBHOCTH COOTBET-
CTBYIOIIIETO TTOTOKA OHpeI[eJ'IHeTCSI Kak

=C, Z(l—z(k)

Ilo choz[sm[eMy kanamy i-oro YKMUII
OCYIIECTBIISICTCSL Tlepesadya JaHHBIX C HHTEH-
ucx

CHBHOCTBIO Ay

npyrux YKUII zampocer. s 3ampocoB ¢par-
MEHTOB JAHHBIX j JOJDKHO BBIIOJHSTHCS YCIIO-

(%) (1- Zlg-k))

B OTBCT Ha BO3HHUKAIOIIUEC B

BHE Z; =l roel/#i. Or moib3oBare-

neii [-oro YKUII, mons momoOHBIX 3ampocoB,
Hampapisifomuxcs K i-omy  YKUIIL, paBna

1/ dkj , CIIENOBATEILHO
(k) n

ucx U ] k
—{Z Z(l 2iNC) .
j
Jlist i-oro YKI/IH MHTEHCUBHOCTEL OOIIETO
MOTOKA 3asBOK, KOTOPBIE 0OCTY)KHBAIOTCS B CO-

CTOSTHUH S , paBHa

lnaé

ma eno

+ kz+ ki

—ZC+

3anpoc Ha (parMeHT JaHHBIX J, KOTOPBIi
MOKeT BO3HMKHYTH B i-oM YKMUII ¢ BeposTHO-
(k)

(k) n

D> a-z0¢, A,

J /=1

CTBIO Z; , oOpabaTeIBacTCs Kak BHyTpeHHHﬁ

3ampoc, a ¢ BepostHocthio (11— Z,k)) )/ /dy; me-
pecsutaercs x l-omy YKHIT (I =1, n;l #i),
Bropoii cnydait xapakTepusyercss Kak 00-
paboTka 3ampoca JaHHBIX, OCYIIECTBIISIOIIASCS
KaK MHOTOATAIIHBIN IPOILIECC M HMCIOJIB3YIOIIast
cnenaytomue anemeHTel CUC: YVKUII u ucxo-
JSINUN KaHall, BXOJSAIIUN KaHai u i-pii Y KUILL

O0603HaYUM CPCAHHUC 3HAYCHUA IIPOAOJIKUTCIIb-

ucx cep
N VR FHIN PR

YaIoMKX B Ce0S U 0XKUJAHUE B OUYECPEIH U HETIO-
cpeAcTBeHHOE oOcnmyxuBaHue. /[ cocTossHUS

HOCTH OAaHHBIX 3TAallOB t; kl BKJIIO-

S, 3HaueHWe BpeMeHHM O0OpaGOTKH 3ampoca
OTIpe/ieTIsIeTCsI KaK:

cep *) _ .

Ly secau Zj;
10—

R P +—Z(t“fp + 14520,
kj /=

eciu z,(jk) =0.

Jlns ompeneleHusl BEIMYHUH, XapaKTEpH3Y-
IOIMUX TMPOU3BOAUTENBHOCTh i-oro YKMUII, a

TaKKe BXOJSIIHA M HCXOSIINN KaHAIbI Tepe-
ucx

6X
aYd JAHHBIX, fk, sl g TIpuM HArpyske, co-

OTBCTCTBYIOH_ICﬁ COCTOSAHHUIO S k- HOI[6CpCM

Moaenu uig atux dnemMeaToB CeMO.

OmHrM W3 BapHaHTOB SIBIISIETCS OJHOJIH-
HeitHas CMO ¢ HeorpaHW4YeHHOU odepenbio. B
caydae JTUTEIRHOCTH 00padOTKH JIFOOO0TO 3a-
npoca i-oro YKUII, xotopas xapakrepusyercs
AKCTIOHCHITUATIBLHBIM paclipe/ie/ieHueM C Tapa-

ce,
METPOM H; » , HMECCM

CE[J _ 1
ki ,ucep Acep .
PaccmarpuBas pesynbTathl U3 [3-5], momay-
YUM OIEHKY CTCIICHH YXYJICHUS (PYHKITHOHH-
poBanus CHC. Eciau mnpencraButh OjHOKa-
HampHyl0 CMO, y kotopoii Oydep Ha BXxoje
OECKOHEYEeH, a BXOSIINE 3asIBKU C JITTUHOU, SB-
JSTIOTIENCST CITyYallHOW BENWYAHOW, pacmpeie-
JIEHHOU MO SKCIOHEHIMATFHOMY 3aKOHY ¢ Ma-
pameTpoM [, 00pa3zyroT MPOCTEUITUI MOTOK C
WHTEHCUBHOCTBIO A, TO JIJISl OMMCAHUSI HaJEXK-
HOCTH HCHONB3yeM KO3((HIMEHT TOTOBHOCTH

kr W CpemHIO IIUTENLHOCTH IPOCTOS T .

CpC,Z[HCC BpeMsa ONOCTAaBKH COO6H.I€HI/I$I B IIYHKT
Ha3zHA4YCHUI ITOJIYUCHO KaK:

1
g =——(+ukpty),
A oy = A
e M,y =kppzk; =1-k,. llpu u3BecTHBIX
3HAYEHUSAX I[1apaMeTpoB, XapaKTEPU3YIOIINX

KaHaibl mepegaud jgaHHbix B CHUC  mexny

VKUIL, MOKHO BEIMHCTHTD L 1 Ly

Jliss WHTEpBaJIOB BpEMEHH, Ha KOTOPBIX
CHC naxomutcst B PUKCHPOBAHHOM COCTOSIHUU
S, , OIEHKY o00Imero ypoBHsS 3(PQPEKTUBHOCTH
(D YHKITHOHUPOBAHUSI CHCTEMBI OITPEICITAM C HC-
MOJIH30BAHUEM CPETHEr0 BpeMeHH 00pabOTKH
3arpoca:
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P.A. JIOJIBMH, F0.B. MUHUH, I'H. HYPYTJIMHOB, A.B. BLICOLIKUIA

n M
3340

_ =l j=1
k= n
j'cy.wzci
i=1

M
e Agw :Z joh/ - cyMMapHas HHTEHCHB-

HOCTBH 3aIllpoCOB, NIOCTYIHUBHIUX OT OJAHOI'O
II0JIB30BaTCJaAd CHUCTCMBI. BpeMSI 06p8_6OTKI/I 3a-
Ipoca OoNpeACIdCTCAd KaK YCPCAHCHUC 10 BCEM
COCTOAHHAM:

n J—
ty = Zpktk .
k=0

[IpennoskeHHBIN TOIXOJ TO3BOJISIET OIpe-
nenuth Te YKUIL, KoTopble SBISIOTCS KPUTHY-
HBEIMH B BOIPOCE COXpaHEHUS TpedyemMoro
ypoBHS S (PEKTHUBHOCTH (PYHKIIHOHHPOBAHUS
CUC npu Biusinun Ha Hee HB.
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TamO0BCKH TOCY/TapCTBEHHBIM TEXHUUECKUN YHUBEPCUTET
Tambov State Technical University

PROCEDURE FOR DETERMINING THE CRITICAL ELEMENTS OF THE NETWORK
INFORMATION SYSTEM

R.A. Dolbin, Yu.V. Minin, G.N. Nurutdinov, A.V. Vysotskii

In this paper, the issue of assessing the effectiveness of the network information system is
considered. An approach is presented that makes it possible to identify elements of network
information systems that are critical for maintaining the required level of performance.

Key words: network information system, efficiency of functioning, reliability.
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NHOPOPMALIMOHHO-AHAJIMTUYECKHUE CUCTEMBbI B
OBECIIEYEHUU UH®OPMAIIMOHHOW BE3OIMMACHOCTHA

ILIO. ®nask, H.B. Te6ennkon, C.B. KopoJsieB

HH(I)OpMaLll/IOHHble TEXHOJIOTUMX B IIOCJICOAHUE HECKOJBKO JIET CTPEMHUTEIIBHO pPa3BHUBATHCA.

JocTuub MOBBILICHHS YPOBHS MPOLELYpPbI

yIpaBlieHU,

TEM CaMbIM YJIYUYIIMB Ka4€CTBO

aAMUHUCTPHUPOBAHUS B Pa3IMYHBIX OPTraHU3aUUAX, MO3BONSAIOT MHPOPMALMOHHO - AHANUTUYECKHE
cucteMbl (MAC). C ux npuMeHEHHEM aHAJIUTHK UCTOJIb3yeT pa3INuHbIe MHCTPYMEHTHI aHaIu3a, 4To
MO3BOJISIET pellaTh 334241 aHAIM3a U IPOTHO3UPOBAHUS U IPUHUMATh O0ojiee OObEKTUBHBIC PELLCHHUS.

KimoueBsie cioBa: AHanuw3, AaHHble, WH(POPMAIMOHHAs ©0€30MacHOCTh, WH(POPMALMOHHO -
aHAJTUTHIECKHe CUCTEMBI, MH(opMalys, cpeaa BU3yaan3ainm.

AHanu3 cOoOpaHHOM, IIOCTOSIHHO
MOTIOJNHSIEMON W OOHOBIsieMOH wWH(pOpManun
BBI3BIBAECT npoOIeMBl, CBSI3aHHBIE c

KaueCTBEHHOH 00paboTKoi OO0JIBIIOI0 MaccuBa
JaHHBIX M €€ MOHHUTOPHHIOM. DTa Mpodiiema

MOXET OBITh pelleHa C MEepexoJioM Ha
HCIOJIb30BAaHUE UH(pOPMAIHOHHO-
agamutnueckux cucrem (MAC), koropsie
MO3BOJIIIOT  BBINOJHSTH aHAJIW3 METOJaMH,

natommMu roias3oBaTessiM MAC BO3MOXKHOCTD
nojiy4yaTb  paldoHalbHble  (OOBEKTHUBHEIC)
pelIeHus IMOCTABJICHHBIX BOIPOCOB W 3aj1a4, a
TaKKe BIOCIIEICTBUU YCIEIIHO MPUMEHSTh HX
Ha npaktuke. [loms3oBarens, npumensst MAC,
MOYET BBINOJHITh MOHHUTOPUHI JAHHBIX, HX
aHajn3, a TaKXKe Iporuo3uposanue [1-2].

Kaxkyto xe MAC Bb1Opars? Jloruuno, 9to
HYXXHO BBIOMpaTh TaKyl0, KOTOpas IMO3BOJIsLIA
Ol  3(p(deKTHBHO  pemarh  BO3HUKAIOIIUE
BOIIPOCHI W 3aJIa4d, JIOCTUTATh TOCTABJICHHBIC
uend. B HamM OHW TpencTaBlIeHO OrPOMHOE
konuyecTBO MAC, kaxaasi U3 KOTOPHIX HMEET
CBOM «ILUTIOCBD» M  «MHUHYCBI». PazOepem
HECKOJIbKO W3 HHUX H TPOJIEMOHCTPUPYEM, Kak
OHM PEIIaroT OCTABJICHHbIE 3aa4H.

Ousik [1éTp FOpbeBruu — ChIKTbIBKAPCKUI
rocynapctBenHnsiil yausepcutet (CI'Y), kaHI. TeXH.
HayK, AOLEHT, e-mail: paralax-1@yandex.ru

Kopones Cepreii BnagumupoBuy — CbIKTbIBKAPCKU I
rocyaapctBennsiii yausepcutet (CI'Y), cryneHT
e-mail: korolievsergo@yandex.ru

TebGennkoB Hukura Bragnmuposwd — CBIKTHIBKAPCKHI
rocynapctBeHHbI yHUBepcuTeT (CIY), cTyneHT,
e-mail: tebenkov.nikita@yandex.ru

STADIA

STADIA (Statistical Dialogue System) —
OTeYEeCTBECHHAsl  pa3paboTka,  cojeprarias
pa3TuYHBIE HHCTPYMEHTHI aHaIW3a aHHBIX.
STADIA BeaWKOJENHO TIOMOTaeT pelIaTh
pa3IUYHOrO0 poJa 3aJaydl U [PUHUMATH
COOTBETCTBYIONIME pemenusi. M3  mmrocoB
MOKHO BBIACIUTH MOAJIEPKKY PYCCKOTO SI3BIKA
A HAIAYWAC JUTEPaTypbl LIS CaMOOOYUCHUS.
[Taker Stadia mpocToii B OCBOGHHHM U OYEHBb
MOIIHBIA WHCTPYMEHT CTAaTACTUYECKOTO
aHaau3a.

Uacto B WCCIENIOBaHUSX HEOOXOIUMO
BBISIBUTH, 3aBUCHUT I 3HAUEHUWE OJHOU
IIEpEMEHHOM OT 3HadeHust Jpyrod. B stom
MIOMOTaeT MeToJ Kpocc-Tadynsuuu. [lpumvep. B
WHTEpHET - orpoce ydacTBoBasio 680 uenosek,
BBIOMpAst CBOM I[BET IJ1a3 U BoJioc (puc.l).

Meton [IO3BOJISIET aBTOMATHUYECKH
MIPOAHATU3UPOBATH JTAaHHBIE, WCIIONB3YsI
OTIPE/ICIIEHHBIC 3aBUCUMOCTH U aJITOPUTMBI, U
BBIBOAMT clieAytomuii pe3ynbrat (Puc. 2).

Crpouka “I'unoresa 1 «EcTb cBs3b MEXKTY
NpU3HaKamMu»” TOBOPUT O TOM, YTO €CTh
3aBUCHMOCTh MEXJIy IIBETOM BOJIOC U I[BETOM
J1a3,-0TBET Ha MOCTABJICHHYIO 3aJ1ady MOJyUYeH.
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I1.10. ®UNJIAK, H.B. TEBEHBKOB, C.B. KOPOJIEB

Tabnuua gaHHBIX
CHBET IR P CEIA UepHHE | KOpHMYHeBED
CHHMA 177 71 17 14
CEDEI a5 1149 a5 25
HODMYHERH 12 44 23 8

Puc. 1. PesynbraTs! omnpoca

Pesynptater

KPOCCTRAEYILALNA. $amm:
CTomfus: CEET/EM DPYCHM YEPHHN KODMYHEE
CTPOKM: CHHMII CEPHIM KOPWMYHEH

HaBnpmeHHHE YaCTOTH NPM3HAKOE

CEE TR PYCHIA B 574 HOPMYHE KT
CrHMI 177 71 17 14] 279
ceprnt 85 119 75 25] 314
KOPWYHERDT 12 44 23 8 | 87
|
284 234 115 471 €80

MpoueHTHad BCTPEYAEMOCTE NPM3HAKOE N0 pANAM:
63,44 25,45 6,083 5,018
30,25 37,9 23,89 7,962
13, e 50,57 26,44 9,195

MpoueHTHaA BCTPEYaEMOCTE NDUSHAKOE MO cronbuaM:

62,32 30,34 29,79
33,45 50,85 53,14
4,225 18,8 20 17,02

Ofmas NpouEeHTHa® BCTPE¥AEMOCTE NPUSHAKOE:

26,03 10,44 2,5 2,059] 41,03%
13,97 17,5 11,03 3,676| 46,18%
1,765 6,471 3,382 1,176] 12,79%

|
41,76% 34, 41% 16,91% €,912%

Oxmmaersie YACTOTH ODPMSHAKOS!
116, 5 96,01 47,18 19,28
131,1 108,1 53,1 21,7
36,34 25,54 14,71 6,013

OcTaTo4YHHE WacTOTH NpUMSHaKOE (Habm-ozxsam) :

60,48 -25,01 -30,18 -5,284
-36,14 10,95 g
-24,34 14,06

|
Xu-wkBampatr =107,5, SzaummocTe=1,126E-5, crem.ceof = €
T'mnoresa 1l: <EcTb CEA3L MexOy OpPM3HaKaMA»
Kozpd. #m =0,3976
Kosdd.conpam. Mupcona =0,3694
V-rosdd. Kparmepa =0,2811
JlamGna T'ymmasa v Kpyckana: cuemerp, psm, cronb =0,1811, 0,07104, 0,2828
Tay-b Kenmana =0,3285
Tay-c Kenpmama =0,3138
Tarma I'yoeasma x Kenpana =0,4923
d(x, y) Commepa=0,3475, ©,3105

Puc. 2. Metoa kpocc-Tadymsiuun

STATISTICA [Ipenmnonoxxum, CTOUT 3ajaya BBISICHUTD,
s pekTHBHA M IIPUBUBKA IIPOTHB
ompenenéHHol Oone3Hn? 3amoIHUB BXOHBIC
JIaHHBIC, TIOJIYYHM pe3yJibTaT - Tabiuiy (puc.
3).

B makere Statistica-xopommas u «IpusiTHas
asy» Bulyaiusanus uHTepdelica, HaIudue
pycu(pUIIIPOBaHHOM BEPCHH, HaTMIHe
BO3MOXXHOCTH  peajM3alliil  COOCTBEHHBIX
ANTOPUTMOB. B mmakere mpencTaBieHa MOJHAS
peaM3anuss ~ QITOPUTMOB  CTATUCTHYCCKOM
KJIacch(pHuKaIyy.

HNAC Statistica Takke uMeeT OOraThIii
(yHKIIHOHAJ, TJIaBHOW XapaKTepHOW dUepTOi
SIBJISICTCS rpaduyeckoe penakTHPOBAHHE
JIAHHBIX U B3aWMO/ICHCTBUE C HUMHU.

PucyHok 4 JeMOHCTpPHpPYET BXOJIHBIE
JaHHBIE KM IIOKA3bIBAE€T KOJHYECTBO TEX, KTO
3a0o0Jj1e)1 1 He 3a00JieNT B 3aBUCHMOCTH OT TOTO
Jieaid OHU TMPUBUBKY WJIH HET, a Ha PUCYHKE 5
JIAHHBIC TTPECTABICHBI TPa(Q)HUCCKH.

HHOOPMALIUA U BE3OIIACHOCTbD. 2019, T. 22, Bun. 1 113



NUH®OPMAILIMOHHO-AHAJIMTUYECKUE CUCTEMBI B OBECITEYUEHUY NH®OPMAILIMOHHOIA...

Data: Mpuenskn u sabonesanna.sta (Gv by 10c)
WMccnegoeanne 3thiexTMBHOCTH NPUBNBOK
1 2 3 4 5 6
Mon FogPoxp | Mpueueka | Jatallpus | 3abonen Naraboneann
1 [y 1945 na 01/05/99 HeT
2 |wen. 1954 Her 03/04/99 pa 07/03/99
3 [y 1949 na 04/07/99  Het
4 my. 1967 aa 01/12/99 pa 01/02/99
5|seH. I ‘ﬂ!HeT 02/03/99 pa 11/04/99
B [y 1967 |Het 17/01/99  pa 03/02/99
7 [myse. 1960 na 12/03/99 HeT
B [y 1953 Het 03/05/99  wet
9 |meH. 1947 pa 05/01/99 pa 01/02/99
101mv. 1927 na 01/03/99  Het

Puc. 3. BxoaHble naHHbIe

Bivariate Distribution: Mpueneka x 3adonen

Summary Frequency Table (Spreadsheet)
Marlked cells have counts = 10
(Marginal summaries are not marked)

lpueneka | 3abonen | 3abonen Row
HeT na Totals
a ! 4 2 b
HeT 1 3 4
All Grps b 5 10
Puc. 4. Tabnmuna Puc. 5. I'padudeckoe npeacraBieHne
Taxke (puc. 6) BUAHO, YTO Te€X, KTO [lepeceuenue mMpsMbIX JUHUA HA Tpaduke
cjenai NpUBKUBKY U 3a00Jie]l MEHbINE, YeM T€X, TOBOPUT O 3aBUCUMOCTH MEXIY MpU3HAKAMH, a
KTO HE c/iefiaJl IPUBUBKY U 3a00JIeN. ecyu OBl IPSIMBIEC OBLTH TapaUIeTbHBI MBI MOTJIH

OBl yTBEpXK/AaTh, 9TO 3aBUCUMOCTH HET [3].

Interaction Plot: Mpusueka x 3aGonen
4,5

40|

35+

30+

25

Frequencies

20+

—— [MpuBKEKa
na

—&— MpuBKMBKa

3abonen HeT

0,5

Puc. 6. 3aBucuMocTh 3a00J1€Ba€MOCTH OT MPUBUBOK (OTpULIATENbHAS KOPPETALIU)
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[1.IO. ®UJIAK, H.B. TEBEHBKOB, C.B. KOPOJIEB

DEDUCTOR
[Iponykt mnpoct B ocBoeHun. B Hem
JIOTHKaA aHaIM3a peasnzyercs nyTeM
BU3YaJIbHOTO TIOCTPOEHUSI  CIleHapueB, 0e3
HamvcaHus  OporpamMMHoro  koja. Bcero

PeyCMOTPEHBI 4 OTepaliiu: UMIIOPT, KCIOPT,
00paboTka, BU3yalu3arusl.

[Ipu aHagW3e MOXHO KOMOWHHPOBATH
METOTbI oT MPOCTHIX bopmyn bi (0]
caMoO0y4YaroIuXcss  alrOpuT™MOB. B camoii
cucTeMe HMeeTcs oOydaroliee pyKOBOJCTBO, C
IpUMEpaMH, MOJICPIKUBACTCS PYCCKHI S3BIK,

Omarogapss yemMy OOy4Y€HHWE CTAaHOBHUTCS €Il
rpoire U 3G HeKTHBHEH.

Ilpumep: llpencraBum, 4To B MarasuHe
TpeOyeTcss pa3JIoKATh TOBAap KaK MOXHO
«3(pdexTuBHEEY, TO €CTHh PA3I0KHUTH, TAK YTOOBI
BCE, HEOOX0aUMOE hin & OIPEIEIEHHOTO
MOKYTIaTest ObLIO PSIIOM.

[Iycte y Hac ecTh 0a3a JaHHBIX C
HOMEpaMH YEKOB U HAMMEHOBAHHSIMHU TOBAPOB.
Nmroptrpyem 31y 6a3y maHHbx B Deductor u
MoJIy4aeM CIHCOK (puc. 7).

ITEM

CpeacTen No yxoay 3a 3EpKanatdd W CTEKAaMU

[[n] /
b=k e 0,017 TyaneToE
| |5060293 | Coaa KanbUMHWPOEEHHERA
| |SOB0233 | YuWcTAWMI NOPOWoK YHHEEPCANEHBIA
| |50B0233  Mukpocnpeit
| |5060231 ek 009 TYaneToE
| |SOB0288  MnaTkW HOCOBbIE
| |S060284 Coaa KanbUWHMPOEEHHAA
| |SOB0284 YWcTAWMA NOPOWOK YHHEESPCANEHBIA
| |S0B0284 | 3yfiHan nacta
| |50B0283 Coaa kanbUWHWPOESHHAA
| [S060283 | 4MCTALMA NOPOWOK YHHEEPCANEHEIA
| |5060283 Mukpocnped
| |S0B0273
| |S0B0256  Menb ans TyaneTos
| |SOB0ZBE | 3yfHan nacta
| |5060252  MMogeecka ana yHuTasa
| |SO0B0250  Tenb anA Tyanetos
| |S0B0250  CrupantHeid NOPOWOE, pYSHOR
| |SO0B0250  Mukpocnpeid
| |S0B0248  CpeacTeo AnA YWCTEW NaqT
| |5060248  Mukpocnpei
| |S0B0246  MMokpemye 0AHOPAZO0E0E ANA YHHT 34

Puc. 7. BxoaHble naHHbIe 115 BHISIBIICHUS «MOKYTATEJIbCKUX CBsizel TOBapoOB»

[loyueHHBIEe pe3yIbTaThl aHATN3a MOYKHO
OPOCMOTPETh B  CHENHATBHBIX  OKHAX  —
BU3yaln3aTopax. B uacTHOCTH,  Takue
BU3yanm3aTopsl Kak - «[lomymnsipabie HAGOPHY,

MonynapHele HaGope! X‘ Npaguna X‘ Depeso npasun X | Yroecam X

#~-2- v E-

MHoskects: 16 uz 91

Punetp: MuHuManeHaa nogaepska = 6,01

«IIpaBuna», «JlepeBo mnpaBui», «HUTo-ecim».
«ITomynsipaplie HAOOPHY — ATO HAUOOJIEE YaCTO
BcTpeyaroniuecs: O0beKTHI. (puc. §).

NS |i=HomepmHowecTsa | ab. 3nemenTl = llonnep)uua = 15| MowrocTs

1 i Mbino Kyckosoe 392 19,17 1

2 35 YWCT AL NOPOLIOK YHUBEPCANEHEI 292 14,28 1
73 6| 3ybHan nacTa 288 14,08 1
74 3| lenb AN TyaneTos 221 10,81 1
75 11 OceeMTENE BO3AYXA 208 10,17 1
76 9| Mbino xuaKoe 200 9,78 1
_7 12 OTBenusaTens 199 9,73 1
78 32 CTMpaneHLIi NOPOLICK PY|HOM 195 9,54 1
79 5 Meino smnakoe 167 8,17 5

Meino KycKosoe

? 26 CpeacTso anA yxoaa 3a mebensio 154 7,53 1
T 24 CpencTB0 ANA MeITEA NOCyAb! 152 7,43 1
T 19 MATHOBLIBOAUTENL 145 7,14 1
? 34 CTMpanbHEIA NOPOLIOK -BETOMET 144 7,04 1
E 21 CoAaa KanbUWMHWPOBaHHaA 133 6,50 1
= - Meino KycKosoe 151 6,41 B

CpencTso AnA MaTes Nocyas!

Puc.8. «IlonymsipHbIe HAOOPEI»
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NH®OPMAILIMOHHO-AHAJIMTUYECKUE CUCTEMBI B OBECITEYEHUH UH®OPMAILIMOHHOA...

Busyanmuzarop «IIpaBuna» otobpaxaer
HabOp HEKHX MpPaBHJ, KOTOPbHIE OIMUCHIBAIOT

MOKynaTtenb  KYNWJI  MBUIO  KYCKOBOE U
oTOenrBaTeNb, TO OH C BEpOSITHOCTHIO 38,89%

IIOBCACHUEC NOKYIIaTCJICU B MarasuHe. TAKIKC KYINUT U CPCACTBO I MBIThbI IIOCY/bI
Hampumep, Homep mpaBuna «43», - ecmua  (puc. 9).
MonynApHere Hatioper X Mpaeuna X | Nepeeo npasun X | Yroecm X
Mo ﬂ v | T ‘ -
MNpaeun: 46 us 46 Punetp: Bes PuALTpaLMI
1— a ] Monnepwka
N |$= Homep npasvna |50 Yenosne i Crencraie & fDocrosepro / |t Nudrr
Kon-so | %
1 CpeacTso ANA AesHHbEKLIN Meino KycKoBoe 23 1,12 38,98 2,034
MbIng Kyckosoe CpencTeo ANA MeTbA NOCY Ak
2 21 1,03 38,89 5,232
Orbenvsatens
SybHas nacTa Cola KanbLHMpoBaHHES
3 B’ 1,37 36,36 5,591
YMCT ALLWI TIOPOILIOK. YHUBEPCANBH
4 8 |Coaa KanbWHWpOBaHHER Tenb Ans TyaneTos 48 2,35 36,09 3,340
5 29| CandeTrm BymawHse CpencTso ANA YHCTKKM NANT 3/ 1,86 35,85 5,683
Cona KanbLUMHMPOBaHHER lens ANA TYaneTos
6 ] 34 1,66 35,42 3,277
UMCT AWM NOPOLIDK YHUBEPCANG
7 11 3anacHoi BannoH ans oceexuTer 3yBHaa nacTa 31 1,52 34,83 2,473
8 33 CpeacTBO ANA YMCTKH MAMT CpencTso ANA MeITEA NOCY AL 4 2,15 34,11 4,589
9 10| CTupansHeIi Nopowok pyyHoi | Tens Ana TyaneTos 66 3,23 33,85 3,132
Mbino #uakoe Tenb ANA TYaneTos
10 56 2,74 33,53 3,103
Mbino KycKoBoe
11 25 Mbino KycKoB0Ee CpeAcTEo ANA MbITHA NOCY Ak 131 541 3342 4,496
12 6 |Mbino #uaxoe Tefb ANA TYaneTos 66 3,23 33,00 3,054
13 31 YMCTAWMIY NOPOWOK yHUBEDCaNk Co0a KaNbWHMPOBaHHER 96 4,69 32,88 5,055
Puc. 9. IlpaBuna paccTaHOBKH TOBAPOB
BI/ISY&HI/B&TOP <<I[€pCBO IIpaBuI» — 3TO BBEPXY CITHCKa 0T06pa>KaeTcs1 CJICACTBHUC

BcerJa JIBYXypoBHeBoe nepeBo. OHO MOXKeT
OBITH TTOCTPOCHO JMOO TO YCIIOBHIO, JTUOO IO
cienctBulo. Ecmum  gepeBo  MOCTPOEHO 1O
VCIIOBHIO, TO BBEpPXY CIHCKAa OTOOpa)kaeTcs
yCJIOBHE TpaBHIa, & CIIUCOK COCTOUT M3 €ro
crencteuii. Torma TmpaBWiia OTBEUYalOT Ha
BOIPOC, 4TO OyAeT MpH TakoM ycioBuu. Ecnu

IpaBUja, @ CIUCOK COCTOMT M3 €ro YCJIOBHH.
OTH npaBuia OTBEYAOT HA BOIIPOC, YTO HYXHO,
YTOOBI OBLIIO 3a/laHHOE CIIEJICTBUE.

Ecmm  moxynarens kynwmn «Canperku
OyMakHble», TO ¢ BeposiTHOCTBIO 29,20% oH
KymuT «3yOHYIO TAacTy» WM C BEPOSITHOCTHIO
35,80% xynut «CpeactBo [Uisi YUCTKHA ILIUT»

KE JACPECBO IMOCTPOCHO IIO CJIICACTBHIO,

MonynApHele Hatoper X | Mpaeuna X Lepeso npasin X| Yroeoam X

Erfr| =~ 41~ 7 %6

To (puc. 10).

= @' ACCOUMATHEHEIE NPaBUAa [No Ycnosui)

(-5 AvTucTaTuk cnpedt (4,.94%: 101)

E {?ﬂ EymasHoe nonoteHue (4,25%; 87)

-0 Oceemurens sosayxa (10,17%; 208)

{50 Mens ana tyaneros (10,81%; 221)

-{ER Meino swuakoe (9.76%; 200)

2 {g:n Coaa kaneumHWposanHan [6,50%; 133)

+-{3 CTupansHbIf Nopowok. pysHos (3,54%; 195)
{;n SanacHoi GannoH anA oceexurena [4,35%; 83)

Menadcone ona sand [4,30%; 88)
EpYaTEM pesyHoBble [4,897%; 100]

4B

e N

{;n Cangetki GymasHele (5,18%; 108)
£

CpeacTeo anA YHCTEM kadena [4,25%; 87)

=
®
8
:
&

Komuectso npaemn: 2; Honosuwe: Cangetkin GymanHele
3= Creacreue

3y6HaA nacta
CpeacTeo 4nA YHCTKM MWt

Puc. 10. [lepeBo mpaBui

hd

nD.U.U.EDme NocrtosepHocte, % | Mugt
Kon-so %

El 152 2820 [ ] 2077

a8 186 3880 ] 5E83

MOKyHarelb KyIMUT COBMECTHO C BBIOPAaHHBIMU
toBapaMu? COBMECTHO C MSTHOBBIBOJAUTEIEM B

MOKyTaTeb KYIUT

Busyanmszarop «Hro-ecan» JlaeT
uHpopMaMIo 0 TOM, Kakhe KOHKPETHO
CICJCTBUS  TOJy4YuM, BBIOpaB  Heckoibko 28,1% CIIy4yaeB
ycnosuil.  Hampumep, - kakwe ToBapel otOesmBaresb (puc. 11) [4].
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I1.1IO0. ®UJISK, H.B. TEBEHBKOB, C.B. KOPOJIEB

Monunsprele Hatiopel X | Mpaswna X | fepeso npssua X Yroecam X

#@ - Z -7 < o«
Anemerm Mopnepwea, % | A~ | |32 Yenosue
(ST p—— 1317 P Mo =
[ e ep————— 14,28 [eos— 714
Sytinan nacra 14,08
Fene ana TysnsTos 10,81
Oomerans sosnysa 1017
[ T——— ara
e — a7a
[y " a54
CpencTen anm ysons 55 msts e 7.53
[ —— 7.43
MarTHosSEoAHTE
[ T ——— .04
(S — 550
CpencTen anm Tk T R € 3
CpencTen anm memea nons 562
CpeacTen ot Hakunu 533 wrél-w| v - 2
[ p—— 518 Komuscren npassr 1
AsmucTanr crpei 4.94 Fim Crepcrems Nosasprca | 1o romeproers. | Mupr
MepuaTi pesvHossls 4.69 Konven |
K OHIMIMEHEE 105 feka 4.55 OreisnusaTens a1 200 @0 | 2@
CRSMETED N YACAY 55 SSPK ANSMH U GTSK S 435
3anacHol 65710 AnA OcBERMTER 435

Puc. 11. Yro — eciu

<

Taxkum 06pa30M, HMed Ha BXO0I€C IIOJIHBIN Ha60p

OTPOMHYIO HCYTOPSJIOUCHHYIO 0a3y JIaHHBIX
YeKOB, MBI MOJKEM CHENIaTh PA3IUYHBIC BEIBOIBI,
B 3aBHCUMOCTM OT HYXJ] OpTraHu3aIlvh.
Hampumep, - xaxoit ToBap mepeMecTuTh U Kya,
yToOBl OHU OBUIM PSJIOM, KakKUE MO3UIIAH
TOBapa 3aKymaTb H B KakuX oObeMax B
3aBUCUMOCTH OT crpoca? Takxe, - Kakue
ZeNnaTh aklyH, JTH00 CKHAKHA U, BO3MOXKHO, TaXe
COCTaBJIATH TOTOBBIE HAOOPHI TOBAPOB?

3akirouenmne

B cratee OBUIH TIpeACTABICHBI TaKHe
HUAC, xax Stadia, Statistica, Deductor. Bce onn
MO3BOJIIIOT «coOpaThy» JaHHBIE B METOCTHYIO
KapTUHY W JIAIOT BO3MOXHOCTH TOJIE30BATEIISIM
OCYIIECTBIATh ~ MOHHTOPHHT  JaHHBIX, HX
aganaus, IIPOTHO3UPOBAHUE JICUCTBUS
pa3nuuHbX  QaktopoB.  OUYEBHIHO,  UTO
HCTIOJIb30BAHHE HNAC ITOBBIIIAET
3¢ pekTHBHOCTE  pabOTBI  OpraHu3amuii U3
Pa3INYHBIX coep, YTO u OBLIO
MPOJEMOHCTPUPOBAHO B JTAHHOW  CTaThe.
[IpocroTa ¥ HArASAHOCTE PACCMOTPEHHBIX
MPUMEPOB 3alad JEeMOHCTPHpPYET Aalieko He

BO3MOXKHOCTEH
MPEJICTABJIICHHBIX MPOTPAMMHBIX [POJIYKTOB U
[eJecoo0pa3sHoCTh HMX  IpUMEHEHHsS  JIA
5Q(HEKTUBHOTO  PEIICHHS  IIEJIOT0  CIEKTpa
CIOKHEHMINNX  3a1a4  fe3onacHocmu |
UHpopmMayuoHHOU be3onacrocmu, B
YAaCTHOCTH.
Jlureparypa
1. HapopManHOHHO-aHATUTHYECKAs CHCTeMa
u e¢c cozganue // businessman URL:
https://businessman.ru/informatsionno-
analiticheskaya-sistema-i-ce-sozdanie.html
(mara obpamenus: 20.11.2018).
2. HudopManmoHHO-aHATATHYCCKAC CHCTCMBI

/! odiplom URL:
http://odiplom.ru/lab/informacionno-
analiticheskie-sistemy.html (mara

obpamenwusi: 20.11.2018).

3. Ilpaktuka B STATISTICA // studfiles URL:
https://studfiles.net/preview/2907993/ (nara
obpamenus: 23.03.2019).

4. 3HaKOMCTBO C aHATUTHYCCKOH IIaTdopmMoii
Deductor /! pandia URL:
https://pandia.ru/text/78/077/89969-3.php
(mara obpamenus: 23.03.2019).

®OI'BOY BO «ChIKTBIBKapCKHI rOCy1apCTBEHHBIN YHUBEpPCUTET UMeHH [ Iutupuma CopokuHay
Syktyvkar State University them. Pitirim Sorokin

INFORMATION-ANALYTICAL SYSTEM IN ENSURING INFORMATION SECURITY

P.Yu. Filyak, S.V. Koroliev, N.V. Tebenkov

Information technologies have been developing rapidly in the last few years. Information and
analytical systems (IAS) allow to achieve an increase in the level of management procedures, thereby
improving the quality of administration in various organizations. With their use, the analyst uses a
variety of analysis tools, which allows you to solve the problems of analysis and forecasting and make

more objective decisions.

Keywords: Analysis, data, information security, information - analytical systems, information,

visualization environment.
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HCCJIEAOBAHHUE NOAXO0A0B K CO3JAHNIO HHOOPMAIIMOHHBIX
MOAEJIEN JIAA CBOPA U OBPABOTKH JAHHBIX COIIMAJIBHBIX CETEN

B.T. Epémenko, M.A. Ca3zonos, C.B. lllekmyeB

B crartbe ananusmpyloTcd cyuiecTByoLlMe WHQOPMAaLMOHHbIE MOAENH AAHHBIX € LEIbI0 HX
UCTIONIb30BAHMS JUI XpaHEeHWs: W 0OpaOOTKM JaHHBIX W3 COLUANBHBIX ceTei. OOGOCHOBBIBAaETCA
aKTyallbHOCTb HCCJIEN0BaHUA COLMANbHbIX ceTedl. IIpuBOAUTCA CpaBHUTENbHAs XapaKTEPHCTUKa
CYIIECTBYIOIINX HH(YOPMALIMOHHBIX MOETICH, a IMEHHO NePapXUIeCKOU, JOKYMEHTHOM, peIsIIUOHHON
u rpagoBoil. PackpeiTo comepikaHne KaKaoil MOJENH, ee MPEeUMYILeCTBa M HEeNOCTaTKH B 3a1adax
aHaJ3a JaHHBIX M3 COLMANBHBIX ceTeil. OO0CHOBBIBAETCS MPEBOCXOACTBO UCTIONB30BaHUs rpadoBoit
MOJIe/IN AAHHBIX B YKa3aHHOM ciydae. DddekTuBHOCTh ncnonb3oBaHus rpadoBoil MOAEIH JaHHBIX
MOJATBEP)KACHA MNPOBEACHHBIM JKCIEPUMEHTOM. lMccilenoBaHuMe NPOBOAWIOCH € WCHOIB30BAHHEM

rpadoBoit CYB]] Neo4j u si3bika 3anpocoB Cypher.

KnroueBbie cloBa: colMaNbHas CeTh, MOJENH NaHHBIX; Hepapxudeckas MOJAETb JaHHbBIX;
JOKyMEHTHast MOZIeJTh JaHHBIX; pelsiuoHHast Mojenb aanubix; CYBJI; Neodj; Cypher.

BBeaenue

CeronmHsi coOlMANIbHBIE CETH OOBEIUHSIOT
JMOJACH H  [HOMOraloT UM  IIOJJIEP’)KUBATh
OTHOIIIEHUST BO Bcex cdepax UX KHU3HU.
CoBMecTHOE UCTIOJIF30BaHUE COIMMATBHBIX CETEH
OTPOMHBIM  KOJIMYECTBOM  JIIOJeH U HX
B3aUMOJCHCTBAE BHYTPU 3TUX CETEH OCTABIAET
JUTAHHBIN, CJIOXKHBIA U HHGOPMATUBHBIA CIIE] O
JIMYHOCTH KaXJIOr0 4YeJOBEKa, €ro MHTepecax,
MOTHUBAIUSAX, JIPY3bIX, JEITEIHBHOCTH, MOJEISIX
HOBEAECHUS W  OEUCTBUIX. DOTO  AellaeT
COIIMAJIbHBIE CETH CEPhE3HBIM OOBEKTOM st
nccinegopanuii. Ceiiyac conpajibHble CETH — DTO
OTPOMHBIE XPaHUITHUIIA TaKOW HHPOPMAIIHU, KaK
CBEJCHUS O JPY3bsiX U CBI3SIX OTACIBHBIX JIWIL,
WX JCUCTBUI BHYTPU CETH, JKEJAHUSX,
AHTEpECaxX, CBEJACHHUH O MECTOHAXOXKICHUHN
TMOZIe B OIPEICICHHOE BPEeMsl B ONIPEAEIICHHBIX
MecTax, M, YTO TIPEACTaBIsACT HAMOOJbININMA
WHTEpeC [0 MHEHHUIO aBTOPOB, COJEpKaHUE
MyOJIMKaNKi T0JIh30BaTeNIC, TJe OHU JEISATCS
CBOMMHM MBICIISIMU U ujiesiMu. CollMalibHbIE CETH
MPEJCTABISIOT  CO0OM  MOJMHOXECTBO  TakK
Ha3bpiBaeMbIx social media. Pycckosi3braHoro

Epemenko Baagumup TapacoBuu — OpnoBckuii
rocynapctBeHHbld yHuBepceuteT uMenu U.C. TypreHesa,
JI-p TeXH Hayk, email: wladimir@orel.ru

CazoHoB Muxaun AHaronseBHd — Akagemusa @CO
Poccum, 1. Open, kaH. TeXH. Hayk, email: sma77(@list.ru
Ilexmryes Cepreit BacunbeBuu — OprioBcKuii
rocyapcTBeHHbIl yHUBepeuteT uMeHu M.C. Typrenesa,
acnimpaHT, email: sergei.shekshuev@outlook.com

aHaJlora y 3TOr0 TepMHUHA HET, MOATOMY jaliee
OyJZeT WCIIONB30BaThCS JIOCIOBHBINA TIEPEBOJT —
conuaiabHble Menua. KeMmOpwDKCKUM clioBapb
AHTIIMICKOTO  SI3BIKA  OTpeseNisieT  TEPMHUH
COLMAJIbHBIE MeAWa CICAYIONHMM 00pa3oM:
social media — websites and computer programs
that allow people to communicate and share
information on the internet using a computer or
mobile phone (BeOGcaiiThl B KOMIBIOTEPHBIC

POTPpaMMBbl, KOTOpPBIE JArOT II0JIb30BATEIISIM
BO3MOXHOCTb o0mmarbcs u JIETIUTHCS
nHpopManMeii B HWHTEpPHETE,  HCIOJB3YS

KOMIIBIOTEP MJIM MOOMIIbHBIA Tenedon). B
Tadnuie 1 MIPEICTaBIICHBI HanboIee
pacIpoCcTpaHeHHbIE COIMMAIIBHBIC MEIHA.

Cpenu nmepevYrciIeHHBIX COITUATBLHBIX MeTha
HauOONBIIUN HMHTEpeC Ui  HCCIIeIOBaHUS
MIPEACTABIISIFOT COIAATBHBIC CETH, IIOCKOJIBKY HX
o0beaUHSAET  psAX  NPU3HAKOB,  KOTOpPbBIC
OTCYTCTBYIOT B JPYT'HX KJIaccax:

— caMoe OOJIBIIIOE YHCIIO IOIb30BaTEIIEN,
ayJIMTOPHSI IIOCTOSIHHO PACTET;

— HaAJIMUUEC COIIUAJIbHBIX B3aMOCBSI3el
MEK/Y TTOJTh30BATEIISIMHU;
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B.T. EPEMEHKO, M.A. CA3OHOB, C.B. LIEKIIIYEB

— B COIMAJIBHBIX CCTIX IMPECJCTABICH
KOHTCHT W3 JPYTUX COIHAIBHBIX MEIna,
Hanmpumep, B Facebook MoxHO omyOIMKOBATH
BHJIeo ¢ YouTube mim cChuTKy Ha ITyOIAKAITHIO
B Reddit;

— B COIMAJbHBIX CETSAX MPEIACTABIICHBI
MPAKTHYECKH BCE cpencTBa MacCOBOH
HH(pOPMAITUH; TAKAM 00Pa30M COLHAIBHBIC CeTH
ceifiyac BBICTYHAIOT TaK)Ke€ B POJIM arperaropon
HOBOCTEH.

Tab6muia 1

CYH_ICCTB}/IOH_[I/IC B HACTOAIICC BPCMS COLIMAJIBHBIC MC/IHA

OCHOBHBIE€ BO3MOKHOCTH

ITpumepsbl

CouuasbHble
CETH

[Toctpoenue u obecneueHre GpyHKUMOHUPOBAHUS COLMATBHBIX
B3aUMOOTHOLIEHHH B MHTepHeTe. CoLyanbHble CeTH MO3BOJISAIOT
MOJb30BATESIM  CO3/4aBaThb AaKKAyHTbl M CBS3M  MEXAY
aKKayHTaMH,  NyOJuUKOBaTb  CTaTyChl,  TEKCTOBBIH W
MYJbTUMEIUMHBI KOHTEHT, AESCh IOCPEACTBOM 3TOT0 CO
CBOMMH JPY3bsIMH U, B OTIEJNbHBIX CIIydasX, HEOINpeAeJeHHOe
KaTeropuel MoJp30BaTesieil, O CBOCH >KM3HM WM O Bellax,
KOTOPbIE MOKA3aJIMCh UM MHTEPECHBIMHU.

BkonrakTe,
OOHOK/IACCHUKH,
Facebook

doto-,
BUJICOXOCTHHIH

OCHOBHbBIM HarpasieHueM (OTO- U BUACOXOCTHHIOB SIBJISETCS
nyOnvkauus U pacnpoctpanende Goto uiau Buaeo. OcHOBHas
YacTh TeKCTOBOM WH(OPMALIMK HAa TAKMX XOCTHHrax HaXOIUTCSI
B KOMMEHTAPHSIX K MyOIHKALMSM.

YouTube,
Instagram

Flickr,

CepBuchl
MHKPOOJIOTOB

[Mnardpopmbl  ans  BeaeHus ONOrMOB € OJIHOW  KJIIOUEBOM
0CODEHHOCTBIO, KOTOpAst 3aK/TI0YAeTCs B TOM, UTO MOJIb30BATENb
OrpaHUYEH B KOJUYECTBE CUMBOJIOB TEKCTA, KOTOPBIA OH MOXKET
onydnukoBath (Hanpumep, B Twitter myOnukalys orpaHdveHa
140 cumBonamu). IKmeeTcss BO3MOMXKHOCTH  MyOJMKALIMK
MYJBTUMEIUIHHOIO KOHTEHTA.

Twitter, Thumblr

CouuasbHble
3aKJIAAKU

Ha Ttakux caiitax mosib30BaTenud MOTYT COOMpaTh CChUIKH Ha
WHbIe BeO-pecypchbl M WHTEpPHET CTpaHullbl ¢ UHpopMaiuei,
KOTOpasi MOKaszajacb MM WHTEPECHOW, W MAENUTbCS WUMHU C
ApYyruMH  monb3oBaTensmu.  Kak — mpaBuio, — umeercs
BO3MOXKHOCTb ~ OPraHM30BbIBATH CCBUIKM MO  KaTeropHsm,
100aBJIATh K HAM KOMMEHTAPHU U aHHOTALIMH.

Pinterest,  Reddit,

[Tukaby

CpenctBa
oOMeHa
COOOIIEHUAMU
(messengers)

Tak Ha3piBaeMble "MecceHIKepbl” B TIOCTEIHNE HECKOJBKO JIeT
NpeBpaTHIMCh W3 MPOCTO CPEACTBA Meperavynd COOOIICHHS OT
OJTHOTO TIOJIB30BATElNsl JPYroMy K TOJIHOLCHHBIM COLUAIbHBIM
CpeAcTBaM, ¢ BO3MOXKHOCTBIO I'PYIIOBOro OOIIEHHS, CO3AaHMs
nyOJMMYHBIX ~ CTpPaHWL, MyOJMKAMH  pa3idyHOrO  BHA
MYJIbTUMEMHHOTO KOHTeHTA

WhatsApp,  Viber,

Telegram

CepBuchl
OHJIAMH Urp

Pa3yinuHble cepBUCHI, KOTOpbIE MPEACTABIISIOT BO3MOXKHOCTH
KaK OpraHu3aliK KOJUICKTUBHOM UIPbl B KOMIBIOTEPHBIC MIPbI,
Tak M OOUIeHHs Tmosb3oBatesiell Mexay coboit. Temaruka
oOweHuss W HWHPOPMALIMKM, KOTOPYHO MOTYT pa3MellaTh
NOJIb30BaTEIM, OrpaHMYeHa CLEHapHeM WIpbl, [O3TOMY
NOJIHOLEHHOM COLMATIbHOM CEThIO TaKHe CEPBUCHI ObITh HE
MOTYT, XOTs MOAJCPIKUBAIOT Psil PYHKLHUM COLIMATIBHBIX CeTeH,
Hanpumep, 1o0aBJIeHue Ipy3eH.

PlayStation
Network, XboxLive,
Steam

CeromHsi CyIIECTBYIOT HEMaJI0 HAyYHBIX
MOCBSIIIEHHBIX  HCCIIETOBAHUIO

yOJIMKaIHH,

CUUTAaroT, qTo B

HacToANICC
uenecoo6pa3Ho JIJI aHAJIM3a COIUAJIFHBIX CeTeH

BpeMsI

COLIMAIbHBIX ceTeil. B ToMm uucie HekoTophle U3
HUX OIHCHIBAIOT METOJbI cOOpa JaHHBIX U3
COLIMAIbHBIX ceTel U ux aHaimza. OnHaKo, Kak
NIpaBUJIO, 3TH METOJBl OTHOCATCS K KaXAou
COLIMAIBHON CETH MO OTJEIbHOCTH. ABTOPBI

cobupate WH(DOpPMAIUIO HE C KaXKIOH 10
OTJEIBHOCTH, a ¢ HECKOJbKUX cpasy. [Ipu stom
uHopMmarust JIoODKHA OBITH TIPHUBEJICHA K
o0mIeMy TpEeACTaBICHUIO IS KaXKJIOH U3
COIIMAJIbLHBIX CETEH.
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Jlns  wuccnenoBaHusi ObUIM  BBIOpAHBI
Han0oJ1ee NOIMYJISIPHBIE B PYCCKOS3BIUHOM
CEeTMEHTE HWHTEpHETa COLMAJbHBIE CETH

Bkownraxre, OIHOKIIACCHUKH, Facebook.
OrpanuyeHus Ha cbop HHpOpMAITUU
POCCHICKUM 3aKOHOJIATEIIHCTBOM HE

MPETYCMOTPEHBI, OJIHAKO B HACTOSAIIEE BpeMs
Bejiercs ciop Mexay OOO “Bkonrakre” u OO0
”Jlabm” o (daxTty HEIPaBOMEPHOTO
WCIIONB30BaHUST MH(POPMAIIMA W3 COMHAITHLHON
cetu Bxontakte [10]. HecmoTpss Ha TO, 4TO
cysneOHOe pa3OoupaTesbcTBO €Ie BeIeTcs |
OKOHYATEITLHOTO PEIICHUs HET, Ieecoo0pa3Ho

OTPaHUYNTH CcOOp TEpPCOHATBHBIX JTAHHBIX
OJIb30BaTeJIEN COMMUAILHOM CETH.
Mogenn gaHHBIX JUIL  HCCIIEIOBAHUS

COLIHAJIBHEIX ceTeil

Cy1ecTByeT MHOKECTBO Pa3TMYHBIX BUJIOB
MOJIeTICH JaHHBIX, IpPUYEM Kaxaas H3 HHX
BOILJIOIIIAET KaKue-JInoo JIOITYIIIEHHS
OTHOCHTEJHLHO ee MIPEI0IaraeMoro
ucrnosb3oBaHus. OJHU CIEHApUM [PUMEHEHUs
MOJJICPIKUBAIOTCS, a JPYTHE — HET; KaKHe-TO
onepaupm BBITIOJTHAKOTCS 6I>ICTp0, a KaK#ne-1o
MeJIJIEHHO; HEKOTOPhIe TpeoOpa3oBaHus JaHHbBIX
MOYXHO TIPOM3BECTH JIETKO W €CTECTBEHHO, a
HEKOTOPBIE BBITISAIAT TPY/IHOBBITOIHUMBIMU
[2].

I[J'DI PEUICHUA 3alaud XPaHCHUSL 0O0JIBIIOTO

uepapxudeckas;
peIAInOHHAS,

JIOKyMEHTHasI;

rpagoBas (ceTeBasi).

Nepapxuyeckas MoeNb JaHHBIX.

OTta MOJeNTb JaHHBIX NPECTABISET COOOH
JIEPEBO, UYTO MOApPa3yMeBaeT HAIUYHE TOJBKO
OJTHOTO POJHUTENS] W OJHOTO WM HECKOJBKHX
notomkoB.  Jlanuele  mocpeactBom  API
Bo3Bpamaiorcss B JSON ¢dopmare (JavaScript
object notation — mpeacTaBieHHe OOBEKTOB
JavaScript — npocToii popmaT oOMeHa JaHHBIMH,
OCHOBAaHHBIH  HA  TOJMHOXKECTBE  SI3BbIKA
MIPOTPaMMHUPOBAHHS JavaScript 7
ompenelieHHbI B crangapre ECMA-262 [7]),
KOTOpBII caM 1o cede  TpeNCTaBIsIeT
HepapXUUecKyIo CTPYKTYpy daHHBIX. Hampumep,
pe3yJibTar 00paboTKH 3ampoca Ha
MpeAOCTaBIICHUEe MMEHHU TMOJIB30BaTeNsl MO €ro

UIEHTU(PHUKATOPY MOKHO IIOJNydHTh TaKoOH
OTBET: {

"id": 123456789,

"first name": " John",

"last name": "Doe",

"Cityn: {

"id": 1,

"title ": "Moscow":

}

}

Takoit JSON 1OKyMEHT BO3MOKHO JIETKO
MPEJICTaBUTh B HEPAPXUUECKON MOJIEITH TaHHBIX

(puc. 1).

Puc. 1. IlpencraBnenue JSON noxkymMeHTa B BUAE UepapXUn

oO0beMa JaHHBIX W3 COIMAIBHBIX  CETeH
1eaecoodpa3Ho  pPaccMOTPETh  CIEAYIONIUe
MOJISITH:

Onnako MIPEATIONI0XKUM, 4TO uMeeTcs

MoJib30BaTeNb U, KOTOPBIM MyOInKyeT y ceOs Ha
CTpaHHIle OIpefeNieHHbt moct P. Y aToro
nmoJb3oBaTes umeercss N Apy3eid, 1 U3 KOTOPhIX

onmybnukoBano P y cebs Ha cTpaHule u,. Tax
KaKk Hepapxuueckas MOJCNb MAaHHBIX TpeOyeT
HAQJIUYHS. TOJIBKO OJIHOTO POJHTENS, TO €eCTh
(haKTHYECKH OHA MCKIIIOYACT CBSA3h “MHOTHE KO
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MHOTUM”, TO CTPYKTypa MOJCIH MOJIYYUTHCS,
Kak IMoKa3aHo Ha puc. 2.

User u;

Post P

POSD €ost P2

User u, User u,
Post p,
Post P Post P

Puc. 2. CtpykTypa Hepapxmyeckoil Mol JaHHbIX MPH UCTIOIB30BAaHUM CBA3EH THIA “MHOTME KO MHOTUM”

B nepBom ciyuae nyOnukanus P umeer

pomutenss — mosb3oBarens U, B ocCTalbHBIX
CIy4asixX B KauecTBE PpOAMTENS BBHICTYMAET
nyonuKanuss  p,, KOTOpYyIO  OmyOJuKOBal

MOJB30BaTElh U, ¥ B KOTOPYIO BKJIFOUHI
nyosmkanuio P, T.e. caeman “pemoct”. B
HepapXUUIeCKON MOJICNIN JaHHBIX MOJIH30BATEIb
U u nyOnukamuu p, HE MOTYT CChUIAThCs Ha
OJIMH M TOT XK€ OJK3eMIUIap mnyOnaukaruu U,
TOCKOJIBKY B 3TOM ciiydae U mmeeT HECKOIBKO
poauTeneit 1 00pa3oBHIBACTCS CBSA3h “MHOTHE KO
MHoruMm”. Takum oOpazom, nyOnuxanus P
MHOTOKPATHO KOIHUPYETCS, YTO YBEIMYHBACT
00beM IMMaMsATH, 3aHUMaeMO# myOaukamueii P, B
n pas:

Size(P) = n - size(P)
Penayuonnas mooenv Oanmwix.
Jlnst pereHuss mpoOIEMBI, BO3HHKAIOIICH

NpyA TOSIBIICHWHM CBSI3M  THMA ~'MHOTHE KO
MHOTUM”, Oblla pa3padoTaHa peSIITUOHHAS
MOJIeTh JaHHBIX. JTa MOJEIh JaHHBIX Ha
CEeTOJIHAINIHUN  JIeHb  SBIAeTCS  HamboJjee
pacnipoctpanennoii. Ee mpemnoxun B 1970 romy
Onrap Koan, B cBoeii pabore ”A Relational
Model of Data for Large Shared Data Banks” [9].
B pensmuonHoO# MoieN JaHHBIE OPraHM30BaHbI
B OTHOINCHUS — JBYMEPHBIC TaOIHIIBL, TJE
KaXJ0€ OTHOINCHHE MPEACTABIACT CcoOoM
HEyNopsiJJIoueHHbI Habop KopTexeil (cTpok B
tabmuiie). CBSI3W TUIIA "MHOTHE K OJTHOMY ™ HIIH
”MHOTHE KO MHOTUM™ B PEJSIIHOHHOW MOJICITH
JAHHBIX  pa3pelIaroTcs IMyTeM  MeXaHH3Ma

(D

BHEIITHUX KITFouei " ACCOIMATUBHBIX
CYIITHOCTEN.

[Ipennonoxum, 4yro mnoib3oBarens U
onyomukoBan moct P, B xortopom C

KOMMeEHTapueB, A Bloxxenu u L naiikos. Torna
10 TpaBUIy TPOU3BEJICHUS KOMOMHATOPUKU

Konu4yecTBO  3amuceid B Tabmmie — Post,
XapaKTEPU3YIOLINX OJIHY MyOJTMKAITHIO,
MPEJICTaBIISIeT U3 ceOsl TPOU3BEICHUE

Records =L-A-C, 2)

91O JUIsi OONBIMUX OOBEMOB JAHHBIX SIBIISIETCS
HeleaecooOpa3HbIM UCITOJIH30BAHUEM PECYPCOB.

OmuuM W3  pemieHWi d2ToW  TPoOJIeMBI
SIBJIIETCS.  BO3MOXKHOCTH  XpaHeHuss JSON
JIOKYMEHTAa B sU€iKe PpeIsSIUOHHON TaOIuUIlk,
YTO TMO3BOJUT CYIIECTBEHHO YIPOCTUTH CXEMY
Oaspl  gaHHbIX. OJHAKO JAHHBIM  IOAXOJ
WCIIOJIB30BaTh  HeIelecooOpa3Ho, Tak  Kak
otnienbHble 1O JSON j1oKymMeHTa HUKAKAM
oOpa3oMm He OyayT HHJIACKCHpPOBATHCS B 0aze
JAHHBIX, YTO  HUCKIIOYaeT  MPOU3BOJCTBO
BBIOOPKH, UCXO/J1s U3 3HaUeHus nojeit JSON.

JIOKyMeHTHAasl MO/IeJIb JAHHBIX.

ba3pl JaHHBIX, HCTONB3YIOIIME TaKYIO
MOJIeJlb, CHOBA BO3BpAII[AlOTCS K HepapXuuecKon
MOJENIM B OJHOM HIOAHCE — COXpPaHEHUU
BJIO)KEHHBIX ~ 3amuceid (cBsized  “OAWMH KO
MHOTMM”) BHYTPU HUX PpOJUTENBCKOU 3arucu
BMECTO OTJIeJIbHOM Tabymibl. OTHAKO, B BOIIPOCE
MIpeICTaBIICHUs CBsA3el “"MHOrue x ogHoMmy” W
"MHOTHE KO MHOTHUM”  peNAlHOHHBIE U
TOKYMEHTHBIE 0a3bl JaHHBIX, IO CYIIECTBY, HE
OTIIMYAIOTCS: B O0OMX ciyyasix oOpalleHHe K
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COOTBCTCTBYIOLIEMY DJJICMCHTY IIPOHUCXOIHUT C
IIOMOIIBKO BHCIIHCTO KJIIO4Ya B peHHHHOHHOﬁ
MOJIEJIH M CChUIKOM Ha JOKYMCHT B ,HOKYMeHTHOfI

Mojenu [2].
OCHOBHBIMM ~ JIOBOJAAaMH B MOJB3Y
I[OKYMCHTHOﬁ MOJICIIN JTAHHBIX SABJISIFOTCA

THOKOCTh CXEMBI, JIyYIliasi IPOU3BOIUTESIIEHOCTD
BCIIC/ICTBUE JIOKATHRHOCTH (T.e. BCE JIAaHHEIC,
OTHOCSIIIAECS. K OIPENCICHHOMY JOKYMEHTY,
HaxoJATCS BHYTPH JTOr0 JOKYMEHTa, a He
pacrpeiesieHbI 10 BceX 0a3e TaHHBIX ) U OOJIbIIIast
0JIM30CTh K MIPAMEHIEMBIM CTPYKTYpaM JaHHBIX.
Eciu crpykrypa IaHHBIX B TPHIOXKECHUH —
JIOKYMEHTOIOA00Hasi (TO €CTh IIPe/ICTaBIseT
coboii nmepeBo cCBsizedl “oaMH KO MHOTHUM,
npudeM OOBIYHO BCE JIEPEBO  3arpykaercs
cpa3zy), TO WCHOJb30BaHWE JOKYMEHTHOH
MOJIEJIH, BEpOSITHO, Oyner ooJee
MPESAMOYTHTEIIEHBIM, HEXKETH  PEIISIHOHHOMN.
Pensmuonnas METO/TUKA pacinerieHus
JTOKYMEHTa Ha MHOXECTBO TaOJIUIl MOXKET
MPUBECTH K YPE3MEPHO 3allyTAHHBIM CXeMaM U
VCIIOKHEHHOM MPOTeAype IOCTYIA K JIAHHBIM.
Onnako, eciu B PHIIOKCHUH
HCIIOJIB3YIOTCS CBSI3H 'MHOTHE KO MHOTHM”, TO
JTOKYMEHTHAsI MOJICIIb IPEJICTaBISCTCS MEHee
MpHUBJICKATEIBPHONH. Y JIOKYMEHTHOM MOJeNn
€CTh CBOH OTPAaHWYCHHS, B YAaCTHOCTH, HEJb3s
HETMOCPEJICTBEHHO CChUIAThCS Ha BIIOXKCHHBIN
9JIEMEHT BHYTPH JoKymeHTa. OJHAKO ecliu
BJIO’KEHHOCTH JIOKYMEHTOB HE CJIMIIIKOM BEJIUKA,
TO 3TO OOBIYHO HE TPEJICTABISACT MPOOIEMEL.
Emte ofaHO paznuune MEXIy peNsiiHuOHHON
WU JOKYMEHTHOW MOJICIIBI0 COCTOUT B CXEMe
naHHBIX. JIOKyMeHTHBIE 0a3bl JJAHHBIX OOBIYHO
Ha3bIBAFOT OeCCXeMHBIMHU WJTH
HECTPYKTYpPHpPOBaHHBIMU. bojiee TOUHBIM OBLIO
Opl Ha3BaHme schema-on-read (cxema Tpu
YTCHHUHU: CTPYKTypa JaHHBIX HESBHA H WX
WHTEpPHpPETAalns MPOUCXOIUT NPH UYTCHUH), B
otiarure oT schema-on-write(cxeMa IMpy 3arucu:
TPQJIMIIMOHHBIA  TMOJXOJ] PEJSIIIUOHHBIX  0a3
JAHHBIX, P KOTOPOM HMEETCsl SIBHAs CXeMa U
0a3a TrapaHTHpPYeT, 4YTO BCE 3allMCHIBACMEBIC
JAHHBIC €l COOTBETCTBYIOT). Paznuume Mexmy
STHUMHU TIOJIX0JIaMH OCOOCHHO 3aMETHO B Clydae,
Korjla  HeoOXOJAMMO CMCHHTH ¢dopmar
TIpeICTaBIICHAS JaHHBIX. Hampumep, BO3HUKHET
HEO0OXOIMMOCTh U3MEHUTh TaOJHIly Source Ha
JIBE TAOJUWIBI, TIPEJICTABISAIONNAE OTICIHHO

HoIb30BaTelIel HW  OTAEIBHO  coOOIIecTBa
(rpynmnsl). B pensimMoHHOW MoOJENnd Takomy
HM3MEHEHHIO CXEMBI COITyTCTBOBaIa ObI BHIOOPKA
Bcex W (QUIBTpalHs BCEX IMOJB30BATEIICH W
coo01IecTB TadIUIBl Source U JOOABJIEHUAIO UX
10 OTICIBHBIM TaOJAIIaM, TPH OSTOM TaKKe
JI00aBJIsisI HOBBIC MUIH YJIAJISsl CTapble aTpUOYTHI.
B nmoxymenTHO# 0a3e mJaHHBIX MOXHO OBLIO OBI
MPOCTO HayaTh IHCATh HOBBIE JOKYMEHTHI C
HOBBIMH TTOJISIMH U CO3JIaTh KOJT B TIPHITOKCHHH,

KOTOPBIA ~ oOpaldaThiBaeT  ClIydyaW  YTCHHS
JIOKYMEHTOB B cTapoM ¢opMmare.
Tlonxon "cxema npu greHun”

MPEATOYTUTENICH, €CIIH CTPYKTypa 3JIEMEHTOB
Habopa pa3nuyaeTcss Mo Kako-mubo mpuunHe
(TO ecThb HaHHBIE PA3HOPOIHBI), HANPUMEDP, B
TaKUX CUTYyaIusIX:

— CYIIECTBYET MHOXECTBO Pa3IMUYHBIX
THUIIOB OOLEKTOB, W HET CMBLIC/IA [OMEIATh
KaKIbIi U3 HUX B OTACIBHYIO TAOJIHILY;

— CTPYKTypa  JIaHHBIX
BHEIITHUMH CUCTEMaMH,
HM3MEHSITHCS C TCUCHUEM BPEMEHH.

B mongoOHBIX cHTyanusx cxema MOXET
npuHecTH OoJbIlle Bpeja, dYeM TOJb3bl, a
HECTPYKTYPHUPOBAHHBIE JOKYMEHTHI OKaXKYTCs
HaMHOTO OoJilee ecTecTBeHHOW Mojenbio. Ho B
CIy4asiXx, KOIJa CTPYKTypa Bcex 3amuceit
NPEATONIOKATEIFHO — OJIMHAKOBA, CXEMBI —
YIOOHBI MEXaHW3M MJi1 JOKYMEHTHPOBAHUSL.
OnHako HH peNAIMOHHAs, HU JIOKYMCHTHAas
MOJIeNIb JAHHBIX HE pelaeT BOMPOC OOJIBIIOrO
KOJIMYECTBA CBsA3CH “MHOIHE KO MHOTHUM” .

I'pagosas mooeiv OanHuvlx.

['padbl cocTosT U3 ABYX OOBEKTOB: BEPIITHH
(y3710B, cymHocTei) u pedep (cBsizeit, ayr). B
BHUJie rpada MOKHO CMOJAEIUPOBATH OTPOMHOE
KOJIMYECTBO JIAHHBIX, H, KPOME TOTO, IO Mepe
pocta  cBsi3eid  “MHOrME€ KO ~ MHOTHM”
MOJIeIUPOBaHUE JIAaHHBIX B BUJe rpada Ooiee
€CTeCTBEHHO (puc. 3).

PaccMoTpum ertie pas mpuMep Ha pUCyHKe 2.
Kak ykazano panee, uepapxmieckas MOJICTb HE
MO3BOJIAET UMETh CBSI3H “MHOTHE KO MHOTHM”,
TaK KaK Ka)aasl BepIIrHa MOXKET UMEThb TOJBKO
oJIHOTO pojuTelis. B rpadoBoit Moenu JaHHBIX
Takoro orpanuueHus Het. [Ipumep Ha puc. 2 ¢
WCITOJTb30BaHUEM TpadOBOM MOJEITH BBITJISIAT
caeayronmm odbpazom (puc. 3).

OTIPEICITSICTCS
CIIOCOOHBIMHA
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@

-~

%

Post p;

Qst P

Post p,

\J

N

User u,

Puc. 3. [IpencraBneHue cBsi3M THUTIA "MHOTHE KO MHOTUM” B TpadOoBOY MOIETH TaHHBIX

3nech Kaxkaas NMyOHMKaMs P, CChLIACTCS
Ha €IWHCTBEHHBIH JK3eMIUIAp myOnukaruu P,
YTO UCKIIIOYACT JTyOTMpOBaHUE JAHHBIX.

HAS_PHOTO
HAS_PHOTO
HAS_PHOTO

HAS_COMMENT
HAS_COMMENT

POSTED

HAS_VIDEO
HAS_VIDEO ;

[Tpumep ucnons3oBaHus rpadoBOit MoIeIH
JUIsl XpaHEHUs [aHHBIX W3 COLUAJIbHOM ceTH
MpeJICTaBIICH Ha PUCYHKE 4.

HAS_COMMENT

HAS_COMMI

HAS_COMVIENT-

\ COMMENTED

PCSTED

1S_REPOST_OF

COMMENTED

Puc. 4. IIpumep rpada mydaukauny B cOunanbHON ceTH

[lonb3oBatens User; omyOnMKOBal1 MOCT
Post,, qTO Ha rpage MIOKa3aHo
OpPUEHTUPOBAHHOM  CBS3BIO C  aTpuOyTOM
POSTED. Ykazannas nyOauKaius COJASPKUT B
cebe Bnoxenus: 2 Bugeo Video,, 3 ¢doto
Photo,, u 1 cceuiky Link,, Ha 4TO yKa3bIBarOT
CBI3M  OT Post; KX »OSTHUM BIOXEHHUSIM C
arpubytramu HAS_VIDEO, HAS_PHOTO wu
HAS_LINK cootBerctBeHHo. IIpu »tom 'y
3aluCy UMEIOTCSI KoOMMeHTapuu Comment,, a
Takke OJHO W3 BIoXeHui 3amucu — Videos.

TaK)Xe COJIEPKUT KOMMEHTAapUu (aTpudyT CBSI3U
— HAS_COMMENT). Taxxe AMEETCSI
noJyib3oBaTenb User,, KOTOPBIH caenan pemnocT
3anucu Post;, cienaB CChUIKY Ha Hee B CBOeH
nyOmukanue Post,, 94To Ha Tpade mokazaHo
pebpamu ¢ arpudyrom [IS_REPOST_OF ot
Post, x Post; u POSTED ot User, xk Post,.
[Ipu »ToM momnw3oBatensb User, Takke OCTaBUI
nBa KoMmMeHTapusi. Ha rpade 3T0 BHIHO TO
cBsi3sim ¢ atpudytom COMMENTED.
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JlaaHble,  TpeJCTaBICHHBIE B  BHUJE
rpadoBoOif MOJIeM JAHHBIX, OOJiee HaTJsTHO
MOKA3bIBAIOT OTHOIIEHUS MEXIY CYIIHOCTSIMH,
olecrieuynBalOT 0oJiee MPOCTYI0 HaBUTAIMIO
BHYTpU 0a3bl Ui JOCTyIa K ONpeAcICHHBIM
JTAHHBIM.

TeopeTHKO-MHOKECTBEHHOE Mod€eH
NPHUKJIATHBIX 32124

UccnenoBanue CII0CO00B XpaHEHUS
nHpopmaruu Oe3 TNPUKIATHBIX 3a7a4, B

KOTOPBIX OYJeT HCIOJIb30BAHO CO3/J1aBacMoe
XpaHUuJIuIEC HE IMO3BOJIICT KOHKPCTHU3UPOBATH
TpeboBaHusl K Jyuliemy pemneHuto. Jls
YCTPaHEHHUsI 3TOr0 HMPOTUBOPEYHUS PACCMOTPUM
NpUKIaJHbIE 33aJa4d aHalli3a COLUAIbHBIX
CeTEN, pEIIEHHE KOTOPBIX CEpPBUCAMH CaMOU
CETHU WJIM BPYYHYIO KpaiHe 3aTPpYyIHEHO:

—  BBIABJICHUE HanoOoee

noJib3oBaTeNe CCTH.,

AKTHUBHBIX

OtnenpHBIE KOMMEHTApHil K IyOJUKaIluu
MIPEJICTaBIISIET KOPTEXK BUIA,

Cx = (gm' Pn, ui)a (5)
rae p, — OTHelnbHas NyOnuKanus, ¢, -—
OT/ICJIBHOE myoJIM9IHOe COO0IIEeCTBO,
ormyOnMMKoOBaBIee p,, U; — TOJIB30BaTElNb,

OCTaBUBIINI KOMMeHTapuil. MHOXeCTBO Bcex

— BBIOOpKA NYOJHMKAMK IO 3adaHHBIM
KPUTEPHSIM;

—  BBIABJICHHE HauOoee BAXKHBIX
nyOnuKanuii.
1. Boisignenue Hauboee AKMUBHBIX

noivb3oeameneti COYUAIbHOU Cemu.
IIycTh HMeeTCS MHOMKECTBO ITyOTUKAITAI

P = {pn}, )
MHO>KECTBO I'PyII

G = {gm}: 2)
MHOKECTBO KOMMEHTapHEB

C = {ck}, 3)
MHOKECTBO M0JIb30BaTEIICH

U= {ul, 4
I71e N — KOJIMYECTBO IyOJMKaIMi{, MHOKECTBO
nyOJNUYHBIX COOOINECTB, M — KOJUYECTBO
yOIMYHBIX COOOIIECTB, MHO>KECTBO

KOMMEHTApHUEB K ITyOIMKAIUAM, K — KOJIMYECTBO
KOMMEHTapHEB, 1 MHOXECTBO MOJIb30BaTeNeH, {
— KOJIMYECTBO IOJIL30BATEIICH.
KOMMeHTapus (TeKCT, 1aTa, BpeMs), TaKXKe 1
BHENTHUE KJIFOYH K TaOIUIaM MyOJIMKaITHi,
coo011ecTB ¥ moJib3oBareseii. Takum oOpazom,
JUTSL pOPMUPOBAHUS KOPTEXkKa BUIA

Cp = (gm' pn!ui)a (8)
HEOOXO0/IMMO OCYIIECTBUTH BHIOOPKY JIAHHBIX HA
KOJIMYECTBE KOPTEKEH, paBHOM:

KOMMEHTApUEB, OCTaBJIEHHBIX KOHKPETHBIM C=mXxXnxi. 9)
HOJIE30BATENIEM U OTIPEIETUM KaK [Touck HamboJIee aKTUBHOTO MOJIB30BATEIS
c* ={ct, ¥, ---.Cff}, (6) Ugctive B PEISIMOHHON MOJETM JAHHBIX
T7le CY — OT/IeNMBHBIH KOMMEHTADHIL. 3aKIIOYaeTCs B IIOMCKE BCEX KOPTEKEH Cy,
[Ton nHamGosiee aKTHBHBIM IIOJb30BaTesieM | PYHIITHPOBKH nx OTHOCHTEJIBHO
COLMANILHOM CETH B YIPOLIEHHOM Buje Oygem PHHAUICKHOCTH K KOHKpPETHOMY
TOHHMMATE TOJTH30BATENS Ugeripes KOTOPHIH dame ~ 1O7B3OBATENO U,  TOJCYETA  KONMYECTBA
pYrHX OCTABIISCT KOMMEHTAPHH « KOpTeXel B KaXJIOH Tpynne ¥ BbIICICHHS
Ty GITHKAIIHSIM, TO €CTh noyib3oBareiss  U;, B TPYINIE  KOTOPOTO
v o =max(|ct], | |, (7) corepiamtes HauOOJIbIIeE  KOJMYECTBO  Cj.
IleneBass QyHKIUs ONpejeNicHuss Haubolee
1.1, Peasyuonnas 6asa danoix aKTHBHOI'O  IOJB30BATENs B  PEJISIUOHHOMN
B HOpManu3oBaHHON pesSIMOHHON Oa3e MOJCIH  NAHHBIX — BRITGIUT  CICAYIOUINM
JIAHHBIX Ta0IAIa KOMMEHTAPHEB Oy IET obpasom:
coziepKarth B cebe, MOMUMO aTpUOyTOB CaMOTO
f (G Do) = max (count(group(gm, pa u)). (10)

rjae group — QYHKIHS IPYIIHPOBKU KOPTEKEH
OTHOCHUTEILHO IPUHAJICKHOCTH K
KOHKPETHOMY TOJIb30BaTeN0, count — pyHkus
mojicueTa KoJmdecTsa pedep, max — QyHKIUs
HAaX0XJICHUsI MAaKCUMAJIbHOTO 3HAYCHUSL.

[Ipu 5TOM OCTOBEPHO YCTaHOBIIEHO, YTO B
PeNSIIUOHHBIX 0a3aX JaHHBIX IPU YBEIMYECHUU

Yypclla CTPOK BpeMs  BBIOOPKH  JIMHEHHO
YBEITUYHNBACTCS.
CnoxHOCTh (OYHKITMH TUHECHHAS:
O(mxn xi). 1D
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[Ipu 3TOM CIIOXHOCTD GbyHKITHH
MPOMOPIUOHATIFHA JT00aBIICHUIO HHBIX
MepEeMEHHBIX (OTMETKH “HpaBUTCA’, TIOHCK

BJIOKEHUN B KOMMEHTApPHSIX WJIM KOMMEHTAPUEB
K BIIOXKECHMSIM) yBennuuBaetTcsa. Hanpumep, npu
select count (*)

ydeTe  KOMMEHTapueB K  KOMMEHTapHUsIM
CIIOKHOCTH (DYHKITUHU KBaJIpaTHIHAS:
0(k?). (12)
Ha s3pike 3ampocoB SQL BrimeykazanHast
(yHKIIHS peanu3yeTcsl CIeTYIONIIM 00pa3oMm:

from Comment

left join Post on Comment.PostId=Post.Id

left join Source as sl on Post.OwnerId=sl.Id
left join Source as s2 on s2.Id=Comment.FromId
where sl.Domain=<source domain>

group by Comment.FromId

order by count (Comment.FromId)

1.2. I'pagposas modenv oanmwlx
JioOGyro TpadoByr0O MOJAETb JaHHBIX
MOKHO MPEACTABUTH KaK MHOXECTBO BEPIITUH
V= {v,), (13)
rme n — o0mee KOJIMYeCTBO BEpUIMH, U
MHOKECTBO pedep
E = {en), (14)
rie m — obmee kommdecTBO pedep. Torma
MHOKECTBO BEpIIIHH, MPEJICTABIISTIONTIX
MOJIb30BATENCH, MOKHO 0003HAUUTH KaK
Y= {w}i}L vt eV,
rme [ — KOJIMYeCTBO TMOJIb30Barened, a
MHOXECTBO BEpIIHH, MPEICTABIISIONINX
KOMMEHTapHH, MOKHO 0003HAYUTH KaK
c={vf}Veev,
TJIe j — KOJIMYeCTBO KOMMEHTAPHEB.
Kaxnoe pebpo mpencraBisieT KOPTEXK U3
HAYQJIbHON U KOHEUYHOW BEPIIUHBI

(15)

(16)

— u c —
f(vn) em) =max (Count(vbegin: vend)) ’ vbegin evy, Vena € Ve, Un = vbegin:

riae count — (QyHKIOWS IMOjAcCYeTa KOJIWYECTBa
pebep, max — QYHKOHS ~ HAXOXICHUS
MaKCUMaJIbHOTO 3HAYCHHS.

CH0XHOCTH (DYHKIIMH JTHHEHHAS

0(v), (19)

match (ss:Source

{domain:

desc limit 1
em = (vbegin' vend)a (17)
TIC Vpegin HayaJdbHas BEPIIMHA, Veng

KOHCYHasA BCPIIHUHA.
HpI/I OTOM KaXaas BCpIIHMHA M KaXXAa0€

pebpo MoxeT oO0jagaTh HEONPEACIICHHBIM
Habopom aTpuOyTOB.
[Touck HanboJjee AKTHBHOTO

MOJIB30BATENSl  Ugetipe B TPadoBOM  Mojenn
JAHHBIX 3aKIF0YaeTcss B IIOWCKE BEPIIHUHEI,
MPEJICTABIISIFOIIEH MTOJIb30BATEsI, C HAUOOJIBIIIEM
KOJIMYECTBOM MCXOISIIIX U3 Hee HAlPaBICHHBIX
pebep  (cBs3e) K ~ HWHBIM  BEpIIHHAM,
MIPEJICTABIISIFOIIIAM KOMMEHTAPHH.

[eneBas GyHKITHS OTIpeICTICHUS
HanboJIee aKTHBHOTO MTOJIB30BaTENsI B Tpad)oBOi
MOJICJIM  JIAHHBIX  BBITJISAMT  CJICIYFOIIAM
obpazom:

(18)
BCJIC/ICTBHE YETO BPEMsl BBIOJIHCHHS JTHHEHHO
BO3pacTaeT IPOIOPIHOHATIHEHO BO3PACTAHUIO
KOJIMYECTBA BEPIIHH B rpade.

Ha s3pike 3ampocoB Cypher rpadoBoit

CYBJl Neo4j Boimeyka3zaHHas  (QYHKIHS
peam3yeTcst CIeayoIuM 00pa3oMm:
” <source domain>"})-[:HAS POST]-

>(p:Post)-[rl:HAS COMMENT]->(c:Comment)<-[r2:COMMENTED] -

(s:Source)
with s,
return

count (r2)
(s), rzcount

as r2count

order by r2count desc limit 1

1.3. Onenka
BBINOJTHEHHS 3aIPOCOB
B pamkax skcmepuMEHTaTbHONW MPOBEPKH
Oblla TpoBeACHA  CEpHsl  HMCOBITAaHUH B
CIIENUAIbHO  CO3J@HHOM  TECTOBOM  cpene,
BKJIOUaroIieit B cebs pemsiiuonnyro  CYBJ]

3¢ ¢ekTUBHOCTH

PostgreSQL 11.1, a taxxe rpadosyro CYB]]
Neo4j 3.5.0. Vkazamueie CVYB]J[ Obuma
YCTAHOBIICHBI Ha IMEPCOHATTBHOM KOMITBIOTEPE,
ocHareHHoM mpoiteccopom Intel ® Core 15-3570
¢ yactotoii 3,4 I'rm, ycTaHOBICHHON TaMSATHIO

HHOOPMALIUA U BE3OIIACHOCTbD. 2019, T. 22, Bun. 1

125



UCCJIEJOBAHUE IMOJXOA0B K CO3JJAHUIO UHOOPMAILIMOHHBIX MOJIEJIEM JIJIS1 CEOPA...

12 TI'Gaiit, 64 pa3psaHOll omeparMOHHON
cucremoit Windows 10.

Bri6op PostgreSQL ompeaensics upokum
pacnipoctpanenueM ganHoW CYBJl, OTKpBITHIM
WCXOJIHBIM KOJIOM, O€CIUIaTHOCTBIO, a TakKXke
MOAJIEPKKON OOBEKTHO-PENIIMOHHON MOJeNn

JTAHHBIX, KOTOpast HCIIOJIb30BaIach B
IKCIIEPUMEHTE. Brei6op CYBJI  Neo4j
ONpeNieNisics €€  YHHKaIbHOCTBIO:  HHBIX

rpagoBeix CYBJl B Hacrosimee Bpemsi He
cymiecTByeT. [lorpenHocTs n3MepeHus BpeMEeHU
cpeactBamu oboux CYBJl cocrasmaser 0,01
CEKYH/IBI.

€ IUHCTBEHHBIN mapaMeTp — BpEM BBIITOJIHCHUASA

3ampoca t.

Jlng  TectupoBaHus ~ ObUIM  COOpaHBI
peaNbHBIC JaHHBIC U3 COIHAIBHOM  CeTH
"BronTakre”, [IOMeEIIeHHEIE B CYBJ

PostgreSQL u Neo4j. KomuuectBo BepinivH
rpada U COOTBETCTBYIOIIEE 00INee KOJIMIECTBO
CTPOK B TaOJHIAX OBLIO BBIOPAHO CJIECAYIOIINM
obpazom: 150000, 1000000 u 2500000.
TectupoBanue IPOBOIMIIOCH nyTeM
npousBocTBa 3anpocoB B CYB/I Ha s3pike SQL
1tst PostgreSQL u Ha si3pike Cypher mist Neo4;.
KomnuectBo ucneiranuii — 11, npu stom u3

C y4deToM ANMHAMUKHA Pa3BUTUSL  Ka)XJAOrO OKCIEPUMEHTa ObUIM HCKIIIOYECHBI
BBIYHACITATE/IBHBIX CpeAcCTB 3HAYUTCIIBHO  pe3yJIbTaTbl MEPBOrO HCHOBITAHUSA, ITOCKOJIBKY
cokpamaercs JepHIUT PECypcoB ONEpaTHBHOM BpeMsl BBIIIOJHCHHUSI B HEM CHJIBHO OTJIHNYACTCS
NaMsTH, TIO9TOMY KJIFOUCBBIMM CTAHOBSTCS OT BPEMCHH BBINIOJHEHHS B ITOCICAYIOIUX
MOKa3aTe/id, XapaKTCPHU3YIOIMHUE BPEMCHHBIC HUCIHBITAHHUSIX. DTO OOBSICHICTCS KAIITMPOBaAaHUEM
3aTpaThl Ha BBINOJHEHUE 3ampoca. Benencrsue  pammwix  cpeacrsamu  CYBJI.  Pesyabrars
3TOro, HJIsA OIICHKH 5(QdEKTUBHOCTH  pcHBITAHMIA MIPUBEICHBI B TAOIUIIAX
BBIIIOJIHEHUSA 3aIpocoB OBLT BBEIOpaH

Tabmuma 2
Pesynprarel ncneiranus CYBJ] Neo4j (B MuumucexyH 1ax)
KonmdaecTBo y3110B B rpade
Ne ucnpITanus 2,5 MutH 1 Mt 150 TBIC
1 674 269 89
2 674 267 90
3 730 285 82
4 689 290 81
5 689 274 81
6 658 277 79
7 693 263 78
8 679 273 88
9 685 261 81
10 683 270 78
Tabmuna 3
Pesynbrats uctisiranust CYBJ] PostgreSQL (B MummncexkyHiax)
KommdaectBo cTpok B Tabiuimax
Ne ucnpITanus 2,5 MIIH 1 MutH 150 TBIC

1 548 219 53

2 526 220 55

3 531 212 49

4 532 212 57

5 547 219 57

6 547 215 54

7 532 217 48

8 531 212 48
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[Iponomxenue TaOIUIIBI 3

KonmuectBo cTpok B Tadmuiax
Ne ncnpITaHus 2,5 MaH 1 MnH 150 TBIC
9 547 212 51
10 531 214 50
mNeodj BPostgreSql
800 685,4
2 600 37,2
]
g 400 % S
g \ > 215,2
A 200 \ l @ 82.7 522
0 Hl —
2,5 MH 1 maH 150 TBIC
KonunuecBTo y3510B B rpade / CTpoK B TaOJHLIAX
Puc. 5. Pesynbratsl uctisitanuiit CYB]] Neodj u PostgreSQL.
DKCIIEpUMEHT  TIOKa3ajd, 4YTO  BpeMs JIist  OIEHKW  BAXXHOCTH  ITyOJIHIKAITHH
BBIITOJITHCHU AL 3aIIpoOCOB IIpu OJUHAKOBOM BOCIIOJIB3YEMCA aJIlCTOPUTMOM PageRank,

KOJINYECTBE JAHHBIX, MPEJACTABICHHBIX B BHJIC
y310B rpada B rpadoBoit CYBJ/] u B BHJie CTpOK
tabmuiy B pensmuonnodt CYBJI, comszmepumo.
Pasunma B He Oonee uwemM 0.5 cekyHnm s
MPaKTUYECKUX 3a/lad HECYIMEeCTBEHHA. JTO
MOKa3bIBAET, YTO JJII HECHIBHO CBSI3HBIX
JTAHHBIX TIPEUMYINECTBO ONPECICHHON MOACIN
JIAHHBIX OT/IaTh HEBO3MOXKHO. BEIOOp J0JDKEH
OBITH CJlIeNIaH, MCXOJA W3 JPYTUX KPHUTEPHEB,
TaKHX KaK CJIO0KHOCTb CXEMBI JTaHHBIX,
CJIO’)KHOCTh HAIMCAHUS 3alpOCOB, HArJISTHOCTH
U Ipoyee.

2. BroigBienne
myOouKanui.

Hau0oJiee  BAKHBIX

pri = F(pry6) = (1= )+ d Ty /1] € .

rme n — oOIee KOJIWYECTBO OOBEKTOB
COILIMAIIbHOM CeTH, ptj — KOO PUIMEHT 0ObEKTa,

YKa3bIBAIOLIETO HA OOBEKT PT;, Cj — KOJIHIECTBO
OOBEKTOB, Ha KOTOPHIE yKasbIBaeT ptj, d —
KO3 HHUITHUEHT 3aTyXaHHUs.

O6o3HaYIM MHOXECTBO 00BEKTOB
COIIMAJILHOH ceTn

V= (v}, (22)

rme n — oOllee KOJIMYECTBO OOBEKTOB 0Oe€3

Pa3aciICHus Ha KJIaCChI.

onucanHeiM Cepreem bpunom u Jlappu
[Teitmxem B cratbe “The Anatomy of a Large-
Scale Hypertextual Web Search Engine” [8].

[Iycth uMeeTcsi MHOXKECTBO 3HAUYECHHI
BECOB 00BEKTOB coIHaIbHON CEeTH
(myOnmuKanui, MOJIL30BATENEN, Py,
KOMMEHTapusl, /Ui YKa3aHHOro IpuMepa
clenyeT adcTparupoBaThCs OT Kiracca 00beKTa)

PR = {pr;}. (20)

Ha wnHawampHOM »Tame Bce 3JIEMEHTHI

MHOJKECTBA PaBHBI (DUKCHPOBAHHOHN BEIHMYUHE,
BBHIOMpAEMON  OTHOCHUTEJIBHO  HCIOJIb3YeMOM
mKanel. Torma QYHKIUS pacdera OTACITHHO
B3SITOTO Beca PT; OMPECIIIeTCs KakK:
ey

2.1. I'pagosas mooenw danmwvix

Jlis tpadoBoit Mojmenu maHHBIX V' ecTh
MHOXKECTBO BEpIIMH V,, Ui PEISIIHOHHON
MOJIEJTH 3TO MHOYKECTBO

V={X,X5 ....Xm} (23)

rjae m — o01iee KOJHYECTBO KJIACCOB OOBEKTOB
(tabmun), X, MHOXECTBO  KOpTExel
KOHKPETHOT'O KJacca.

Jlis  paboThl  yKa3aHHOTO  aJrOPHUTMa
HE00X0TUMO MOCTOSTHHO® HEIpephIBHOE
MPOXOXKIACHUE. AJITOPUTM OCTAHOBUTBHCS TOTJA,
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Korja pasHuiia 3HaueHui PageRank na Texymei
UTepallii ¥ Ha Mpeplaylied urepaiuuu OyJer
MEHBbIIIE 3apaHee 3aJaHHOTO 3HAYCHUS €

pri —prf, S e (24)
Cno)XHOCTP  YKAa3aHHOTO  aJllOpuUTMa  JUIs
rpadoBOM MOJIENN TaHHBIX OIICHUBACTCS KaK
match (n)

with collect (n) as nodes
unwind nodes as node

match (node)<-[r]-(p)
with p, size((p)=2()) as
steps

set node.rank=node.rank+0
2.2. PeagnuoHHast MOJI€JIb JAHHBIX
Ha pemsiunoHHO#M MOAENN JaHHBIX JaHHBIN
aIropuT™M HE NPUMEHUM, [OCKOJIbKY OH
nojapazymeBaetr 06xoy rpada. Takum obpazom
JUIsT  pacyeTa  3HA4YeHW IS JIaHHBIX,
MPEJCTABICHHBIX B  PEJISIIUOHHON  MOJIeIH,
HEO0OX0/IMMO WX TpeoOpa3oBaHHe B TpadoBYO
MO/I€JIb, TO €CTh, IOMUMO MHOXECTBA BEPIIUH V/
HE0OXOAMMO TIpeJCTaBIcHHEe pedep B BHIE
MHOJKECTBaA KOPTEKEN
(vbegin' vend)a (26)
TH€ Vpegin HavyaJlbHAsl BEPIIMHA, Vgpg
KoHeuHasi BepmuHa. CJI0XKHOCTH YKa3aHHOIO
npeoOpa3oBaHusl  JIMHEHA,  3aBUCHAT  OT
KOJIM4YecTBa 0OBEKTOB B 0a3e JaHHBIX
0(n). (27)
Takum  oOpa3oM, alnropuT™M  pacuera
PageRank w©a pensmuonHoli 0asze JaHHBIX
MO/Ipa3yMeBaeT JBAXKIbI IPOXOJ IO N 00BEKTaM

COLHAILHOU CeTH, 4uTro [IPEJICTaBIIsAET
KBaJPAaTUYHYIO CIIOXKHOCTD
0(n?). (28)
3akrovenue
B xoze HCCIIEOBAHMS MozeIen
[IPECTABICHUs JaHHBIX OBUIM  IIOJIy4YEHBI

TEOPETHYECKAE W TPAKTUUECKHE pPEe3yIbTaThl,
[OKA3bIBAIOIINE, YTO JJISI CHJBHO CBSI3HBIX
JTAHHBIX, TAKUX, KaK JaHHBIE COUAIBHBIX CETEH,
[eJIeco00pa3Ho  HCIOJIb30BaTh  TpadoByIO
MOJIeTTh TaHHBIX. [ IpH ee ucoIp30BaHuH 3a CUET
0ojiee HArJSIIHOTO IPEJICTABICHUS JIaHHBIX
BBIOOpKA HEOOXOAUMOH CBS3HON HH(pOpPMAIIUH,
€€ paH)KHPOBAaHUE MPOU3BOJIUTCS HE ME/IJICHHEE,
4YeM B JIpYrHX THMax XpaHwuml. Kpome Toro,
rpadoBasi MOJENIb TO3BOJSET 3a KOPOTKUH

O(VI+ED,E = {em}. (25)
rae E — mMHOXecTBO pebep rpada, m — obiee
KoJIn4ecTBO pedep rpada.

Ha s3pike 3anpocoB Cypher CYBJ] Neo4j
ojuH nrar anroputMma PageRank juis Bcex y3inoB
peanu3yertcsl CIeAYIOMUM 00pa3oMm:

rels, node, size((node)&()) as

.15/steps+0.85*p.old rank/rels
MPOMEKYTOK BPEMEHH BBIAEIATH TAKUE JIAHHBIC,
KOTOPBIE MOTJIN OBl OBITH TMOJIYYCHBI U3 JPYTHX
TUIIOB  XPaHWIHIN  IMYTEM  3alpocoB  C
MHOIOMepHO# pexypcuei. [Ipu sTom ykasanHas
MOJIENIb HE SBISIETCST YHUBEPCAIBHOW, a e€e
MPEUMYIIECTBA BBIIEIISIOTCS TOJIBKO IpH padboTe

C CHJIBHO CBSI3HBIMH JIAaHHBIMH.
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OpinoBckuii rocynapctBeHHbIi yausepcuteT umenu M.C. Typrenesa
Oryol State University Named I.S. Turgenev, Oryol

RESEARCHING OF APPROACHES TO INFORMATION MODELS CREATION FOR
SOCIAL NETWORKS DATA COLLECTION AND PROCESSING

V.T. Eremenko, M.A. Sazonov, S.V. Shekshuev

The article analyzes the existing information data models for the purpose of their usage for storage
and processing social network data. The urgency of social network researching is proved. The
comparative characteristic of the existing information models, namely hierarchical, documentary,
relational and graph is given. The content of each model, its advantages and disadvantages in the
problems of data analysis from social networks are revealed. The superiority of using the graph data
model in this case is justified. The effectiveness of the graph data model is confirmed by the experiment.
The research was conducted using the graph database Neo4j and the query language Cypher.

Keywords: social network; data models; hierarchical data model; document data model; relation
data model; DBMS; Neo4j; Cypher
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[pemmaraeTcs MEeTOAWKA YHCICHHOTO pacdeTa MokaszaTensd 3(P(eKTHBHOCTH 3ammThl ceTd l1oT
JUTS  pa3IAYHBIX BapHAHTOB KOH(PHUTYpPAIWH TPOTOKOJOB B3aWMOICHCTBUS 3JEMEHTOB CHCTEMEI
«YMHBIM I0M», a TakXke JaHbl MPaKTUUECKWe PEKOMEHIAIUN O YBEJIMYEHUIO TIOKa3aTess 3alluThl

CEeTH, OCHOBAHHbIE HA KOHKPETHOM MpUMepe.

Kmouepnie cnoBa: cerb IoT,
OecnpoBOIHbIE CETH, 3aIINTa, YPPEKTHBHOCTD.

B cBsI3M ¢ OIMPOKUM pacipocTpaHEHHEM
OCCIPOBOHBIX TEXHOJIOTHH W MEKMAITHHHOTO
oOMeHa, cTajia OBICTPO Pa3BUBATHCS KOHIICTIIIUN
WNuteprera Bemeit loT (Internet of Things).

WNuTepHer BelIe TI03BOJISIET JFOISIM
MOJIKIIIOYAThCS B JIIOOOE BpeMs W B JIIOOOM
MecTe, UCTIOJB3YS pa3nyYHbIe
KOMMYHHUKAITHOHHBIE CETH K YCTPOHCTBAM
pa3aMYHOTO  (PYHKIHMOHAIBHOTO Ha3HAUYCHUS.
HpOI/ICXOI[I/IT HNHTCHCHUBHOC pPasBUTHUC

CaAMOOPIraHHu3yYIOIUXC ceTel CBsA3H, B KOTOPBIX
a00HEHTHI HE TOJILKO IO/, HO WU PaA3JINYHLIC

aBTOMaTHYeCKUe yCTpOHCTBa, KOTOpbIE
OCYIIECTBIISIFOT rH(pOpMAITHOHHOE
B3aUMOJICHCTBHE  JIpyI ¢  JOpyroM  0e3
HETIOCPEJICTBEHHOTO  y4acTHsl 4YeJloBeKa B

paMKax MeXMaIMMHHOW KoMMYyHUKauu|1].

B Hacrosmee BpeMs yXe MOXKHO
YBUJETh,  Kak  pa3U4yHble  YCTPOMCTBA,
paboTtatotr 6€3 y4acTus YeJIOBeKa U COCIMHEHBI
JIpYr' C JIPYroM HOCPEJICTBOM CETH WHTEPHET.
[Tpumepamu TaKUX CHCTEM MOTY OBITh CHCTEMBbI
yIpaBJICHUS OCBEHICHHUEM, CUCTEMBI
YOpaBJICHUs], CHCTEM aBTOMATHYECKOTO TMOJINBA,
MO’KapHBIE W OXPaHHBIC JAaTYUKH, CBETO(OPHI U
T. 1. [2].

Kitaccuueckum IIPOTUBOPEUYHEM
XapaKTEPHBIM 711 HOBBIX TEXHOJIOTHH SBISETCS
HECOOTBETCTBHE MEXKJy TEMIIAMH UX PA3BUTUS
u CKOPOCTBIO COBEPIIEHCTBOBAHUS

EpmakoB Cepreii AnekcanapoBud — AO «KoHuepH
«Co3Be3auey», KaHia. TeXH. HaykK, e-mail: mnac@comch.ru
Boaros Annpeii AnekcanapoBuu — AO «KoHuepH
«Co3Be3ne», KOHCYJIBTaHT, e-mail: mnac@comch.ru
MokpoycoB Anekcanap Hukomnaerud — AO «KoHuepH
«Co3Be3ine», KOHCYJIBTaHT, e-mail: mnac@comch.ru

TEXHOJIOTHUA yMHbIﬁ I0M,

HEUCTKHE MHOXKECTBA, PUCK,

NPUMEHSIEMBIX MEXaHU3MOB 3allUThL. [losTOMY
OJIHUM M3  HEMAJIOBAXHBIX  IOKa3aTeJeH,
MO3BOJISIONIMX ~ OLIEHUTh TIYyOMHY JaHHOTO
npoTuBOpeumsi,  siBIsieTcss  d(PPEeKTUBHOCTD
3aIIUTHI CETH.

B HACTOSIIEE BpEMS IAPOKOE
pacnpoCTpaHEHUE HUMEIOT SKCIEPTHBIE METObI
KaueCTBCHHOW OLICHKM TaKWX I[I0Ka3areyed u
OTCYTCTBYIOT HOPMATHUBHbIE PEKOMEHAAIIUU UITU
METOUKHU JUTSL YUCJICHHON OIICHKHU
3¢ (HEKTUBHOCTH 3alUTHI MYJIbTUCTAHIAPTHON
cetu. Mmerorcsi paboOThl HOCBSIIIEHHBIX PUCK-
aHanu3ly OECHpOBOIHBIX CceTeil, B KOTOPBIX
paccMaTpHUBalOTCs OT/ENbHBIE dJIEMEHTHI, a HE
CPYIBI 3TUX AJIEMEHTOB UJIM CUCTEMA B LIEJIOM
[3]. DTO mpPUBOAUT K TOMY, YTO IpU aHAIIU3E
KOHKpeTHOH  peamusanum  loT-cet,  He
HNPEACTABISIETCST  BO3MOXHBIM  BBIIOJIHUTH
YUCJIEHHYIO OIIEHKY PHCKOB O€30MacHOCTH Ha

YPOBHE CETH B II€JIOM, a, CJIEJI0BAaTEIbHO,
HEBO3MOXXHO  OICHUTH ¥  IPPEKTHBHOCTH
3aIATHI BBIOpaHHOHN KOH(UTYpauu
MPOTOKOJIOB ~ B3aMMOJICHCTBHASL  DIIEMEHTOB

CHCTEMBI UIS €€ TOCIEAYIOIEeH ONTUMHU3AIHN
0 KPATEPHIO CTOMMOCTH/2(PPEKTUBHOCTE.
Llenmsto  gaHHOM  pabOTHI  sIBISiETCS
pa3paboTKka METOJMKH YHCICHHOTO pacdeTa
nokazareist PQGeKTHBHOCTH 3amuThl cetd loT
JUISS  pa3iMYHBIX BapUAHTOB KOH(UTYpaIuu

MPOTOKOJIOB B3aUMOIeHCTBUSA 3JIEMEHTOB
CUCTEMBI « YMHEIA JOM).
B KadyeCcTBe KpUTEpHsI OIIEHKH

5p(GEeKTHBHOCTH B paMKax JaHHOW paboThI
MoJIpa3yMeBaeTcst OTHOIIIEHNE OLIEHKH
3aIUIICHHOCTA  CeTH K MHTETPaTbHOU
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CTOMMOCTH OOOPYAOBaHMSI HEOOXOIUMOTO ISt
(YHKITMOHUPOBAHUS CETH.

B kauecTBe KpuTepus 3alIUIIEHHOCTH
TPAUIIMOHHO TIPUMEHSIETCS TIOHSTHE pPHCKa
0e30ImacHOCTH [4], OJTHAKO, YUUTHIBAs
OTCYTCTBHE HEOOXOJIUMBIX  CTAaTHCTHYCCKUX
JMAHHBIX B paMKax JaHHON paboTbl BBOJIUTCS
OBPUCTUYECKUH TMOKa3aTeNlb 3allUIICHHOCTH —
HEYeTKas Mepa pucka.

Takum  oOpazoM WISl JOCTHKCHUS
MOCTaBJICHHOW TIIeIi  HEOOXOJUMO  PEIIUTh
CIeAyIOIMe 3ajaun: pa3zpaboTarh METOAUKY
OIICHKA PHUCKOB TMPUMEHEHHUS  Pa3InYHBIX
KOMOWHAITMK  TPOTOKOJIOB  aHAJIU3HPyeMOU
CeTH, OIICHUTH CTOUMOCTH YCTPOMCTB
HEOOXOJIUMBIX ISl peaTu3alfil CHCTEMBI, a
Takke  pa3paboTaTh  aJIrOpUTM  pacuera
nokazaresst 2p(HEeKTHBHOCTH.

B xauecTBe mpumepa 715 JEeMOHCTpAIUU
TIPUMEHEHUS METOIUKHU pacueta
a¢dextuBHocTu loT-ceTn ananm3upyercs ceThb
YCTPOMCTB, pean3yIomasi TEXHOJIOTHIO YMHOTO
noMa. B nemonctpannonnoiloT-cetu umerorest
OJIMHHA/IATE YCTPOWCTB, paloTalomuX IO
MPOTOKOJIaM PA3TUYHBIX OecTPOBOHBIX
TEXHOJIOTHUH, KOTOpHIE TaKXXe MOTYT HMETh
pa3IuYHbIe BEPCUU MPOTOKOJIOB OE30MaCHOCTH.

Tak kak U3BECTHO, Kakoe 000pyA0BaHUE
OyIneT TpPUMEHSIThCS JJiSl TOCTPOSHUS CEeTH,
HEOOXO0/IMMO HAWTH U 0003HAYUTH CTOMMOCTH
naHHoro oOopymoBanus. Jlns  ymoOctBa u
MPOCTOTHI TOHMMAaHUs O0O3HAUYUM TICHHI B

YCIOBHBIX enuHMIax (tabn.l). Drto Oyner
HEKOTOpast BEITMYMHA CTOMMOCTH
000pyTOBaHUS, KOTOPYIO IPU HEOOXOJIUMOCTH
MOXHO OyJeT 3aMeHUTh, JICHCTBYIOIIAMH B
JIAHHBIA MOMEHT BPEMEHH, PEaJbHBIMU IICHAMU
B HEOOXOMMOM BaltoTe.

BrisicHuB, KaKue OecrpoBOIHBIE
TEXHOJIOTHA W  TPOTOKOJBI  O€30TMacHOCTH
WCIOJIB3YEOT YCTPOMCTBA HEOOXOIMMBIE IS
MIOCTPOCHUST  3aJIaHHOH CEeTH, HEeOOXOMMO
OIICHUTh OTHOCHTEIIHHBIN YPOBCHB
3aIAIIECHHOCTH JUTS KaXI0W BEPCHH ITPOTOKOJIA
0€30MacHOCTH TMPUMEHSEMOTO0 B CETH. OTO
MOXHO CJieNarh, HApUMEpP, C TOMOIIBIO
ammapata TEOPUH HEYETKHX MHOXECTB U
HEUYCTKONM  JIOTHKH H  COOTBETCTBYIOIIHX
HKCHEPTHBIX OICHOK.

Ha ocHOBaHWM TOJYyYeHHBIX 3HAYCHHI
3aIUIICHHOCTH, MOXET OBITh c(hOpMHUpPOBaHA
Ta0JIMIa ¢ KAaYeCTBCHHBIMU OIEHKaMH 110 BCEM
BO3MOYKHBIM KOMOHWHAIIMSIM [TPOTOKOJIOB. 3aTeM
B COOTBETCTBHH c MOy YCHHBIMH
KaueCTBCHHBIMHU OIICHKaMHU YPOBHS
3aIMUAMICHHOCTH PA3IMYHBIX KOMOWHAIW B
CeTH, MOXKHO COIOCTaBUTh KAYCCTBCHHBIC
OIICHKA HEYETKOTO pHCKa JUISl 3aJaHHBIX
KOMOMHAIUNA. DTO HEOOXOAMMO JIIS 3aJaHus
MpaBUJ HEYETKOTO BBIBOJA W (YHKIUH
MPUHAICKHOCTH TUISE MOCIIEAYOIICH
nedazzuuKaiid 0 ATOPUTMY  HEUETKOTO
BBIBOJIa MamiaHu.

Onucanus MPOTOKOJI0B 0€30IIaCHOCTH HEOOXOIMMBIX YCTPOICTB

becnpoBonnoe KonunuectBo | CToMMocTh
Hcnonw3zyemoe obopynoBaHue [IpoTokonst
COeJIMHEHHE YCTPOMICTB 3a LUT.
WPA 2 0.6 y.e.
IP-Bugeokamepa Wi-FI
WPA2 1 0.7 y.e.
V3.0 3 0.2y.e.
JlaTurk oxpaHbl OKHa Bluetooth
V4.0 1 0.3 y.e.
Cuctema oxpaHsbl JoMa Z-Wave S2 1 1.0y.e.
CucreMa 0e3KITIOUeBOro TOCTyna NFC NTAG413 1 1.0y.e.
Tak kak B aHAIM3UPYEMOH CETH, BEpPCHU IIPOTOKOJIOB 6e30macHOCTH,

UMeeTCsl HECKOJIBKO YCTPOICTB padoTaromiue mo
OJTHOMY W TOMY JK€ IPOTOKOIY OSCIpOBOIHOTO
COCJIMHEHMsS, HO MPHUMEHSIOIIUE pPa3IuYHbIC

HCO6XO)II/IMO pacCuuTarb BXOAHBLIC 3HAYCHHUA
JJI1 pacdeTa HEUCTKOI'O pUCKa CECTH.
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OIEHKA DOOPEKTUBHOCTU 3AHIUTHI IOT-CETHU HA ITPUMEPE PEAJIN3ATIMU TEXHOJIOT'UN...

HonyquI/Ie BXOJHBIX 3HAYCHUN OIS
o6mer0 clIydass OCYLICCTBJICTCA € ITOMOIIBRO

(bopMyJIBL:

_p+ 2220 1
*= pl+p2’ @
rre bl mu b2 — TOYKH MaKCHUMyMOB

¢yukuii  npuHaIexKHOCTH; pl W p2
KOJIMYECTBO BEPCUH MPOTOKOJIOB; X — UCKOMOE
BXOJTHOE 3HAYCHHE.

B cBsi3u ¢ 3a7aHHBIMU yCIIOBHSMH, JUIS
OTIpe/IeTICHHs BXOAHOTO 3HAYEeHUsI TOTPeOYIOTCS
rpaduku GyHKIHHI MIPUHAJIEKHOCTH
YCTPOHCTB pabOoTaloONMX MO TeXHOIOTUsM Wi-
Fi u Bluetooth.
plot points:

Membership function plots 181

wep wpa wpa2

s

0.1 0.2 0.3 0.4 : 5 7 : 1
Puc. 1. 3agannas pyHKIIUS TPUHAUIEKHOCTH
YCTPOMCTB, paboTaromux 1mo TexuHojoruu Wi-Fi.

ts olot points: 181

Membership function plo

v3.0 v4.0

Puc. 2. 3amanHas (QyHKIHMS TPUHAIIECKHOCTH

YCTPOMCTB, paboOTaloONUX 0  TEXHOJOTHH
Bluetooth.
Nmes HEOOXOIUMBIE mmapaMeTpel,

MoKa3aHHbIe Ha Tpadukax 3aJaHHBIX (YHKIIAN
MPUHAJICKHOCTH YCTPOMCTB, PaOOTAIOIIUX TI0
texaogorusMWi-Fim Bluetooth, a Taxxxe 3Has
KOJIMYECTBO YCTPOMCTB, pabOTAIOMIMX MO ITUM
6€CHpOBOI[HBIM TEXHOJIOT'USAM, MOXXHO
paccuuTaTh BXOJHBIC 3HAYCHHSI JIJISl OTHX CETeH,
HEeoOXOoAWMBbIE TPU  TOJYYEHUH  YUCIOBOU
OIICHKH HEYETKOTO PUCKa JIJIS 33JJaHHOM CETH.

[TomyunB Bce HEOOXOAMMEBIC JaHHBIC,
BBEJIEM BXOJHBIE 3HAUYEHHUS B QJITOPUTM
HEYETKOTO BBIBOJAa MamJaHu |  TOJyYduM
3HAYCHUE HEUETKOro pucka (puc.3).

wifi = 0.666 bluetooth = 0.625 ZWave = 1 nfc =1 risk = 0.327
i e  —— 1 1 =
Pl — = I —1 1 =
Ol —— —— | — [ —
4 = | — [ —
5 1T = | [— [—
6 —i —— [— [— =
7 C—i —— | — [ —
8 C—i —— u — ——
9 C—1 —— | — —
10 — — — — —
S — —— — [— —
12 T [—— — C——— —
13 ——1 — — — — ——=
14 1 —— — [— ]
15 11 — — = —
18 11 [ = —
17 e ) — — v —
18 —— — ——— —a
19 11 — — [— [ ——
20 11 — — ——— [ —
o e | —— — — [ —
2T [—— [ = E—
23 —1 —— — —— —a
ol —— —— — C———— [ —
25 — 1T ——1 — [— [ ——
26 T [—— ] — — —a—
271 11 (—— ——— —== —
28—t — — — [— =

—r —— — — —
[ ] — 1T 1 [ — [ [ |
Input: 10 666;0.625;1;1] Plot points: 191 Move:  jeft | right ‘ down| up |

Opened system risk, 65 rules

Help | Close |

Puc. 3. I'paduueckas uHTEpIpeTaIus AJITOPUTMA HEYETKOIO BBIBOJja MamjaHu

Jlns pacuera 3(PEKTHBHOCTH 3alTUTHI
[oT-cetu npenHazHaueHHOW Mg peav3aluu

TEXHOJIOTUU YMHBIA JJOM, HEOOXOIMMO OIIEHUTH
UHTErpaJIbHYIO  CTOUMOCTH  IPHUMEHSIEMOTro
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obopymoBanus. OOIas CTOUMOCTH KOMILICKTA
obopyaoBanus OyzaeT paBHa 4.8 y.e. [lojgcraum
U3BECTHBIC 3HAUCHUS JJIS aHAIM3HPYEMO# ceTh
B (DOPMYIIBIL:

_53-48_ ,
_0327-0175 _ \
= ""0737 v 3)
3=1-022%0.21 = 0.95, (4)

Takum oOGpa3om, Ha pealbHOM HpUMeEpe
C TOMONIBIO  TPEAIOKEHHOTO  aJIropuT™Ma
MOJIydeHa OIeHKa dS(PPEKTUBHOCTA 3aIUTHI
CEeTH TO KPUTEPHUIO OTHOINCHHS CTOMMOCTH W
HEYETKOTO pucka Oe3onacHocTu. Ha ocHoBanuu
MOJIyYeHHOTO  pe3ylbTara, MOTYyT  OBITh
chopMyITUPOBaHBI HEKOTOPBIE PEKOMEH IAIIHH.

Hampumep, ecnm yBemuuyuTh OrOmKET
xoTs1 Obl Ha 0.2 y.e., ¥ 3aMEHUTH JIBE KaMephl C
npoTokonamMu OeszomacHoctn WPA Ha JBe
kamepsbl ¢ npotokosiom WPA?2. [locie uero, Ha
BBIXOJIE CO3JaHHOM CHCTEMBl YMHOTO JOMa
noyydnth d(pQexkTuBHOCTE paBHyO (.99, Tem
caMbIM YMEHBIIIUTH HEYSTKUN PUCK 3TOH CeTH U
HOJHSTH 3HAUCHHE 3aIUIIEHHOCTH.

Takum 00pa3oM, MOKHO cHeNaTh BBIBOJ
0 TOM, UTO IPEJIJIOKEHHAsE METOIUKA TTO3BOJISET
HA OCHOBE OIICHOK pHCKa I Pa3InuHbIX
KOMOWHAITMKA  MPUMEHSIEMBIX  IPOTOKOJIOB,
orleHUTh 3¢ dexTuBHOCTH 3amuThl loT-cetn B
[IEJIOM. bnaromaps TaKOMY MOJIXOTY
OTKPBIBACTCS BO3MOXKHOCTh MPOEKTHUPOBAHUS

ceteii MHTepHera Bemed 1o  3aJaHHBIM
TpeOOBaHMSIM K CTOUMOCTH U 3al[UIICHHOCTH.
Taxxe CTOUT OTMETHUTb, 4TO
[PEJIOKEHHBIR T0JIX0JT UMeeT Habop THOKHX
[IapaMeTpPOB ~ HACTPOMKM M  €ro  MOXHO
IPUMEHSTH K pa3IUYHbIM KoHpurypanusm loT-
ceTeil B TOM yHcliie ¢ OOJIBIIUM KOJIMYECTBOM
OECIPOBOJAHBIX YCTPOMCTB C Pa3sHOPOJHBIMU
BEPCUSIMH TPOTOKOJIOB (YHKIIMOHUPOBAHUS U
Oe3omacHOCTH. DTOT (aKT SBISETCS TJIABHOM
O0COOCHHOCTBIO JAHHOTO MeToJa, Tak Kak
SKCHEPTHBIE METOJBI HE MO3BOJISIFOT OLICHUBATH
no/00HbIe 3HA4YeHHsI TaKke OBICTPO M TOYHO
IIpA  CYUIECTBEHHOW  TOIIOJIOTMYECKOH U
CTPYKTYPHOMU CIIOKHOCTH 0OBEKTa aHAIN3A.
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EVALUATION OF 10T NETWORKSSECURITY EFFECTIVENESS ON THE
EXAMPLE OF THE SMART HOME TECHNOLOGY IMPLEMENTATION

S.A.Ermakov, A.A. Bolgov, A.N. Mokrousov

The technique of numerical calculation of an indicator of efficiency of protection of the loT
network for different options of a configuration of protocols of interaction of elements of Smart House
system is offered, and also the practical recommendations about increase in an indicator of protection

of a network based on a specific example are made.

Keywords: IoT networks, smart home technology, fuzzy sets, risk, wireless networks, security,

efficiency.
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yrposkaronmx O0e30IaCHOCTH Halllero rocy-
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1. Tema.

besonacHeiii IHTEpHET.

1.1. IlpuopuTeT cTpaTeruu.

Obecrnieuenne HMHTepHET-0€30MACHOCTH PETHOHAIBHBIX KIIACTEPOB COIAAIB-
HBIX CeTel 3a CUeT CHUKEHUS] PUCKOB PaCHPOCTPAHEHHUSI B HUX JIECTPYKTUBHOTO KOH-
TeHTAa.

1.2. Kareropusi npoekTta: [logaepxka nuMmnopTo3aMealonux HayYHbIX U
Hay4YHO-TEXHUYECKHUX MPOEKTOB BHICOKOU COIMAIbHON 3HAUMMOCTH.

1.3. HauMeHOBaHHe KOMIJIEKCHOI HAYYHO-TeXHUYECKOI MPOrpaMMbl H
TE€XHOJIOTHH/ TEXHOJOTHYECKOr0 HANpaBJieHusi: YTpaBieHue nHPopMalluOHHBIMU
pUckaMu u obecrieueHre 6€30MacHOCTH HU(PPOBBIX TEXHOJIOTUM.

1.4. HayuyHo-TexHoJIOrHYecKas 3aaadya / TeXHOJOrH4ecKuii Gapbep OT
NuayeTpuanbHOro naprHepa, Ha pellleHHEe KOTOPbIX HANPABJIEHbI 0)KHAaeMble
pe3yJbTaThl MpoeKkTa: ABTOMaTHU3allMsd MOHUTOPUHIA COLMANBHBIX CETEeH C LebI0
BBISIBJICHUS M aHalu3a JECTPYKTHBHOTO KOHTEHTA B pErdoHaJbHBIX WHTEepHeT-
co00I1IIeCcTBaX.

2. KiwoueBble cj10Ba

2.1. Ha pycckom si3bike: JIeCTPYKTHBHBIM KOHTEHT, COLIMAIIBHBIE CETH,
a0k, pacTpoCcTpaHEeHWe KOHTEHTA, COLMAIIbHBIC CBS3H, MOHUTOPHUHT CETEBOU
CTPYKTYpHI U Tpaduka, oOHapyKeHHe NeCTPYKTUBHOTO KOHTEHTa B COIUAILHOW Ce-
THU, OIpeJielieHre apaMeTPOB U XapaKTePUCTUK NECTPYKTUBHOIO KOHTEHTA.

2.2. Ha anramiickom si3bike: destructive content, social networking, public
pages, content distribution, social connections, monitoring of network structure and
traffic, destructive content detection in the social network, destructive content charac-
teristics finding.

3. Heab (neaun)

[loBeinieHre WHOOPMAITMOHHOW 3allUIICHHOCTH XuTeneld BopoHexckoit 06-
nactu Poccuiickoit ®deaepanuu 3a cHeT MOHUTOPUHIA U MIPOTUBOACUCTBUS AECTPYK-
TUBHOMY KOHTEHTY B OHJIAMH-TpyINax, MOJb3YIOIIUXCS MOMYJISIPHOCTBIO y PEruo-
HallbHbIX IHTEepHET-MT0Ib30BaTeNeH.

OOBEKTOM HUCCIeOBaHUS SBISIOTCS COOOIECTBA COIMATBHBIX CeTed, Hanbo-
Jiee rocellaeMble peruoHaaibHbIMU VTHTepHET-TI0J1b30BaTESIMHU.

4. IlenecooOpa3HOCTH NPOBeJEHUS UCCIETOBAHH I

4.1. Onucanue npodaeMbl

KoMMyHuKalus — ecTh BaxkKHeIIIee CBOUCTBO KUBOM npupoibl. B Helt ocoboe
MECTO 3aHMMaeT 4YeJOBeK, KaK €JWHCTBEHHBIM BHUJ, CIIOCOOHBI TOBOPUTH CKBO3b
BpeMsi (CO3BYUHO PEJIUTUO3HBIM ydYeHUsIM 0 6eccMeptuu ayiu). HackanbHas xuBo-
MUCh, JOLIE/IIAsl A0 HAc 4epe3 ThICAUENIeTUs, SIPKUM MpUMEp TOTOo, KaK XyJ0xKe-
CTBEHHbIE CHMBOJIbl BBICTYNAIOT B KayecTBE IMOcJaHus noromkaM. OpHako, Kaue-
CTBEHHBIN CKA4YOK MPOM3OIIIEN Yy JItoJed Mo3/Hee, C MOSBICHUEM si3bIKa U MUCbMEH-
HOCTU (MX TPaHCISITOpaMU CKBO3b BpeMsl BbICTyIalla IIepKOBh). MIMEeHHO Toraa Tek-
CThI CTQJIA TIEPBBIMHU CPEJICTBAMH BUPYCHOM KOMMYHHUKAIIUH, CTIOCOOHOH 3apakaTb
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co3HaHWe Jrojieli HOBbIMH ujesMu. Hecnmywalino KumniamHr cuuTan cioBa cambIM
CUJIHBHBIM HApKOTHKOM, KOTOpbIi m300peno YemnoBeuecTBo. [ToHSATHBIE U OOIIENpH-
3HaHHBIE CHUMBOJIBI, 00pa3ylolnue CJI0Ba, O0SCMeYWIN IIUPOKOE paclpocTpaHeHHe
ujeil U JOMUHUPOBAaHWE HA MJIaHETEe YelloBeKa KaK BUA JKMBBIX CyIIecTB. | paHUIIbI
YeJI0BEYeCKOro OOIIEeHUs] PEBOJIONMOHHO PACIIMPUIIUCH C TIOSBICHUEM TaJKETOB,
MOPOXKJEHHBIX CUMOMO30M OWHAPHOTO S3bIKa U IU(pOBOH d5eKTpoHuKU. biaromaps
UM MBI CeTOHSI UMEeM TJIO0ATBHYIO YeJTOBEYECKYI0O KOMMYHHUKAIHIO, B OCHOBE KOTO-
pO#l JIeKUT CIOBeCHass KOHCTPYKIIMS — KOHTEHT, CO3JAIOIIUH HOBYIO pPETbHOCTD.
Buanmo, "MEeHHO TO3TOMY BO3HHK COOJIa3H KOHTPOJIMPOBATh €€, OCHOBAaHHBIM Ha
Ype3BBIYafHOM JTFOOOTIBITCTBE UEJOBEKA M €r0 3HAYMTEIHbHOW 3aBHCUMOCTH OT CO-
Jiep>KaHus ToJTydyaeMbIX KOHTEHTOB. OJHAKO IIaBHOE JOCTOMHCTBO KOMMYHHKALIUU
JISKUT HE B BO3MOXXHOCTH KOHTPOJIMPOBATH PETBHOCTh, & B CIIOCOOHOCTH 00pecTH
YeJIOBEUSCKOMY BHJIy BEYHOCTH (3a CUeT TeHepalldy M Nepefadynd MOTOMKaM MHHOBa-
[IUOHHBIX 3HAHUHU M KyJIbTYpHO-HPAaBCTBEHHBIX IIEHHOCTEW, CHIDKAIOIINX PUCKHU pea-
JM3allMy HAJBUTAIOLIUXCS] BBI30BOB M FApaHTHPYIOUIUX COXpaHEHUE W Pa3BUTHE BU-
7).

B 3TOM KOHTEKCTe 37T0yMBIIIEHHUKaMH CJIelyeT CUMTaTh co3/iaTelieii KOHTeH-
Ta, MOOYXAIOIIEeT0 JIMYHOCTh K JECTPYKTHUBHBIM JeHcTBHUSAM. Takoil (IecTpyKTHB-
HBI) KOHTEHT OKasblBaeT paspylaroiee BO3ACHCTBHE Ha YeOBeKa, a TiiodanbHas
KOMMYHHKAIIASI OTKPBHIBAET 3JIOYMBIIIUICHHUKAM 3aMaHYUBbIE TMEpPCIIeKTUBBI yITpaB-
JIEeHUsI MacCOBBIM co3HaHueM. OTcroza 60prda ¢ pacmpocTpaHeHUEeM JIeCTPYKTUBHO-
ro KOHTEHTa NMprUoopeTaeT 0cO0yI0 3HAYUMOCTh B HACTOSIIEE BpeMsi, TaK KaK OH CeeT
Xaoc M He JokeH (GopMUpoBaTh Oymylee. biaropoacTBo MUCCHH CTICITUATTUCTOB B
o6ytacTu MH(pOPMAIIMOHHOM 6€3011aCHOCTH, ITPEXKE BCEro, BUAUTCS UMEHHO B 3TOM.

['no6ansHOCTh 0003HaUEHHOU MpOOsIeMbl TpeOyeT ydyeTa ee reonoJuTUYECKON
coctaBisromiei. M neno 3mech B TOM, YTO JEeHCTBYIOIIAs CTpATETHsl HAIMOHALHOM
6e3onacHoctu CILIA, kak muaepa 3amnagHoi IUBWIN3AIMK, HE OCTaBJISET HANEK Ha
MU POJIIOOMBYIO BHEIIIHIOK aMEPUKAHCKYIO MOJUTHKY B oTHouIeHun Poccuu. C mpy-
rOll CTOPOHBI, MPUBJIEKATEILHOCTE /ISl 3arajia pOCCUHCKUX MPUPOIHBIX PECYpPCOB U
3aTPYyJHUTEIFHOCTh MX 3aXBaTa B pe3yJibTaTe BOCHHOW arpecchd mepemeniaeT Mpo-
TUBOOOPCTBO B WH(POPMAIIMOHHOE MTPOCTPAHCTBO C HAAEKION ISl 3aIaIHbIX ri100a-
JUCTOB pa3BajuTh PD depes aTaku ee TrpakJaH JeCTPYKTUBHBIM KOHTEHTOM, JI€BaJb-
BUPYIOIIUM KYJIbTypHBIC IIEHHOCTH U TPaJIAIINH, HAIleJIEHHBIM Ha HPAaBCTBEHHYIO JIe-
rpajlaliiio W JyXOBHOE OOHUINAHWE HACEJICHUS, MOPOKIAIOIINM HAIIMOHAIBHYIO U
peMTHO3HYI0 PO3Hb B oOmectBe. Kak cieacTBue, apeHOM 3TOTO 0XKECTOYEHHOTO
MpOTHBOOOPCTBA ceiuac CTalld CTOJIh MOMYJISPHbIE COMATbHBIC CeTH.

4.2. (O0ocHOBaHHe aKTyaJlbHOCTH

Cuna u pucku Poccum, BBITEKarolyde W3 €€ MHOTOHAlMOHAIBHOCTH U KYJb-
TYpHOTO pa3zHooOpasus, NUKTYIOT B XOJIe BBILICYIIOMSHYTOTO WH(MOPMAIIMOHHOTO
POTHBOOOPCTBA HEOOXOAMMOCTh y4eTa perHoHalbHOTO acrnekrta. [IpupomaHsie, o1-
HUYECKHUE W PEJIMTHO3HBIC pa3inuus cyObeKToB P® wncropuuecku chopMUpoBau
BeChbMa TEeCTPYI0 MEHTaIbHOCTh €€ PEerHMOHOB, KOTOpas, HECOMHEHHO, OTpa3ujach U
Ha WX Toyb3oBartenssx MHTepHeT-mipocTpancTBa. MHpOopManronHas Moienb TaKkoro
MOJIL30BATENSI MOXKET CYIIECTBEHHO PO3HUTHCS Il TeppuTopuil Poccuiickoit Dene-
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pamuu (cBeime 100 HapogHocTe#t, 11 9acoBBIX MOSICOB M 8 KIMMATHYECKHX 30H).
OueBUHBIM TOMY CBHUJETEILCTBOM ClieAyeT CUUTATh peruoHajibHble nadnuku. [le-
csaTKU Taknx HTepHeT-coo011ecTB (yHKIIMOHUPYIOT B KXKI0M perrone Poccum, e
JKUATENIN 00CYXJAl0T TeMbl, HACyl[HbIE JIsl CBoell Tepputopun. Beé aTo nepemeriaet
«OUTBY KOHTEHTOB» B pecIlyOsIMKu, Kpasi U objactu PD. OenepanbHbie 0000111eHUS B
JaHHOM ciy4yae OyJyT HallOMHHAaTh MOUCK «CpeHel TeMIlepaTypbl MO OOJbHUIIEY.
[TosTomy uMeHHO Mojenb peruoHanbHoro Murtepner-nosb3oBatens (PUII), otpa-
JKarollasi ero KOMMYHUKAIIMOHHBIE MPEANIOUTeHHUS] B COLMANIbHBIX CETSIX U coolIle-
CTBax, JOJKHA JIeXKaTh B OCHOBE 3TOM OUTBBI, BKJIIOYAsl MPOLEAYPhI BISIBICHUS Jie-
CTPYKTHUBHBIX KOHTEHTOB, U3MEPEHHUS UX NapaMeTPOB M OLIEHKH apeaja pacrpocTpa-
HEHUsI, OTIEpaTUBHOE MPOTHUBOJICUCTBUE. YMECTHO 3/1eCh OTMETHUTHh TOT (PaKT, UTO
MPaKTHKyeMOe TIPU TMPOTUBOOOPCTBE OJIOKHPOBAHWE HMCTOYHHUKOB JECTPYKTHBHBIX
KOHTEHTOB M Jaxke 1enbiXx MurepHer-cepBrucoB (Kutaii) ManosgheKTHBHO B JOJTO-
CPOYHOU MEPCICKTUBE.

Hanpotus, celivac ocTpo HEOOXOIUM MHCTPYMEHTAPHM, KOTOPBIH OepaTHBHO
(110 BO3MOYKHOCTH, B peaJlbHOM MaciiTade BpeMeHH) OyJeT pearnpoBaTh Ha KOHTEHT-
ataku. B Buy oOWIMs ¥ M30MPEHHOCTH TTOCIEIHUX, OCYIIECTBISATH BBIIICH3I0KEH-
HOE TOJIbKO B PYYHOM pEXHMeE Jajiee He MpelCTaBiIseTcsl BO3MOXKHbBIM. Terepb 3Ty
MpoLEypY TPUIETCS aBTOMATU3UPOBATh, MPOTPAMMHBIM MYTeM HIASHTUDULIMPYS
BPEIOHOCHI U OLIEHMBAasi MX OMACHOCTh B PErMOHAIBHOM VHTepHET-NpOCTpaHCTBE.
[Ipr 3TOM HUCKIIOYUTENIBHO OPraHU3allMOHHO-IIPABOBOE pearupoBaHHUE AAET 3HAYU-
TeJbHOE OTCTaBaHKe B MH(pOpMalMOHHON OoprOe. B 3TOM KOHTEKcTe 1eH3ypa uepes
MO/JIEpalMIO COLMATIbHBIX CETEH UMEET SIBHO BbIPa)KEHHbIE HEJOCTATKH YEJIOBEUECKO-
ro (akTopa: CyOBEKTUBU3M CYXJEHUW U OLIEHOK, OTPAaHUIEHHOCTh OBICTPOICHCTBUS
00pabOTKM NTaHHBIX W TPHUHSTHS PEIIeHUs B cliydae JIaBUHOOOpa3HOTo BOpoca Je-
CTPYKTUBHOIO KOHTEHTA. 3J/ileCh HYXHa omepaTHBHas KOHTp-mponaranjna B Mutep-
HeT-coo01IecTBax (TeJIeBUAEHHUS, KOTOPOE MaJI0 CMOTPUT MOJIOZEKb, TYT SIBHO HEJO-
CTaTOYHO), OMUPAIOLIAsICSl Ha MpeasiaraeéMblii MPOrpaMMHBIA UHCTPYMEHT U MOJEIb
PUII, B kaxxioMm cyobekTe PO.

4.3. HoBH3HA U HAYYHO-TEeXHUYECKHI YPOBEeHb

1. Onopa mporpammHo-texuudyeckoro komruiekca (I1TK) na mozens peruo-
HajbHOrO MHTepHeT-nonb30Barelns, cHOPMUPOBAHHYIO C TMOMOIIBIO COLIMOJIOTHYE-
CKHMX OITPOCOB I0JIb30BaTejiell B KOHKpeTHOM cyObekTe PO.

2. Opuenrauus IITK Ha aecTpyKTHMBHbIE NMpPU3HAKHM KOHTEHTa (cemapaTH3M,
3KCTPEMU3M, TEPPOPU3M U JIp.) C LIeTIbIO €ro BBISBICHUS U ONpeJiefieHrs apeaya pac-
MPOCTPAHEHUS B peTHOHAIBHOM MHTepHET-ITPOCTPaHCTBE.

3. Peammzanms B [ITK BHemHero (6e3 MHTErpaiiyd ¢ IOMOIIBIO afMHUHUCTpPA-
TUBHOTO pecypca MOTOJIHUTEIbHBIX HHCTPYMEHTOB BeO-aHAIUTUKHA B OTISIHHBIX
COLICeTsIX) MOHUTOPHUHIA MPOLIECCOB PAaClpOCTPaHEHHUs AECTPYKTUBHOIO KOHTEHTA B
HNHuTepHeT-co001IecTBaX, MOMB3YIOMMXCS TMOMYISPHOCTHIO B pacCMaTpUBAEMOM pe-
THOHE.

4. IlpumeHeHre COBpEeMEHHBIX MOJeNiei MPOoIecCoB, MPOTEKAOIMUX B HHGMOP-
MallMOHHBIX COLIMAIBHBIX CETSAX, a TaKKe TEeXHOJOTMd MallMHHOro OOy4YeHUs u
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BigData nyist onpenenenusi pernoHalbHON crnieliuukd U yTouHeHus: moaenu PUII
OTpaXkaeT HaAyYHO-TEXHUYECKUN YPOBEHb ITPOEKTA.

5. 3apauu ¥ BO3MO:KHbIEe IYTH UX pelleHUs

JIst nocTUKeHUs MOCTaBIEHHOM 1€ HEOOXOAUMO pelleHre CIeyIOIUX 3a-

ad:

1. HNrepanmonHas akTyanu3allisi aBTOMAaTU3UPOBAHHOW MO Peruo-
HallbHOTO MIHTEpHeT-noIb30BaTeNsl U cuctemarudeckoe ooHorinenune PPJIK.

2. Coznanne komnonenTa [ITK s ckaHupoBaHUS perHOHAIBHBIX Ma0JIH-
KOB.

3. Coznanue komnoHeHTa [ITK miist BeisiBIeHUS AECTPYKTHBHOI'O KOHTEH-
Ta.

4. Cosznanue xomnonenta [ITK ans onpeneneHuss MEeTpUK U TPOTHO3ZUPO-
BaHUs apealla paclpoOCTpaHeHUs JeCTPYKTUBHOTO KOHTEHTA.

5. Coznanue nuuHoro kabunera onepatopa [1TK.

[Tpu 3TOM npocMaTpUBaIOTCS CJIEAYIOLINE MTYTU UX PELICHUS:

1. dopmMUpoBaHUE METOIMUECKOI0 oOecTiedyeHHs] Ha OCHOBE OPUTMHATBHBIX

pazpaboTok kadenpsl (1.7.1) B ob1acTy pucK-aHaIn3a JeCTPYKTUBHBIX WH(pOpMaIIr-
OHHBIX BO31ENCTBUMH.

2. Pa3pabotka anropurMudeckoro u nporpamMmmaoro odecrneuenus [1TK Ha
ocHOBe TexHoJiorui BigData u MammHaHOTO 00yYeHUs.
3. UrepanmronHoe TOBTOpeHHE aHOHWUMHOTO aHKETHPOBaHWS B mabiMKax

JUIS YTOYHEHUSI W PacCIIUpEeHUs] aBTOMATHU3UPOBAHHONW MOJIEIN pernoHaibHoro MH-
TEepPHET-TIOJIH30BaTeNIs, BKIIIOYAs aHAIA3 MOJENU JJISl TOJy4YeHUs BBIOOPKU BEPOST-
HBIX paclpocTpaHuTeNe U norpeduTesneil 1eCTPyKTUBHOIO KOHTEHTA.

6. O:xxuaaemble pe3yabTaThl

6.1. Onucanue pe3yibTaTOB HCCJI€I0BAHUH

B pesynbrare peanuzaiuy npoeKkTa JOJKHbBI ObITh 00eCIIeUeHbI:

1. CxanupoBaHue (Ha MpeAMET BBISBICHUS IECTPYKTHBHBIX KOHTCHTOB) PETH-
OHAJILHBIX COOOINECTB, OXBATHIBAIOLIMX (C YYETOM IepecedeHuii) aOCOII0THOE
OONBIIMHCTBO ayJIUTOPUU PETHOHANBHBIX HTepHeT-TioNb30BaTeneil. 3aka3yuk Mo-
JKET 3a/1aTh KOHKPETHBIN TlepedeHb Ma0IMKOB JTNO0 MPOIEHT OXBaTa ayANTOPHUHU.

2. BrlisiBiieHHe B BBIIIEyKa3aHHBIX COOOIECTBAX KOHTEHTA C MPU3HAKAMH Jie-
CTPYKTHUBHOCTH, oOIlpefeieHHbIMUu KoHImeniuel HalMoHAIBHOM 0€30macHOCTH U
JloxtpuHO# mHOpMaImonHol O6e3onacHocTH Poccuiickoit ®eneparun, denepaib-
HBIMHU 3aKOHaMU «3aKOH O cpe/icTBaX MaccoBoi mHpopmarum» U «O 3ammuTe aeTei
oT mH(MOpMaNNK, TPUUUHSIONEH Bpea WX 3J0POBBIO W pa3BUTHIO», «EIWHBIM pe-
ecTpoM 3arnpelleHHol uHpopmanun» PockomHanzopa P®. 3aka3zuuk BpaBe 3a1aTh
OT/ICJIbHO MHTEpeCyIollhe ero Npu3Haku AeCTPYKTUBHOCTH KOHTEHTA.

3. Busyanmzaius BBIIBICHHOTO KOHTEHTA, BKJIFOYAs €ro mapaMeTphbl Ha MOHH-
TOpe omnepaTopa MpoeKTa. 3aKazuuK OIMpeaesisieT MaKCUMAaJIbHO JOMYCTUMbINA Nepro
BBISIBJICHUS JIECTPYKTUBHOTO KOHTEHTA, HAIIPUMep, B TiepecueTe Ha OANH aHAIU3UPY-
eMbIl pecypc (IIpH MoclieIoBaTelIbHOM UX 00X0/e).

4. OnpeneneHre CIEIYIOMNAX TapaMETPOB JECTPYKTHBHOTO KOHTEHTa (B
YCTaHOBJIEHHBIH BhIle iepuon). K npumepy:
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- BPEMSI U MECTO MOSIBJICHMUS;

- ICTOYHMK BOpOCa;

- 3HaUEeHUE MapaMeTPOB PUCKA BOBIICUCHHOCTH IOJIb30BaTeNeiH;

- IPOTHO3UPYEMBbIH MEepUO]i aKTUBHOCTH KOHTEHTA;

- IPOTHO3UPYEMBIH apeas pacnpocTpaHeHHus (Ha MUKe MOIMYJISPHOCTH) KOHTEH-
Ta.

[Tepeuenb mapaMeTpoB MOXKET OBITH COKpallleH JIMOO pacllipeH 3aKa3uhKoM C
COOTBETCTBYIOIIEH KOPPEKLHEN NOMyCTUMOTIO NePHO/Ia BbISIBICHUSI KOHTEHTA.

5. Hcxons u3 apeana U aHalli3a KOMMEHTapUeB KOHTEHTA, OLIEHKa U BU3yaJlu-
3alMs pUCKa JeCTPYKTUBHBIX AeiicTBUi MIHTepHeT-nonp30Bareneil peruoHa no/ Biu-
STHUEM pacIpocTpaHseMoro Kontenta. Ckopee Bcero, 3akazunka OyJieT HHTepecoBaTh
HEKHUH MOpOT OJI0OPEeHUS ayIUTOPHEl BBISIBICHHOTO M PACIIPOCTPAHSIEMOTO JIeCTPYK-
TUBHOT'O KOHTEHTA.

6. OTcliexxuBaHue W BU3yalld3allvsl BbIIIEYKa3aHHBIX MapaMeTpoB (B TEUCHUE
BCETO MPOTHO3UPYEMOT0 Meprojia aKTUBHOCTHU C PETYJISIPHBIM OOHOBJICHHEM ) Hanbo-
Jlee OTMAacHBIX KOHTEHTOB. 3aKa3uMK BIpaBe 3a7aTh MEPUOIUIHOCTH HAOIOJICHUS 32
TaKUM KOHTEHTOM (0COOEHHO B CiIydae ero IOBTOPEHUS).

7. Axtyanuzanusi (Ha OCHOBE MEPUOAMYECKU pealu3yeMbIX MabJIUK-OMpOCOB)
MOJIEJIM PETHOHANBHOTO MHTEepHET-N0Nb30BaTeNsl, B TOM YHUCJIE C y4eTOM HaKarliu-
BaeMoro (1o BbILLIEyKa3aHHOMY perjiaMeHTy) peruoHaibHoro peectpa PPJIK ne-
CTPYKTHBHBIX KOHTEHTOB M peecTpa M'eHEepUpPYIOIIMX WX UCTOYHUKOB, BKJIIOYas aHa-
JUTHUKY O JWHAMUKE MapamMeTpoOB MOJENH. 3aKa3uyMK MOXKET 33]1aTh MePUOJUYHOCTD
OOHOBJICHUS] MOJICJIU U €€ aHaJIn3a.

[Ipumeuanue: Brillien3noxxeHHOe UMeeT OTHOIIEHHWE HCKIIOYUTEIBHO K pyC-
CKOSI3BIYHBIM OTKPBITHIM MIHTEepHET-CcOo00IIIecTBaMm.

6.2. 3HauMMOCTh sl peaju3aluu CTPAaTern4ecKux JOKyMEHTOB

Pa3pabotka IITK cooTBeTcTByeT NIpHOpHUTETaM HAYYHO-TEXHOJIOTHYECKOTO
pazutusi  Poccuiickoit  ®Depnepauun, onpeneneHHbix CTpaTerueid  Hay4yHO-
TEeXHOJIOTHYeCKOoro pa3Buths Poccutickoit Menepanuu B 00J1aCTH IIPOTHUBOJICHCTBHE
TEXHOT€HHBIM, OMOTEHHBIM, COIL[MOKYJIBTYPHBIM YIrpo3aM, TEPPOPU3MY M HJI€OJOTH-
YECKOMY 3KCTpPEMHU3MY, KHOepyrpo3aM U MHBbIM MCTOUYHHKAM OMAcHOCTH JUisl 0Ollie-
CTBa, DKOHOMUKH U rocyjaapctsa. [Ipoekt peainzyeTcsi B COOTBETCTBUU ¢ TpeOoBa-
Husimu Ctpateruu HalpoHalibHOM Oe3omacHoctu Poccuiickoit @eneparuu (yTBep-
xaeHa Ykazom [Ipesunenta PO ot 31.12.15 Ne 683), JlokTpuHbl HH(DOpMaLMOHHON
6e3omacHoctu Poccuiickoit @enepanuu (yTBepkaeHa YkazoMm I[lpesugenta P® ot
05.12.2016 Ne 646), cTpaTeruu pa3BuTus MH(GopMalHoHHOTO odiecTBa Poccuiickoi
Oenepanuu (yrBepxaeHa Ykazom llpesugenta PO ot o1.05.2017 Ne 203) u Ilpo-
rpamMbl «LIudposas sxoHomuka Poccuiickoiit @eneparum» (YTBEpKIeHa pacrops-
xenueM [Ipencenarens [IpaButensctBa PO ot 28.07.2017 Ne 1632-p).

7. Hay4Hblil (HAY4YHO-TeXHHYECKHH) 3a1eJ1

7.1. Pe3yabTaThl HCC/I€J0BAHUN B peAMEeTHON 00/1aCTH NPOEKTA

1. MoHorpaduu:
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1.1. ComnuaneHble ceTH U AecTpyKTHBHBIN KOHTeHT/ Octanenko A.l'., [lapu-
HoB A.B., KanamnukoB A.O. u ap.; [lox pen.un.-kopp. PAH JI.A. HoBukoBa. — M.:
INopsiuas nuuus — Tenexkom, 2017. — 276 c.: ui.

1.2. DnugeMuu B TeleKOMMYHHUKAIMOHHBIX ceTsix/ Ocranenko A.l'., Pagpko
H.M., KanamnukoB A.O. u ap.; [lox pen.un.-kopp. PAH JI.A. HoBukoBa. — M.: T'o-
psdas muHus — Tenexkom, 2017. — 284 c.: .

1.3. Arakyemble B3BelieHHble ceTd/ Ocranenko A.l'., [Inoraukos JI.I'., Ka-
namHUKOB A.O. u ap.; Ilox pex.un.-kopp. PAH JI.A. HoBukoBa. — M.: I'opsiuasi nu-
Hus — Tenekowm, 2017. — 248 c.: un.

2. Cratbu B KypHanax, uHaekcupoBaHHbIX B 6aze SCOPUS:

2.1. Ostapenko, A.G. Denial of service in components of information tele-
communication systems through the example of “network storm” attacks / A.G.
Ostapenko, S.S. Kulikov, N.N. Tolstykh, Y.G. Pasternak, L.G. Popova // World Ap-
plied Sciences Journal. — 2013. — 25 (3). — P. 404-409.
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methodology taking into account possible damages / A.G. Ostapenko, E.F. Ivankin,
V.S. Zarubin, A.V. Zaryaev // World Applied Sciences Journal. — 2013. — 25 (4). — P.
675-679.
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distribution automated information data system / G.A. Ostapenko, D.G. Plotnicov,
0.Y Makarov, N.M. Tikhomirov, V.G. Yurasov // World Applied Sciences Journal. —
2013.-25(3). — P. 416-420.

2.4. Ostapenko, G.A. Analytical models of information-psychological impact
of social information networks on users / G.A. Ostapenko, L.V. Parinova, V.I. Be-
lonozhkin, I.L. Bataronov, K.V. Simonov // World Applied Sciences Journal. — 2013.
—25(3).—P.410-415.

2.5. Radko, N.M. Assessment of the system’s EPI-resistance under condi-
tions of information epidemic expansion / N.M. Radko, A.G. Ostapenko, S.V. Mash-
in, O.A. Ostapenko, D.V. Gusev // Biosciences Biotechnology Research Asia. —
2014.—-Vol. 11 (3). — P. 1781-1784.

2.6. Radko, N.M. Peak risk assessing the process of information epidemics
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7.2. MaTepuajibHO-TEXHUYECKasl 0a3a

Peammmzanus mpoekTa OCYIIECTBISETCS C WCIOJIB30BAaHUEM MaTepHaIbHO-
TexHu4eckoi 6a3el BI'TY.

7.3. Ko/u1eKTUB KJ104eBbIX HCHOJHUTEeH
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PyxoBoauTenb npoekta OcTtanenko Anekcanap ['puropreBud, pykoBOAUTEb
PernonanpHOoro y4eOHO-Hay4HOrO IIEHTpa IO IpodieMaM HH(OpMaIMoOHHONW Oe3-
ONAacCHOCTH, 3aBeAylolui Kadeapoi cucreM HHOOPMAIMOHHON O0€30IacCHOCTH
BI'TY.

CTpykTypHble noapa3saesieHnsi YHHBEPCUTETA — YYACTHUKH MPOEKTA

Kadenpa cucrem nadopmarmontoit 6ezonacuoctu BI'TY.

BHemHue y4acTHHUKHU NMPOEKTA

[IpaBuTenbcTBO BopoHexkckol 061acTy (MHUITMATOP MPOEKTa) B JIMIE €ro je-
naprtaMeHTa o0pa3oBaHusl, HAYKH U MOJIOJIC)KHOW MOJIMTUKH, T/ie B HAcTOsAIlIee BpeMs
MPOXOJUT anpodalfio cTaproBasi Bepeusi apToMarusrvpoBanHoit moaenu PUILL, non-
FOTOBJICHHAS UCTIOJHUTENISIMU MPOSKTA.

7.4. Pa3BuTHe HayUYHbIX 32/1€/10B

1. PazpabateiBaecMoe obecriedueHne BHeIpsieTCS B y4eOHBIN Iporiecc By3a
o creruaiabHOCTSIM 10.05.01 «Kommprotepras 6e3omacHocTh», 10.05.02 «MuabOP-
MaIrMoHHasi 0e30ITaCHOCTh TeJeKOMMYHHMKATMOHHBIX cuctem» u 10.05.03 «HHbDOP-
MaIMOHHAasi 0€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM», 00ECTIeYnBasi TEM CaMbIM
€ro MHHOBAI[MOHHYIO HAMpPaBJIEHHOCTh U POCT KauecTBa MOJATOTOBKHU CIEIMaIHUCTOB.
B pamkax yueOGHoro mpotecca (cryaeHueckas HUP) exenHeBHO oOHOBIsieTcs: 6a3a
JAHHBIX JEeCTPYKTUBHBIX KOHTEHTOB, MOSIBIISIONIUXCS B PETMOHAIBHBIX MTa0IuKax.

2. HenpepriBHO myOGauKyeTCs UK cTaTed, B TOM YHCIE B MHOCTPAHHBIX
KypHalax, a Takke — MOHorpaduu, OpUeHTUPOBAHHbIE HAa U3yUYEeHHE MPOLIECCOB MPO-
TUBOOOPCTBA B COLMAJIBHBIX U KOPIOPATUBHBIX CETSAX, BKIIOYAS CUCTEMATHYECKYIO
aktyanmzauutro PULL

3. 3anaaHupOBaHO €KeroJHOe MPOBEJEHNE HAyYHO-TTPAKTUYECKOU (C Mex-
TyHApOIHBIM ydyacTueM) KoHpepeninn «bezonacueiiit UHTEpHETY.

8. PoiHOYHBIH NOTEHIHAJ MPOAYKTA

8.1 IIpoaykr

OCHOBHBIM MPOAYKTOM SIBJISICTCSI TPOrPAMMHO-TEXHUUYECKUN KOMITJIEKC MOHU-
topunra (I1TK) MaTepHeT-myOauKanuii 1yl BBISBICHUS IeCTPYKTHBHOIO KOHTEHTA
(IIK). Ha3znauenuem NaHHOTO MpOAYKTa siBIsieTcsl oTciexxuBaHue mnosiBieHus JIK B
COIIMAJIBHBIX CETSX, a TaK)Ke CpeAcTBax MaccoBoil nHpopmaluu, padoTatomiux B MH-
tepHeTe. OcHOBHOU oTinuMTenbHOM ocobeHHocThio [ITK siBisieTcss ucnonb3zoBanue
1esieBoil Monenn MIHTepHeT-1oap30BaTeNsl, NO3BOJISIIOIINKI paHxupoBaTh K no cre-
MeHU OIMAacHOCTU U orepaTuBHO MHpopMUpoBaTh Nosb3oBarened [ITK o Bo3Hukatro-
IIAX YyIrpo3ax.

8.2 PpiHOYHAsI cUTyalus

CoznaBaembiii [ITK moxer ObITh BoOCTpeOOBaH denepaibHBIMH W MYHHUIIU-
NaJbHBIMU OpPraHaMH TOCYJapCTBEHHOW BJIACTH, a TakKe OOIIEeCTBEHHBIMU U KOM-
MepuecKUMHU opranuzaiusMm. B mepBom ciydae I1TK moxer ObITh NpUMeHEH IS
OTIEpaTHBHOTO WH(MOPMUPOBAHUS JIHI], TPUHUMAOIINX PEIIeHUsI B OpraHaxX rocyaap-
CTBeHHOH BjacTh 00 WH(POPMAIMOHHBIX BOpOcax, MPEACTABISIONIMX YIPo3bl 00IIIe-
CTBY H rocyaapctBy. Bo Bropom ciydae ITTK npumensieTcs 1j1s BBISIBICHUS HHPOP-
Mal[MOHHBIX aTaK Ha KOHKPETHbIE OPTraHU3alUu C L0 MOAPhIBA UX JEJIOBOU pery-
Talru.
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8.3 KonkypenTHasi cpeaa

PaccmoTpum Hambosee momysspHbIe B HACTOSIIIUNA MOMEHT CUCTEMbl MOHUTO-
pYHTa ¥ aHann3a coruaibHbIX ceTeil. Cuctema Radian 6 (www.radian6.com) mipen-
Ha3HayeHa JJisl OTCJEKUBAHUS B peallbHOM BpeMeHHU YIIOMUHAHUU OpeH0B ¢ yUeTOM
TOHAJIBHOCTH B COIMAJIBHBIX CETAX (IPeIOCTaBiIsACTCs MaHelb yIpaBIeHUS MOHHUTO-
PHUHTOM) W IS YYacTHsl B MPOUCXOJSAIMNX OOCYXKICHUSIX (IIPeIOCTaBIsSCTCs MaHelb
yIIpaBiIeHUs ydactueM). [laHenb ympaBlieHHs ydacTHEM IO3BOJISIET pearnupoBaTh Ha
aKTUBHOCTH B COITUAIIBHBIX CETSIX U3 OJJHOTO MECTA, UCIIOJIb3Ysl UMEIOIIUECS YUSeTHBIC
3amycH B Osorax, miomankax Twitter m Facebook. Jliis perpocnekTMBHOTO aHaIn3a
JIOCTYIIHBI JaHHbIE, HAKOIIJIEHHbIE 32 nociennue 30 gHeil. Takoe orpaHuydeHne npes-
CTaBJISIETCS] CYLIECTBEHHBIM JJIsl aHAJIN3a MPOJIOJIKUTENIBHBIX KaMIIaHU B COLUAIIb-
HBIX CeTsAX. 3aMeTuM, 4To cuctema Radian 6 B Gosblieil ctenenu Ghokycupyercs: Ha
OTNEPaTUBHOM pearupoBaHUM Ha MPOUCXOMASIIME COOBITHS, HEXeJdn Ha OusHec-
aHAJIUTUKE (CTpAaTerMUYeCKUl YpOBEHb MPUHSTHUS PEUISHUM), MO3TOMY YHPaBJSIOIINE
BO3JICHCTBUS MOTYT IPUBECTH JIMIIIb K KPaTKOBPEMEHHOMY BCILIecKy npojax. [losb-
30BaTeIsIM CHUCTEMbl MPENOCTAaBISIETCS BO3MOXXHOCTh HAcTpauBaTh (U COXPAHSTH)
npodUin paHKUPOBAHUS MO CISAYIOLIMM IOKa3aTeNsiM: MO0 KOJUYECTBY MOCTOB 3a-
JTAHHOM TeMBbI, 110 KOJIMYECTBY KOMMEHTAPHUEB 3aJaHHOM TeMaTHUKH, IO KOJUYECTBY
YHHUKQJIBHBIX KOMMEHTATOPOB, 0 KOJIMYECTBY BXOJSIIUX CCBIIOK, IO KOJIHYECTBY
r'0JIOCOB, IO KOJIMYECTBY OTBETOB Ha TeMaTHUECKUX (hopyMax.

IIporpammusiii kommuieke Radian 6 peaan3oBaH Ha OCHOBE METOJIOB aHAIU3a U
MOMCKa TEKCTOB Ha YPOBHE KJIFOUEBBIX CJIOB, aHAJIN3a TOHAILHOCTU TEKCTOB, & TaK¥Ke
BU3yasibHOTO aHanm3a. Hemoctatkom Radian 6 siBisieTcst To, 94TO JaHHOE TIPOTpaMM-
HOoe o0ecrieyeHre He MCIOJb3yeT MaTeMaTUYeCKUe METOJIbl aHalu3a JaHHBIX, & OC-
HOBBIBAETCS JIUIIIh HA TUHIBUCTHYECKUX U IpadUueCKUX METO 1ax.

CucTeMa MOHUTOPHHTA U aHAJIK3a COIUANIbHBIX ceTel AlterianSM2. OcHoBHOe
pemrerre komnanuu SDL B 061acTu aHaiIu3a COIMalbHBIX Meaua — cucteMa Alterian
SM2 B cBsi3Ke C JOMOJHUTEIbHBIMU NMPUIIOXKEHUSIMU U cepBucamu. Cucrtema Alterian
SM2 — TunuuHas Ajisi CBOEro Kjacca CHUCTeMa, KOTopas IO3BOJISIET OTCJIeKUBaTh
YIIOMHHAHUSI OPEHJIOB B COIMAIBHBIX CETSIX C YUYETOM TOHAJIBHOCTH (OIpenemseTcs
MOJIOKHUTEIbHAS, OTPUIIATEIbHAS U HeUTpaibHasl TOHAIBHOCTE). KpoMe Toro, yTBep-
JKJIaeTcsl, YTO CHUCTEMa II03BOJISCT JOKAJIM30BaTh MeCTa OOCYKICHHN M ONpPEeIesiTh
neMorpaduieckue XxapakTepUCTHKU TTOJIb30BaTeel COLMAIBHBIX CeTeH.

CucrteMa aHanusza couuaibHbIX ceTeil BrandSpotter mo3unmonupyeTcst Kak cu-
cTeMa MOHUTOpPUHIA W yIpaBlieHUsl penyTauueidl 6peHaa B COLUAIBHBIX CETSIX: OT-
CJIC)KUBAIOTCSl YIIOMUHAHUS OpeHJia C Y4ETOM TOHAJIbHOCTU; OTCJIC)KUBAIOTCSI HAaubo-
Jiee 3HaYMMBbIe TTOJIb30BaTeNId COLMANIBHBIX CeTell Mo JaHHOU TemaTuke (3HauuMBbIe C
TOYKM 3pPEHUS KOJIMYeCTBAa YIOMHWHAHWM, TOHAJIBHOCTU YNOMWHAHWUM, KOJUYECTBY
nocnenoBareneit u apyseit). Takum obpazom, cuctema BrandSpotter nmpegHazHaueHa
JUIS OIICHKHW TEeKYIed CUTYyallMd B COIMAJIbHBIX MEJIHa M aHajIu3a JIAHHBIX 3a IPe]Ibl-
nyme nepuoasl. IIpr 3ToM ocTaeTcsi OTKPBITHBIM BOIPOC ITPOTHO3UPOBAHUS Pa3BH-
THS CUTYyallHH.
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Cucrema aHanu3a colMabHbIX ceTed «Meauanorus» aBTOMaTUYeCKH MPOU3-
BOJUT MOHUTOPHUHT U aHaln3 cooOlueHui 6onee 92 MUIMOHOB UCTOYHUKOB COLIM-
anbHBIX Meana. «Menuanorus» uccieayeT Bce HanOosiee MOMyJsipHble TUIaThOPMBI,
BKrouas Twitter, Facebook, BkonTakre, LiveJournal, Mol Mup, aBToHOMHBIE 0J10-
T, a TAaKXKe CIelUaIN3upOBaHHbIe PopyMmbl. [lomoHATEbHBIE UCTOYHUKH TTOIKITIO-
qaroTcs Mo 3ampocy. «Meaualorus» pelaeT cleAyrolnue 3a1a4l M0 MOHUTOPUHTY
COITMAJILHBIX MeJHa: ONePAaTUBHBIM MOHUTOPUHT OJIOTOC(hEphl U COLMAIBHBIX Meaua
Mo 3aJaHHBIM OOBEKTaM W TeMaM; OTCJIC)KMBAHHWE HeraThuBa M HWH(POPMAITMOHHBIX
PHUCKOB B OJiorax; ornpejeneHue Hanbosee MomyasipHbIX O0JI0repoB U cOOOIIECTB; BbI-
sIBJIeHUEe HamOoJiee aKTUBHBIX U HETaTHBHO HACTPOEHHBIX OJIOrepoB; pacmlpeneseHne
YIOMHUHAHUHN TO TUIOIIAIKaM, PerHoHaM, COIHAIbHO-AeMOrpaQUiIecKuM IoKa3aTe-
JsIM; aHanu3 HauOolyiee 3aMEeTHBIX HH(OIMOBOAOB; OLEGHKa OXBaTa ayJAWTOPHH B
collMe/INa; CpaBHEHHE KITIOUEBBIX MMapaMeTpPOB MPUCYTCTBUS B COIIMeAHMA C KOHKY-
pEHTaMH.

[TporpammHoe obecrnieuerre chotam.ru ucnonb3yeT 6a30BbIe METO/IBI TTOUCKA U
aHaju3a TEKCTOB Ha ypOBHE KIIIOUEBBIX CJIOB. B ciyuae, eciiu BbI siBlIsIeTeCh aIMUHHU-
cTpaTopoM (MOAEpaTOpPOM) UM BaM MPEIOCTaBUIIM IOCTYT, Bl MOXKETE:

1. OTrcaexuBaTh Bce OCTHI, poTorpadun, BU1e0 U COOOIIEHUSI.

2. Ilomy4dath yBeAOMIICHUSI, KOTJa BaM 3a/1alld BOTIPOC, Yepe3 MECCEeHIKePhl U
AIIEKTPOHHYIO TIOUTY.

3. CpaBHHBATH C APYTUMHU TTOAOOHBIMHU MTa0TUKAMHU.

4. OrcnexuBarh craM, OBICTPO TONY4YaTh YBEJIOMIICHHWS W JIMKBUIWPOBATH
BpEIOHOC.

5. 3agaBaTh BONPOC IKCMEPTy W MOJTydaTh OTBETHI HA BOIPOCHI, CBSI3aHHbBIE C
MOHUTOPHUHTOM TPYTITIHL.

EnvHcTBeHHAs QYHKIHS, JOCTYITHAST OOBIYHOMY TOJIB30BATEIF0, — ATO COPTH-
poBKa ((puibTpalys) KOMMEHTapHeB MO KIIOYEBbIM clloBaM. [[j1s1 3TOro Hano:

1. Bectu cnoBo/¢pazy B rpady "cooblieHue coepKur:"

2. YCcTaHOBUTH KaKOMY CEPBUCY MPUHAJICIKUT OTCIICKIUBAHHUE.

3. BeiGpats craryc punasTpanmu (Jiro0o#, 0100peHo, OTHHIBTPOBAHO).

4. BeiOpath Tum. M3 Bcex TUMOB JOCTYMHO MPOU3BECTH MOMCK TOJBKO KOM-
MeHTapueB. OcTtanbHoe (OT3bIB, MTOCT, YIIOMUHaHKE, COOOIIeHne, OTBET, (OTO...) He
paboraer.

5. BeiOpaTh Tiepuoj, B KOTOPBIM HaJO0 WCKaTh KOMMEHTApHWH MO KIFOYEBOMY
cioBy/(dpaze.

Takum obOpazomM, pecypc chotam.ru BecbMa OrpaHMueH MO CBOMM CTPYKTYpPHO-
(GYHKIIMOHATBHBIM BO3MOKHOCTSIM.

[IpyHIMNMATBFHBIMU HEJIOCTATKaMHU BCEX BBIIETIEPEUUCICHHBIX CHCTEM SIBIISI-
IOTCSI:

- OTCYTCTBHE OpPHUEHTAIIMM WX MOHUTOPHHTA HAa perHOoHabHbIC MabJIMKU U Ka-
HaJIbl, CYIIECTBEHHO BIMSIOLINE Ha 00IIeCTBeHHOEe MHEHUE B cyObekTe PD;

- UCKJIIOYeHHe U3 ITyOOKOro paccMOTpeHus necTpyKTuBHOTO KoHTeHTa (1K),
UMEIOIIEeTO crieluduieckie 0COOCHHOCTH TOCTPOCHHS W TIPU3HAKHA Paclo3HABAHUS
(Ha ocHOBe HakomIeHHOH 6a3bl manabX JIK u mogenu PUIT);
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- UTHOPUPOBAHUE BO3MOXKHOCTEN pUCK-aHaIM3a MPOLECCOB PacHpOCTPaHEHUS
JIK, BKIIFOYasi COOTBETCTBYIOIIYIO METPOJIOTHIO M MPOTHO3UpOBaHUe apeana aguddy-
3un JIK B mabnukax u kaHajax.

8.4 /loBegenue 10 noTpedHUTE/Is, HCMOJIb30BAHNE Pe3yIbTATOB

IIpexne Bcero, uepe3 yueHnli coBeT PYHIL] nmpencraBnseTcs BO3MOXKHBIM
JIEMOHCTPUPOBATH JJIsl BEPOSITHBIX MOTpeOUTEeNel JOCTOMHCTBA MPOEKTa. JTO TaKue
6azoBeie s PYHI[ npemnpustuss B permone, kak «KonmepH «Co3Be3auey,
["ocymapcTBeHHBINM HAyYHO-HCCIICIOBATEIECKUN UCTIBITATEIbHBINM HHCTUTYT MTpo0ieM
texHudeckod 3amuthl umHbpopMamumu DPCTOK Poccum wu  ap. Kanamom
WHOOPMUPOBAHUS W B3aWUMOJECUCTBUS MOXXHO TaKXKe CYHTaTh KOMHCCHIO TI0
uHpoOpMalMOHHON Oe3omacHocT Tpu  rybepHaTtope BopoHexckoi obnactu
(pyKoBOIUTEIb MPOCKTA SIBJISCTCS €€ YJICHOM), I/ie IIPEeCTaBIICHBI BCE PErHOHANIbHbBIC
CTPYKTYpBI, KOMIIETEHTHbIe M0 JaHHOMY Tmpodwimro. HakoHem, mist cBs3U ¢
MOTPEOUTENIIMU MOTYT OBbITh UCITOJIB30BaHbl peCypChl paboyeld rpymIibl MO pa3BUTHIO
npoekta «be3omacHblii  MHTepHeT», CO31aHHOM TNPHUKA30M  PYKOBOJIMUTENS
nernapraMeHTa o0pa3oBaHUs, HAyKW W MOJIOJIC)KHOM TONMTUKH BopoHexcKkoit
obnactu Moconoa O.H. UcnonmHutenu mnpoekTa eXeKBapTalbHO Yy4YacTBYIOT B
3ace/laHusIX 3TOW TpynIbl, peryisipHo BoicTynaitoT B CMW u Ha calite mpoekTta
Oe3onacHbI-UHTEpHET.PD.

JloBenenue 10 moTpeduUTeNs pe3yJbTaTOB MPOEKTa BO3MOXKHO TakKXe 3a CUeT
azpecHoi paboThl ¢ MyHUIIMTTAIIBHBIMU U PETHOHATHHBIMA OpTraHAMHU BJIACTH, BILIOTh
JI0 3aKJIIOYeHUs] C HUMHU JOTOBOPOB O CO3/IaHUU CHUTYallMOHHBIX LIEHTPOB
pearupoBaHUs Ha HHPOPMaIMOHHBIe aTaku. Kpome 3Toro, Takas padbota MOXET OBITh
OCYLIECTBJICHA C YaCTHBIMU MPEAIPUSITHIMHU, 3aMHTEPECOBAHHBIMU B UCMOJIb30BAaHUHU
pazpabateiBaemoro I1TK B cBoem OusHece.

BaxHpIM pecypcoMm sl JOBEIEHHS 1O TOTpeOUTEeNs pe3ysbTaTOB MPOCKTa
cJeyeT CUMTaTh MUCKYCCHOHHYIO IUIOIIANKy KoH(pepeHuuu «be3omnacHeiit UHTEp-
HET.

8.5 Kommepueckasi H(MJ1M) COUMANbHAS 3HAYUMOCTD 0KHIAaeMbIX pe3yJib-
TaTOB

[IpoekT mpexxkae Bcero OpUeHTUPOBaH Ha IIKOJbHYIO U CTYAEHUYECKYIO MOJIO-
JIe’Kb PeTHOHa — KaTeroputo HaceneHus: BopoHexxckoi obiactv, Hanboiee YyBCTBU-
TEJTBHYIO K aTrakaM JeCTPyKTUBHOTO KOHTeHTa. B 3ToM ciiydae pa3pabaTbiBaeMblii
ITTK uMeeT BBICOKYIO COLMAIBHYIO 3HAUUMOCThH C YYETOM BO3MOXKHOCTEU €ro mpu-
MEeHeHUS 151 obecTnieueHnss HHPOPMAITMOHHOM 6€30MaCHOCTH PEerHoHa U OTPaXICHUS
HNuTtepHeT-nonb3zoBaresneit ot JIK nmocpeacTBOM onepaTUBHOIO pearupoBaHUsl HA 3TH
aTaku.

KoMmmepumnanuzanms npoekta BUAUTCS B JBYX HaIlpaBICHUSIX:

1. TupaxupoBaHue HayYHO-METOJIMUYECKUX M MPOrpaMMHO-TEXHUUYECKHUX
pe3yJIbTaTOB MpoeKTa Ha apyrue cyobekTsl PO u ctpanbl CHI', 3auHTepecoBaHHbIC B
MOBBIIICHUN UH(OOPMAITMOHHON 3aIUIIIEHHOCTH CBOMX YKUTEJIEH OT BO3JACHUCTBUS Jie-
CTPYKTHUBHOTO KOHTeHTa. OpraHbl BJIACTH 3TUX PETHOHOB MOTJIA Obl BHICTYNUTH 3a-
kazunkamu ananranuu moaenu PUIIT u I1TK npoekTta B MHTepecax HaceJIeHHUs] CBOMX
TEPPUTOPUH.
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2. Hactpoiika I1TK (mmox mapkeTHHrOBBIE 3aJadd) C 10 MOHHTOPHHTA
pPBIHKA TI0O KOHTEHTaM ¢ KOMMEPYECKOU MEepPCIIeKTUBOM, Te 3aKa3urMKaMHU MOTIH OBl
BBICTYITUTh 3aWHTEPECOBAaHHBIC B OMEPATUBHOM aHAJIM3e HETOCYNapCTBEHHBIE CTPYK-
Typbl. 371eCh TPOSBISIETCS IBOMHOE Ha3HAUYeHHWE MPOAYKTa, 3aKJIoUarolieecss B BO3-
MoxxHOCTH HacTpoiiku IITK Ha BbIsSBIeHWe KOHTEHTa KOMMEpPYECKOTO CBOWCTBA C
MOCJIeAYIOIIUM ero McciieloBaHheM (B MHTepecax 3aKa3uuKa) B IPOCTPAHCTBE BEPO-
SITHOM KJIMEHTYPHI.

9. Pucku npoekra

OnHUM U3 OCHOBHBIX PUCKOB i co3zaaBaemoro IITK sBisieTcs BO3MOXKHBIN
adexT naBHHOOOpa3HOTO BOpoca JECTPYKTUBHBIX KOHTEHTOB, KOTJa ObICTpojcii-
CTBHSI MOXKET HEe XBATHUTh JIJISI BBITIOJTHEHUSI HEOOXOMMBIX TIPOTISTY].

B sToM ciydae ot pexxnMa mocienoBaTeIbHOTO 00X0Jla PECypCcoB MPUIIETCS
MepeiTH K pacrapajuieTMBaHUIO TTPOIIECCOB MOHUTOPUHTA, YBEIMUUBAIOIIEMY OBICT-
poxeiicTBre KoMILIeKca. PazymeeTcs, 3aka34iK B 3TOM cliydae JOJDKeH OBITh TOTOB K
JIOTIOJTHATENIbHBIM (DMHAHCOBBIM 3aTpaTaM Ha CO3/JaHMe MHOTOKaHAJIBHOM ammapart-
Hoil yacth [ITK, amexkBaTHOM BO3MOXHOMY BCILJIECKY KOHTEHTHOW aKTUBHOCTH W Ie-
PEUHIO UCCIEAYyEeMbIX PerHOHAIBHBIX Ma0anuKoB. OTCyTCTBHE ydeTa 3THX (DaKTOpOB
o0ycnaBnvBaeT BO3HUKAIOIIUKM B JAHHOM Clly4ae pHUCK.

MUHUMU3UPOBATh PUCK TPOITyCKa JEeCTPYKTUBHOTO KOHTEHTa IMPHU MOHHUTO-
pUHTe MabJuKOB BO3MOXKHO TaK)Ke 3a cueT yeloBeKo-MalllMHHOro noaxoxa. Ilapan-
JeapHO paboTarlue CTyAeHYecKue KuOepapyXuHbl (B pamMKaxX Hay4dHO-
UCCIIE0BATENBCKUX, KYPCOBBIX U JUIIJIOMHBIX pa0OT) CIOCOOHBI JOMOJHUTEIBHO
HaOJIIoAaTh 3a PErHOHANIBHBIM HTEpHET-IPOCTPaHCTBOM, COACHCTBYS COBEpIICH-
crBoBaHuto IITK B xozne ero BHeApeHUs M SKCITyaTallUH.

10. CBeaeHust 006 MCIIOJTHHTEJISIX MPOEKTA

Hayunas mkona xadenpsl cucteM uHbpopmarmoHHoM Oe3zonmacHoctu BI'TY
BKIodaeT 19 mpodeccopoB. KoopnuHaTopamMy HayYHOM IIKOJIBI SBISIFOTCS YJICH-
koppecnonnenTel PAH HosukoB /I.A. u bopucos B.M. Kadenapa BocrmThiBaer 12
acIAPaHTOB M UMEET CBOU AuccepTallMoHHbIN coBeT /[212.037.08 no cnenuanbHOCTH
05.13.19 «Mertogsl W cuCTeMbl 3alUThl MHQOpPMaLMHK, HHPOPMAIIMOHHAS
0e30IacHOCTh.

AcCnUpaHTCKO-CTyIeHUeckoe HHHOBalmoHHoe Otopo (ACHUB) kadenps
aKTUBHO BKJIIOUMJIOCH B peaju3alyio IMpoekTa. B dacTHOCTH, B paMKax Hay4HO-
UCCIIeIOBaTEIbCKOM paboThl CTYJEHThl CKAaHUPYIOT pEruoHajbHble MabJIMKU W
CO3MIal0T 0a3y JaHHBIX JIECTPYKTHUBHBIX KOHTEHTOB, BBISBIEHHBIX B 3THX IMa0JUKaX.
Kpome toro, ACHb yudacTByeT B pa3BUTHUU U aKTyaJU3allMl MOJICJIM PETHOHAIBHOTO
HHTepHeT-monp30BaTeNsl, MPOBOJUT aHATUTHUYECKHUE HCCIIEIOBAaHUS 3TOU MOJENH B
WHTEpecax pernoHaJIbLHON BIACTH.

Pe3ynbTaThl BhIIeyKa3aHHOW paboOThl B Mae OyAyT 3aciyliaHbl Ha CTyAcHYE-
ckoii Hay4dHOU koHbpepeHnn «Connanbao 6e3omnacHbiii MaTepruer». Hanbomee mpo-
JIBUHYTBIE WCCIICJIOBAHMS TIAHUPYETCsl OMyOJnKoBaTh B KypHaie «udpopmamnms u
0e30MacHOCTE), H3J1aBaeMOM Kadeapoi cucTeM HH(POPMAIMOHHOW 0e30IacHOCTH
Boponexckoro rocy1apcTBEHHOTO TEXHUYECKOTO0 YHUBEPCUTETA.
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11. Meponpusitust o MH(POPMHUPOBAHHIO O00IECTBEHHOCTH O XO/e U pe-
3yJ1bTAaTAaX BbINOJHEHHUS HUCCae10BaHUI

NudpopmupoBaHre OOLIECTBEHHOCTH O XOJe U pe3ysibTaTax BBIMOJHEHUS HC-
clieIOBaHUN MPOBOJUTCS IMyTeM pa3MelleHHs] COOTBETCTBYIOIIEH HH(pOpMalnuyd Ha
opunUaNbHBIX caiiTax ucnomauTeneu npoekra (BI'TY u 6e3omacHbiif-uHTEpHET.PD).
XoJ pa3BuTHs poeKTa HeogHOKpaTHO ocBemalics B CMU («ApryMeHTBI U (paKkTh»,
THT «I'yOepH#us»), 4TO IJIAHUPYETCS JIEJIaTh U B IOCIIEAYIOMIEM C YIETOM MEPHOIH-
YeCKOH OTYETHOCTH HCIIOJHHUTENICH Iepel MPaBUTEILCTBOM BopoHexckoi obmacTu
PO.

HcnomauTenn HaMepeHbl TaKKe aKTUBHO B3aMMOJEMCTBOBATH C OOIIECTBEH-
HBIMU OpraHU3alUsIMH, BKIIIOUasi COBMECTHbIC IEMCTBUS 10 OpraHu3alii KOH(epeH-
U U U31aHuil ¢ pabounm Ha3BaHueM «besonacHbiii HTEpHETY.

12. IlepcnekTUBBI Pa3BUTHSA NPOEKTA

Vike ceituac BenyTcs pabOThI MO PAaCLIMPEHUIO METO0JIOM'MU MOHUTOPUHTA Ha
collMajibHble CeTH OOMeHa MeJMa-KOHTEHTOM U COOTBETCTBYIOLIME pPEerMOHallbHbIe
KaHaybl U ipoduin. B nepByro ouepenn 3To kacaercs ceteit YouTube u Instagram,
11st KoTopbix opmupyercs PPJIK.
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IMPABUJIA

odopMiIeHNS U NPeJICTABICHNS PyKonuceil 1isl My IuKaluu
B :)kypHaje « Mndopmanus 1 6€30MacCHOCTH)

B OCJIAX YIYUIOCHUA Ka4yeCTBa O(i)OpMJICHI/ISI HACTOAIICTO U3JaHus PCAKOJIICTUA ITPOCUT aBTOPOB
HaIIpaBJIACMbBIX MAaTCPHUAJIOB PYKOBOJACTBOBATLCA CIICAYIOINUMH IIpaBHJIaMHA O(bOpMJ'IeHI/ISI:

1. Pykomuch o6mmM 00beMOM 8 MOJIHBIX CTPaHMI] JUII 0030pHOM CTaThU (TE€3WCOB ILICHAPHOTO
TOKJIaa), 4 MOJHBIX CTPAHUIIBI TSI CTaThU (TE3UCOB JOKIIAAa) U 2 MOJHBIX CTPAHUIIBI KPATKOTO
cooO1eHust (Te3UCOB CTEHIAOBOTO JIOKJIaJia) MPEACTABISIOT B OTIEYATAHHOM BHJIE HA OJIHON
cropoHne nucta popmara A4 mpuprom Times New Roman Cyr dyepe3 1 mHTEpBaa U Ha TUCKETE
3,5 (B penaktope Word for Windows). ®opmarupoBanue craTthu Uil W3naHusi B JKypHaie
NpOU3BOANTh 1O (OopMe, AaHAIOTHYHON MNpUHATOM MexayHapoqHOW — akaJeMU4yecKoi
n3narensckoi komnanuei “Hayka” (cM., Harpumep, “YKypHas Heopranuueckoit xumun~ PAH u
ap.).

2. CTpaHHUILIBI PyKOIIUCH JOJKHBI UMEThH CIIEAYIOIIUE pa3Mephl MoJjeil: Bepxuee - 2,35 cM, HI)KHEE -
2,35, neBoe- 2,5 ¢M, npaBoe- 1,5 cM. Ha nepBoii ctpanure tekcta pacnonararot Y JK (B 1eBoM
yriy JIUCTa OT MoJisl, pazMep mpudTa 12), Ha3BaHWe CTaThbH (3arfiaBHBIMH OyKBaMu, pazMep
mpudTa 12), vHAMHAIE U (aMUIHIO0 aBTopa (aBTOpoB) (pasmep mpudTa 12), aHHOTAIHIO U
KJIFOUeBEIe ciioBa (He Ooisiee 8 cTpok, pasmep mpudta 10, oTcTymbI cieBa u cupasa — 1,25 cM,
ab3arubeii orctynm — 0,8 cM), cBejeHHs 00 aBTOpax (CHOCKO#, pasmep mmpudra 10). [lanee
CICAYIOT TEKCT pykKomucH (pasmep mpudra 12) u nutupyemas aureparypa (pasmep mpudra
12). TekcT pykomucH U HUTUPYEMYIO JIUTEPATypy MNPEACTABISIIOT Ha JIUCTE B JIBE KOJOHKHU
mupuHOi 1mo 8,25 cMm kaxaas (MexkoJioHouHoe paccTostHue 0,5 cM). O0e KOJIOHKHM T0JLKHBI
OBITH 3aM0JTHEHbI PABHOMEPHO H MOJTHOCTHIO!

Ilpumep ohopmnenua mexkcma:

Ecnmu mpuxomut cnexyronuaid  (Jimt1)-i
MakeT ¢ 3alpocoM Ha COEJAMHEHUE, TO 3TOT
[IaKeT OTOpachIBACTCSI. BEPOSTHOCTh peAM3alMM aTakKd MOYKET OBbITh

Ecnu atraka oOHapyXuBaeTcss O AOTOTO  paccyMTaHa 1o ¢popMmye:
_(=to)}(1=Dye)

MOMEHTa BPEMEHH C HEKOTOPOW BEPOSITHOCTHIO
Pir wm ee pasBuTHEe ONIOKHpYeTCsS, TO

syn ‘T

P()=1-

u Ay (t=to )
§ + (1 B leet) "€ ’

3)

rie  Pdier — BEpPOSITHOCTH OOHApYKEHMSI
aTaky;
fop — BpeMs OXHUJAHUS IOATBEPKIACHUS

CCaHCa CBA3H.

ﬁ’syn : %” _(l _Riet)

=70 Ay, -(1=P)’
orBeToB" (Smurf) [3]. CyTh aTtaku 3aKarodaeTcst
B HoChUIKe "3X0-3arpoca"” mo npotokosy ICMP
10 IHWPOKOBEIIATEILHOMY apecy C yKa3zaHUEM
B KadecTBe ajpeca otnpaButTens [P-ampeca

Paccmorpum MOJIEJIb
peanu3anuu  aTaky — ITOPM

OUHAMHUKHA
ICMP — "sxo-

KOMITBIOTECPa OeJn araku, OTBCTUTh Ha
KOTOpPBIC MOXKCT MHOXCCTBO KOMIIBIOTCPOB.

[locrme nmTeparypbl yKa3blBaeTCsl Ha3BaHWE OPTraHU3AIMH, OTKYyJa MOCTYIIHJI MaTephayl Ha
PYCCKOM W aHTTUHCKOM SI3bIKaX. 3aTeM MPUBOIUTCS PE3IOME Ha aHTIMHCKOM SI3bIKe (Ha3BaHUE
CTaThbd (3arilaBHBIMHA OyKBamu, pazmep mpudrta 12), vHATHANE 1 (paMuInio aBTopa (aBTOPOB)
(pazmep mpudrTa 12), anHOTarmuio (He Oomee 8 crpok, pazmep mpudrta 10)). Hazpanume
OpraHM3allid ¥ PE3IOME pacloyiarafoTesl mocepeanHe crpanunbl. Homepa cTpaHHil He
npocraBaswTes! Ha o6opoTe nocienneii CTpaHuIlbl JOIKHBI OBITH MOAMMCH BCEX aBTOPOB.
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9.

. K PYKOIIUCH HCOGXO[[I/IMO IPUIIOKUTBE SKCIICPTHOC 3aKIIFOUYCHHUEC O BOBMOKHOCTH €€ HY6HI/IK8.I_[I/II/I

B OTKPBITOH I1€YaTH.

. Ha OTACIBbHOM JHUCTS CICAYCT IIPUIIOKUTH CJ'Iy>K€6HBIe H JOMaIllHUC aapeca (C IIOYTOBBIM

WHJICKCOM ), TeJIe(pOHBI aBTOPOB CTATHH.

. Tabmunpl pacnonararoT mo TekeTy. Kakaprit sineMeHT TaOauIlbl JOJKEH HMPEACTaBIsATh cO00it

oT/eNbHYIO siueiiky. He momyckaercsi pazMemaTh KOJOHKY WIH CTPOKY ¢ JAHHBIMH B OTHOH
siueiike! Ecim B pykonucu ogHa Tabnmia, To cioBo “Tabiuiia” B Ha3BaHWM HE NMUINYT. Ecim B
CTaTh€ HECKOJBKO TaOIMI[, TO Nepes Ha3BaHueM Tabiuibl cipaBa nuinyT “Tabmuna 1 (2, 3 u
T.1.)". CchUIKY Ha TabIuIy oOpMIISIOT CIIeAyIOmuUM oopa3zoM: “tadi. 1 (2, 3 u 1.1.)”.

. OdopmieHre PUCYHKOB, HE BHEJIPSHHBIX B JOKyMeHT Word, ocymecTtsisiercs B (popmate BMP.

[TogpucyHOUHBIE TONANKUCH HE BXOJAT B COCTaB PHUCYHKOB, a pacloaraioTcs OTJeIbHBIM
TEKCTOM ¢ pasmepoM mmpudra 10 mox pucynkamu. BykBsl 1 mupel Ha pUCYHKE JOJDKHBI OBITH
paz6opuuBbl. ToHOBBIE (hoTOrpaduu MPEACTABISIOT B JIBYX 3K3eMIUIIpax Ha 0eynoit MaToBOM
¢doToOymare, TOSICHUTETHFHBIC HAIITACH HA OJTHOW M3 STUX (PoTorpaduii JOIKHBI OTCYTCTBOBATb.
Ecau B pykonmmcH HECKONBKO PHCYHKOB, TO Iepej Ha3BaHHeM cripaBa nuimyt “Puc. 1 (2, 3 u
T.1.)". CchUIKa Ha PHCYHOK OGopMITIeTCs claeayromumM oopasom “puc. 1 (2, 3 u T.4.)”. Eciim B
CTaThe OJUH PUCYHOK, TO CJI0BO “PuC.” B HA3BaHUM HE MUIMYT.

AO3arubiii oTcTyn, paBHbIH 0,8 cM, J0JDKeH HauyMHATHCS TOcie BBojia (aBToMmaTrwdecku). He
aonyckaercs popMHupoBaHHUe A03aIHOT0 OTCTYIIA P NOMOIIH MPO0EI0B U Ta0y asiiuu!

. Ucnonp3yembie B paboTe TEPMUHBI, €IUHUIBI U3MEPEHUS U YCIOBHBIE OOO03HAYCHHS JOJDKHBI

ObITh OOUIETIpUHATEIMU. Bce ymoTpebisieMble aBTOopamMu 0OOO3HaueHHUsl (32 HCKIIOYEHHEM
OOIIIEU3BECTHBIX KOHCTAHT) W abOpeBUATypbl JIOKHBI OBITH OINPEJENIEHBl MPU UX MEPBOM
YIIOMUHAHHUH B TEKCTE.

QopMyJsibl HYMEPYIOT B KpPYIJIBIX CKOOKax (2), JMUTepaTypHbIE CCBUIKM - B HOPSMBIX [2],
MOJICTPOYHBIE PUMEYAHUs - apaOCKUMU U PaMHU.

10. bubnmuorpaduueckne CChUIKH TAIOTCS IO CIIEIYIOMUM 00pa3iiam:

e Jlns xHUT — (haMuus, UHUIMATHl aBTOpa; Ha3BaHWE KHUTH, WHHUIMAIGLI, (GamMuins aBTOpa;
MEeCTO M3JaHUs; HANMEHOBAaHWE U3/IaTeIbCTBA; TOJ] U3JaHus; HOMep Toma; o0BeM. [Ipumep:
[ymere I'. Merammodusuka / I'. Llynsie. — M.: Mup, 1971. — 503 c.

Ecnu aBTOopoB Oomnee omHoro - damuiivs, WHHUNMAIBI TEPBOTO aBTOpa; Ha3BaHUE KHUTH,
WHUTIAATEL, (aMHJIAS BCEX aBTOPOB (BKIFOYAsl TEPBOTO); MECTO W3JaHUS, HAaWMCHOBAaHWE
U3/1aTeNhCTBA, TOJ U3JaHus; HoMep ToMma; o0seM. [Ipumep:

Jlannay JI.JI. KBanroBas mexanwka / JI.JI. Jlanmay, E.M. JIndmmum. - M.: ®usmarrus, 1963. -
25 c.

e Jlus crareii B cOopHEKe (KypHAIIC) — (haMUIHsl, HHUITHAIBI aBTOPa;, Ha3BaHWE CTaThu [ TekcT];
WHUTIAAJIBL, (paMIUTHS aBTOpa; Ha3BaHUE COOPHUKA, CEPHUH; TOJT U3/IaHUS; TOM H3JIaHHS; HOMED
u3nanus; oobsem. [Ipumep:

Kysnenos, B.IO. HemonoToHHBIH moTeHIMan B oOorameHHBIX ciosx [Tekcer] / B.IO.
Ky3zuemnos // 13B. By30B. Cep. Xumus (vu Cep. ¢pus.). - 1989. - T. 43, No 5. - C. 106-111.
Ecnm aBTOpOB NBOC Wi Tpoe — (haMUIIUS, WHHIMAIBI TIEPBOTO aBTOpa; Ha3BaHUE CTAaThU
[Tekct]; mHUIMATE], (aMHIHS KaXXIO0TO aBTopa (BKIOYas IIEPBOTO); Ha3BaHHWE COOpPHHKA,
CepHH; TOJ1 H3aHHS; TOM U3JaHUs; HOMep u3aaHus; o0beM. [Ipumep:

MomuceeB, C.M. JluHaMmuueckoe TOPMOKEHHE ITUCIOKAIMK B KpuUCTale ¢ MexdazHou
rpaauneii  [Tekct] / C.M. MowunceeB, B.H. Hewae // Becrmmk BITY. Cep.
Marepuanosenenue. — 1997. — Bem.1.2. — C. 14-18.

Ecnm aBTOpoB Oo0Jice TpexX: Ha3BaHHWE CTAThU ; WHHUITHAIBL, (aMUIUS KaXKIOTO aBTOpPa;
Ha3BaHUE COOpPHUKA, MECTO W3/aHMs, Ha3BaHWE W3AATENbCTBA;, TOJ HM3JaHUS; HOMEP TOMa;
obbvem. [Ipumep:

CucteMHOe MPOEKTUPOBAHUE OOPA30BATENBHBIX MPOTpaMM Ha 0a3ze BBICOKUX TEXHOJOTHH /
B.K. boiiko, FO.M. benos, B.H. Kucenes, N.J]. YcoB // BbicokHe TEXHOJOTHH B TEXHHKE,
sKoHOMUKe U obpazoBanun: C6.Havd.Tp. Bovonex: U3n-so BI'TY. 2000. Y. 3. C. 63-73.
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e Jlns aBTOpedepaToB W auccepTanmii — (paMuids, WHAIAATHl aBTOpa; HazBaHWe paboThI
Ha3BaHWE BUJAa pabOTHI, HAa3BaHWE YYCHOW CTEMEHW; MECTO HANWCAHWsS; T'OJl HAIHCAHUS;
oobem. [Ipumep:

Henopesos, C.C. OcoOeHHOCTH 3apOXKACHUS U CTPYKTYpa IUIEHOK HEKOTOPHIX METaNIOB HpU
KOH/JIEHCAIlM! W3 WOHHOTo moToka // ABToped. muc. ... a-pa ¢uz.-mar. Hayk/ O®TUHT. -
XapbkoB, 1985. - 16 c.

e Jljis aBTOPCKUX CBUJETENIHLCTB U MATEHTOB — BUJ JOKYMEHTA; €r0 HOMEp; Ha3BaHUE CTPAHBI;
uHnekc MKW; Ha3Banme paboThl, HHUIHAIBI B (paMuiusi(u) aBTopa(oB); perucTpallMOHHBIN
HOMED 3asBKU; JlaTa Mojauu 3asBKH; Jlata MmyOJuKaluy; W3JaHue, B KOTOPOM OIyOJIMKOBaH
TIOKyMeHT; o0beMm. [Ipumep:

A.c. 1381379 CCCP, MKW 0125 /18. Bpuucienne mbe30MOAYJIEH KBAa3HH30TPOIMHBIX
tekctyp/ B.H. UepHnsimos u np. - 3assiero 25.06.86. Ony6i. 30.03.89. bron. Ne 12. -2 c.

Oougue mpebosanusn

JIyis myOnMKaIe MaTepruajioB B XKypHaJIe aBTOpaM HEOOXO0IMMO TIPEICTABUTh B PEIAKIIHIO:

— 084 K3eMNIAPA PYKONUCH, BKII0OYalowjue 6 cebs cmpanuybl ¢ aHHOmMayuel, OCHOBHOU MeKcm
cmamol, NPOHYMePOSAHHbIE ULTIOCMPAYUYU U MAOIUYbL, NOONUCYU K PUCYHKAM,

—  DNIEKMPOHHYIO 8ePCUI0 CIANMbU,

—  peyeH3uUl0 HeulHe20 6e0yue20 CReyuaiucma 6 001acmu uziazaemo20 Mamepuand,

—  OKChepmHoOe 3aKII0YeHUe, 3a8ePeHHoe PYKOBOOUMeNeM OP2AHU3AYUY Wil e20 3aMeCmumenem u
neyamoio;

—  KIIOYegvle Cl08a CMamvl,

— ceedenuss 00 aemopax, 6KIOUAOWUE GaMmMuiulo, UM, O0mMYecmeo, mecmo pabomvl U
O0IICHOCTb, YHEHYIO CHeNeHb U 36anue, KOHMAKMHbLI meiehoH, noumosslii (¢ UHOeKcom) u
NEKMPOHHBLI aopec OJisl NePenucKy (eciiu OH ecib).

PenakimoHHass KOJUIETHSI OCTaBsIET 3a COOOW MPaBO OCYIIECTBISATH JIOMOJHUTEIHLHOE
peTeH3UPOBAHNEC U TEXHUUECKOE PEJIAKTHPOBAHUE TIPEJICTABIIEHHBIX padoT.
Crarbl OyaeT mNpHMHATA K PacCMOTPEHHI0 TOJBLKO TMPH YCJIOBHH

BbINOJIHEHHUS BceX TPeOoBaHMIi!
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